International Journal of Computer Science and Network (IJCSN)
Volume 1, Issue 4, August 2012 www.ijcsn.org ISSN 2277-5420

MODIFIED MUTUAL AUTHENTICATION AND KEY
AGREEMENT PROTOCOL BASED ON NTRU
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ABSTRACT
In this paper we implemented new methods of public keys
exchange in the existing mutual authentication and key
agreement protocol in wireless communication. The existing
mutual authentication and key agreement protocol in wireless
communications has been studied and the break points have
been observed. We used “CS attack” to cryptanalyze the user’s
public key and obtain the private key. We overcame this break
point by implementing DES encrypting algorithm along with
NTRU encryption algorithm to improve the security. We also
have studied the cryptanalyzation of NTRU encryption
algorithm with various parameters and calculated the average
window size to send and receive the public key.

Keywords: NTRU-Number theory research unit, Public key
cryptography, Lattice attacks, Wireless communications.

1. Introduction
Cryptography is the practice and study of techniques for
secure communication in the presence of third parties
(called adversaries). More generally, it is about
constructing and analyzing protocols that overcome the
influence of adversaries and which are related to various
aspects in information security such as data
confidentiality, data integrity, and authentication. Modern
cryptography intersects the disciplines of mathematics,
computer
science,
and
electrical
engineering.
Applications of cryptography include ATM cards,
computer passwords, and electronic commerce.
Key exchange (also known as "key establishment") is any
method in cryptography by which cryptographic keys are
exchanged between users, allowing use of a

cryptographic algorithm. The key exchange problem is
how to exchange whatever keys or other information are
needed so that no one else can obtain a copy.
Traditionally, this required trusted couriers, diplomatic
bags, or some other secure channel.
Public-key cryptography refers to a cryptographic system
requiring two separate keys, one to lock or encrypt the
plaintext, and one to unlock or decrypt the hypertext.
Neither key will do both functions. One of these keys is
published or public and the other is kept private. If the
lock/encryption key is the one published then the system
enables private communication from the public to the
unlocking key's owner. If the unlock/decryption key is
the one published then the system serves as a signature
verifier of documents locked by the owner of the private
key.
The NTRU Encrypt public key cryptosystem, also known
as the NTRU encryption algorithm is based on the
shortest vector problem in a lattice. Operations are based
on objects in a truncated polynomial ring R=Z[X]/(XN-1)
with convolution multiplication and all polynomials in
the ring have integercoefficients and degree at mostN1.a=a0+a1X+a2X2+…+aN-2XN-2+aN-1XN-1.

2. NOTATIONS
AS: Authentication Server, CA: Certification
Authority, PKu: User’s Public key, PKca: Certification
Authority’s Public key, TIDu: Temporary id of user,
SKu: Private keys of the user, N: Degree of the
polynomial ring, K: No. of bits in a block used for
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Cryptanalyzation, dr: Degree of the random
polynomial used to generate public key, CS attack:
Copper Smith &AdiShamir attack.

3.NTRU Encryption Algorithm:
NTRU is actually a parameterized family of
cryptosystems; each system is specified by three integer
parameters (N, p, q) which represent the maximal degree
N-1for all polynomials in the truncated ring R, a small
modulus and a large modulus, respectively, where it is
assumed that N is prime, q is always larger than p, and p
and q are coprime; and four sets of polynomials Lf, Lg,
Lm and Lr(a polynomial part of the private key, a
polynomial for generation of the public key, the message
anda blinding value,respectively),all of degree at most
N-1.
Sending a secret message from Alice to Bob requires the
generation of a public and a private key. The public key
is known by both Alice and Bob and the private key is
only known by Bob. To generate the key pair two
polynomials f and g, with coefficients much smaller than
q, with degree at most N-1and with coefficients in {1,0,1} are required. They can be considered as
representations of the residue classes of polynomials
modulo XN-1 in R. The polynomial f, f є Lf must satisfy
the additional requirement that the inverses modulo q and
modulo p (computed using the Euclidean algorithm)
exist, which means that f.fp=1(mod p) and f.fq=1(mod
q)must hold. So when the chosen f is not invertible, Bob
has to go back and try another f. Both f and fpare Bob’s
private key. The public key h is generated computing the
quantity h= fq.g (mod q).
Alice, who wants to send a secret message to Bob, puts
her message in the form of a polynomial m with
coefficients {-1,0,1}. In modern applications of the
encryption, the message polynomial can be translated in a
binary or ternary representation. After creating the
message polynomial, Alice chooses randomly a
polynomial r with small coefficients (not restricted to the
set {-1,0,1}), that is meant to obscure the message.With
Bob’s public key h the encrypted message e is
computed:e=pr.h+m (mod q)

Anybody knowing r could compute the message m; sor
must not be revealed by Alice. In addition to the publicly
available information, Bob knows his own private key.
Here is how he can obtain m: First he multiplies the
encrypted message e and part of his private key f, the
plain text a is obtained as a=f.e(mod q)
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NTRU Encryption algorithm’s security is based on
modulo two unrelated moduli, and its correctness is
based on clustering properties of the sums of random
variables. In “CS attack” we apply lattice basis reduction
techniques to cryptanalyze the scheme, to discover either
the original secret key, or an alternative secret key which
is equally useful in decoding the cipher text.
Furthermore, various attacks use the similar principles of
CS attack. Hence we study and present new methods
exchanging the private key on a secure channel.

4.TheExisting Authentication Protocol:
The formal novel mutual authentication and key
agreement protocol based on the number theory research
unit (NTRU) public key cryptography for wireless
communications proposed by Jiang Jun and HeChen,is
susceptible lattice based attack. “CS attack”, new lattice
based attack new hybrid meet in the middle and lattice
reduction attack are some of the attacks that work.
The existing mutual authentication and key agreement
protocol for wireless communication uses NTRU
encryption for the key exchange between the user and
server. The whole process is carried out in two phases
A) Initialization stage.
B) Real-Time exchange stage.
During the initialization stage, the certificates are
distributed from CA to users and network authentication
servers. In the initial stage the user chooses two random
polynomial equations SKu and gu. PKu is the public key
that is computed according to NTRU key generation
algorithm. Thus the user holds both public and private
key. Now the user sends his public key along with his ID
to CA.
PKu + IDu

CA
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The CA using his private key applies NSS Algorithm to
generate has value of PKu which is used as signature. A
temporary ID is assigned to user denoted as TIDu and a
timestamp Tu. The CA sends a certificate along with its
public key PKca. The certificate consists of hash (PKu),
TIDu and Tu. The same information is sent to AS also.
From now the second stage starts.
Hash(PKu)+TIDu+Tu+PKca

User

Here, using CS attack in the procedure of man-in-themiddle attack the first stage can be penetrated by the
attacker. It is explained as follows.
When the user sends his public key along with ID, the
attacker captures the data from being delivered to CA,
and CS attack is applied to find the user’s private key or
an alternative key that works as private key. Now the
attacker forwards the public key along with the victim’s
user ID to CA.

5. The Modified Protocol:
The proposed system would also work in two stages,
•
•

Stage 1: Initialization stage
Stage 2: Real-time exchange stage.

In the initialization stage the polynomial is ring
is form. A random polynomial equation is chosen which
belongs to the ring as the session’s private key. The
corresponding public key is generated. The public key is
again encrypted using DES encryption algorithm. The
key used for the decryption is only known to the user and
network AS. The encrypted public key is sent over the
secure communication channel. The key is exchanged
over the communication channel safely.
Hence the proposed system would accomplish the
following tasks:
•

Userattacker
PKu + IDuPKu+IDu(fake)

CA

SKu
(find outs the private key)
Then CA sends user’s certificate along with its public
key. The attacker captures the data and prevents it from
being delivered to the user. Now the attacker has victim’s
public key, private key and user certificate. With this, the
attacker can pass the mutual authentication and get access
to the network.
Hash(PKu)+TIDu+Tu+PKcaCA

•
•

Able to communicate the public key in secure
manner.
Increased security than the existing system.
Implement new method for communicating the
session key between the user and the network
AS.

6. Performance Evaluation :
The experiments of the CS attack on NTRU encryption
algorithm have been implemented on Pentium IV
2.04GHz PC.
N: degree of the polynomial.
Q: randomly selected integer.
T: Time taken to compute the public key from the chosen
private key.

Hence using CS attack algorithm in the man-in-themiddle attack procedure the attacker can get
authenticated and get access to the network and other
resources. Here not only CS attack but also other type of
attacks new lattice based attack, new hybrid meet in the
middle andlattice reduction attack can also be used as
they are lattice based reduction attacks and promise to
compromise the private key with their best results.

Tint: Time for Initialization of lattice.
Tred: Time for the lattice reduction.
Tone: Time taken fo initialization of lattice lattice +
Time taken for the lattice reduction.
Ttot : Total time taken to cryptanalyze the private key
form the public key.
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Table 1: Experimental Results
N

67

107

139

167

191

221

251

Q

61

101

131

157

181

211

239

dr

19

31

40

48

55

63

72

From the above graph, the maximum average
time to cryptanalyze the NTRU Encryption algorithm is
2158.13 seconds, which is equal to 211.07557 seconds. Let
T1 be the time required to cryptanalyze NTRU private
key. i.e. T1= 211.07557.

T

24

49

75

102

124

151

177

Tint(sec)

5.2

73.8

352

1117.3

2499.7

5872

12287.6

40

Tred(sec)

1.9

17.9

57.9

144.1

195.4

317.2

460.8

30

Tone(sec)

7.1

91.7

409.9

1261.4

2695.1

6189.2

12748.4

20

Ttot(sec)

226.8

255.5

283.3

2110.6

2132.4

2158.3

2183.7

10
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35
25
11

25

19

0
Table 2.The time taken for the cryptanalyzation of the
DES encryption algorithm using Nomadic Genetic
Algorithm
Expt.
No
1

No. of keys found using
NGA
42

Time taken
forNGA in seconds
21

2

42

22

3

36

20

4

36

19

5

30

25

6

42

25

7

36

35

8

36

31

9

42

25

10

36

25

20

30

40

50

Number of keys found on X-axis; Time in sec on Y-axis

Figure 2: Graph showing the relation between the time
taken to cryptanalyze the number of keys used in DES
encryption algorithm.

T1+T2= 2186.63 seconds.

3000
2183.7
2158.3
2132.4

1000

10

From the above graph the maximum average
time to cryptanalyze DES encryption algorithm is 28.33
seconds, .i.e. 24.82443 seconds. Let the average maximum
time t2 be the time taken to cryptanalyze DES encryption.
Then T2 = 24.82443 seconds.

The maximum average time to cryptanalyze NTRU
encryption algorithm and the maximum average time for
cryptanalyzing the DES encryption algorithm for various
parameter sets and observed the results and presented
them in the following graphs.

2000

0

Thus the maximum time to cryptanalyze the
modified mutual authentication and key exchange
protocol for wireless communication is 2186.63 seconds.
.i.e. the maximum time window to cryptanalyze is
2186.63 seconds that is equal to 211.0945seconds.
Hence this window can be used as life time
expiry for the connection request. If the user takes more
than the window time, the session expires and the user
has to communicate with the network AS once again.

7. Conclusion :

0
0

100

200

300

Degree of polynomial (N) on X-axis; Time in sec on Y-axis

Figure 1:Graph showing the relation between the time
taken to cryptanalyze the private key to the degree of
the polynomial.

The formal mutual authentication and key agreement
protocol can be compromised and the attacker can get
access to the network in the disguise of a network user.
The new system eradicated this by using DES encryption
algorithm to encrypt the public key and send to the
network AS and vice versa. Then it is decrypted by the
receiver and hence the public key is exchange without
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being exposed. Hence the possibility of the lattice based
attack is reduced. And also by using the difference time
stamp of time of the request to the time of exchange of
the public key the attacked can be stopped. If the
difference between the two timestamps is much larger
compared to a threshold value then the request of the user
is simply rejected as the time taken to cryptanalyze the
des algorithm and then cryptanalyze NTRU encryption
algorithm takes much time than just to cryptanalyze
NTRU encryption. Hence the new mutual authentication
and key agreement protocol for wireless networks is
much more secure than the formal protocol.

8.Future Enhancement :
To increase the security by following this protocol,
timestamp would be more useful. The window for the
cryptanalyzing the NTRU public key and DES
encryption key can be observed and the relation of the
window required to find the public key is calculated and
the efficient time limit can be found out for the session
automatic expiry. Further new steps taken to authenticate
the user if the user tries to reconnect to the network AS
after the recent time out. For this purpose the details of
recently visited and rejected user’s data have to be saved.
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