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Abstract 

Data mining operations help discover business intelligence from 
historical data. The extracted business intelligence or actionable 

knowledge helps in taking well informed decisions that leads to 
profit to the organization that makes use of it. While performing 
mining privacy of data has to be given utmost importance. To 
achieve this PPDM (Privacy Preserving Data Mining) came into 
existence by sanitizing database that prevents discovery of 
association rules. However, this leads to modification of data and 
thus disrupting the quality of data. This paper proposes a new 
technique and algorithms that can perform privacy preserving 

data mining operations while ensuring that the data quality is not 
lost. The empirical results revealed that the proposed technique is 
useful and can be used in real world applications.  
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1. Introduction 
 

Data mining operations have become prevalent as they can 

extract trends or patterns that help in taking good business 

decisions. Often they operate on large historical databases 

or data warehouses to obtain actionable knowledge or 

business intelligence that helps in taking well informed 

decisions. In the data mining domain there came many 

tools to perform data mining operations. These tools are 

best used to obtain actionable knowledge from data. 

Manually doing this is not possible as the data is very huge 

and takes lot of time. Thus the data mining domain is 
being improved in a rapid pace. While data mining 

operations are very useful in obtaining business 

intelligence, they also have some drawbacks that are they 

get sensitive information from the database. People may 

misuse the freedom given by obtaining sensitive 

information illegally. Preserving privacy of data is also 

important. Towards this end many Privacy Preserving 

Data Mining (PPDM) algorithms came into existence that 

sanitize data to prevent data mining algorithms from 

extracting sensitive information from the databases.  

 

Sensitive information such as the owner of data set or any 
associated information is illegally taken by data mining 

operations. This has led to privacy problems in this  

 
 

domain. In order to overcome this there was need for data 

mining operations that preserve privacy of data. The 

PPDM algorithms that came into existing to resolvethis 

problem have given birth to another problem. This 

problem is the result of sanitization that leads to the 

disruption of data of decrease in the quality of data. 

Researches done in [2], [3], [4], and [5] presented the 

problem of sanitizing data for privacy preserving data 

mining operations. The reason for the introduction of 

problems by PPDM algorithms is that these algorithms do 
not consider two things such as relevance of data and 

structure of the database into account. With respect 

torelevance of data, it is possible that all the data present in 

database is not relevant. This fact has to beconsidered by 

PPDM algorithms. The structure of dataplays animportant 

role in data mining operations. The database structure 

contains table and relationships among them besides 

having many data integrity and other constraints in place. 

Data quality is the problem with PPDM operations. 

However, by considering the database structure and all 

associated relationships and constraints, it is possible to 

perform sanitization without disrupting data quality in the 
underlying database. In order to perform quality-aware 

sanitization, the PPDM algorithms need some additional 

information. This is described in other section of this 

paper. 
 

2. Related Work 

 
The purpose of data mining is to find out new useful 
patterns or trends or correlations in existing data [7]. This 

phenomenon can also be called as data pattern processing, 

data archeology, information harvesting, information 

discovery, knowledge extraction and knowledge discovery 

[8]. Database researchers, business communities and MIS 

communities and statistians use the term data mining. 

Whereas the term KDD (Knowledge Discovery in 

Databases) refers to the process of finding useful 

knowledge from data [8]. Data mining is simply an 
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extension work to the data analysis used for analyzing and 

understanding the trends in the data. Data mining 

operations conventionally follow analysis that is a 

hypothesis driven. It is essentially a domain where patterns 

and trends are extracted from the historical business data 

by using certain data mining algorithms. There are two 
broad approaches for data mining. The first approach is 

meant for building models that solves problems pertaining 

to large volumes of data. It is similar to exploratory 

method and meant for producing summary of data that 

shows main features of the data [9]. The second approach 

in data mining is to identify small, sporadic waveforms in 

EEG traces. For instance unusual spending patterns in 

credit card usage and so on [10].  

 

Association rule mining is one of the concepts in data 

mining. There are many algorithms that are used to extract 

association rules from datasets. The problem with 
association rules is that the association rules extracted 

from a data mining operation are more in number that is 

the cause of concern. The extracted association rules are to 

be pruned. Pruning of the association rules is an essential 

operation that is known as post mining operation in the 

data mining domain [10]. Association rule mining is used 

traditionally to identify strong association rules in the data. 

The idea of interesting rule is explored by Agarawal in 

[11] which allowretrieving only interesting rules out of all 

association rules. Association rule mining can be done by 

unauthorized people. To avoid this problem Atallah et al. 
[12] proposed heuristic techniques that support 

modification of data with security. Another heuristic based 

framework for preserving privacy in data mining for 

association rules is proposed by Oliveira and Zaiane [13]. 

Their work explores on hiding frequent patterns that 

contain private or highly sensitive data obtained from the 

dataset. They achieve it by modifying existing data by 

inserting noise. The algorithms proposed by them are 

known as perturbative algorithms. They also propose an 

approach by name item-restriction approach that allows 

introducing noise and reducing the removal of real data.  

 
For mining association rules a framework was proposed by 

Evfimievski et al. [14] which finds association rules from 

data with categorical values. It randomizes data for 

preserving the sensitive transactions and still mines true 

association rules. There is another technique which is also 

restriction based proposed by Rivzi and Hartsa [15] is 

known to have a distortion method as preprocess step 

before actually performing the data mining process with 

goal to preserve privacy at the individual tulles level for all 

records.  

 

 

3. Proposed PPDM Sanitization and Data 

Quality 

 
PPDM algorithms perform data sanitization that prevents 

accessing association rules from the sanitized database. It 

does mean that such database allows privacy preserving 

data mining operations. However the problem identified 

with such operations is that the quality of underlying 

database is lost. This paper aims at overcoming this 

problem by introducing a quality-aware sanitization 

approach that makes use of additional information 

pertaining to database before performing sanitization. The 

data quality refers to the correctness of data between the 

real world and also the representation of it in the database 

[6]. The same meaning holds true with respect to PPDM 
operations too. By measuring real world data and the data 

which has been sanitized it is possible to assess the quality 

of data. There are some parameters that can be used to 

correctly measure the data quality of a database. These 

parameters [5] include accuracy, completeness and 

consistency. Accuracy refers to how close the real world 

data to the data represented in the form of a database. 

Completeness is a measure to find whether all data items 

in the real world are being represented by the relational 

database or not. Consistency refers to the integrity 

constraints applied to database and how they are true even 
after performing sanitization.  

 
In this paper we proposed a new information quality 

model that takes information accuracy, completeness and 

consistency parameters while making PPDM operations. 

This model consists of many components. By studying 

these components it is possible to find whether the given 

database can be sanitized or not. The very important part 

of the Information Quality Model (IQM) is the DMG 

(Data Model Graph) that represents set of attributes 

involved in the aggregate information including the 

constraints. Another important aspect is AIS (Aggregate 
Information Schema) that is used to measure relevancy 

between different aggregations.  

 

4. Algorithms 

 
The algorithms proposed in this paper are known as 

distortion based algorithms. These algorithms are meant 

for performing sanitization as part of privacy preserving 

without disrupting quality of database. First of all the rule 

to be hidden from the association rule extraction 

algorithms is to be identified using apriori algorithm [1]. 

Apriori gives set of rules first of all. From the set of rules a 

sensitive rule that has to be hidden is identified. Next step 
is to find out zero impact items that are associated with the 

rule to be hidden. The zero impact algorithmsare given in 

fig. 1.  
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Fig. 1 –Zero Impact Algorithm 

 
As can be seen in fig. 1 the zero impact algorithm, as the 

name implies, is used to extract items that have no impact 

on the quality of data base even when they are modified 

for the purpose of sanitization. The result of this algorithm 

is a set of items that have zero impact on the quality of 
database.  

 

 
 

Fig. 2 – Item Impact Rank Algorithm 

 
As can be seen in fig. 2 and other algorithms, the 

sanitization algorithm performs operations described here. 

All transactions that support the rule to be hidden are 

selected first. Then zero impact items are computed. Based 

on that information the rule to be hidden is hidden by 

modifying the zero impact sets or sanitizing the database.  

 

 
Fig. 3 – Distortion based sanitization algorithm 

 

As can be seen in fig. 3, the distortion based sanitization 

algorithm is responsible to sanitize database without 
reducing the quality of underlying database. This is 

because this algorithm finds the items that are having zero 

impact on the quality of database. These kinds of items are 

used to perform sanitization. The result of this algorithm is 

the sanitized database which can preserve privacy when 

PPDM operations are performed on it.  

 

5. Experiments and Results 

 
A prototype application is developed with GUI to 

demonstrate the usefulness of the proposed algorithm. The 

environment used in JDK 1.6 (Java Programming 

Language), Net Beans IDE that runs in a PC containing 2 

GB RAM and 2.9x GHz processor. The main screen of the 
proposed application is as shown in fig. 4. 

 
 

Fig. 4 – The main screen of the application 
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As can be seen in fig. 4, the application takes one 

transaction file and one configuration file as input. The 

output of the algorithm is sent to the given output file. The 

trans.txt has actual business transactions while the 

config.txt has required configurations. The DBDQ 

algorithm is applied on the given data set. The results are 
shown in fig. 5.  

 

 
 

Fig. 5 –Experimental results 

 

As can be seen in fig. 5 (a), first of all frequent item sets 

are generated using apriori algorithm. Then the sensitive 

rule to be hidden is identified as shown in fig. 5 (b). 

Afterwards, the hidden rule is used to find zero impact 

items in the data set. Finally the zero impact item set is 

shown in fig. 5 (c). If the zero impact items is empty the 

impact of given item I found and then sanitization is done 

thus it achieves privacy preserving while eliminating 

disruption of data.  

 

6. Evaluation 

 
The import of sanitization on data quality, to the best of 

our knowledge, has not been addressed fully in the past. 

For this reason the results of this paper could not be 

compared with other works. However, the data quality 

aware sanitization technique proposed by us is able to 

support sanitization without disrupting the quality of the 

database. Table 1 shows percentage ofvalues for data 

quality metrics such as accuracy, completeness and 

consistency. 

 

 Accuracy Completeness Consistency 

Before 

Sanitization 

100% 100% 100% 

After 

Sanitization(

PPDM) 

95% 98% 99% 

After 

Sanitization(

Proposed) 

100% 100% 100% 

 

Table 1 - Data Quality Metrics 

 

The results of the quality metrics are visualized in fig. 6.  

 

 

 
 

Fig. 6 – Data Quality Metrics 

 
As seen in fig. 6, the data quality metrics after and before 

sanitization are presented. The metrics used here are 

accuracy, completeness, and consistency. Accuracy refers 

to the similarity between the original tuple and sanitized 

tuple. Completeness t refers to the fact that after 

sanitization every attribute is not empty. Consistency 

refers to the fact that integrity constraints remainsatisfied 

after sanitization.  

 

As shown in fig. 6, a comparison is made among data 

quality before sanitization, aftersanitization with existing 
PPDM algorithms and the proposedalgorithms in this 

paper. The results reveal that the proposed algorithms in 

this paper are capable of performing sanitization without 

disrupting the data quality. 
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7. Conclusion 

 
The PPDM algorithms that came into existence were 

achieving data privacy while performing data mining 

operations. However, these algorithms achieved this by 

sanitizing datathus leading to the reduction of data quality. 

In order to overcome this drawbackthis paper proposes a 

new technique and algorithms that are used to allow 
privacy preserving data mining operations without 

disrupting the quality of underlying database. We have 

developed a prototype application that demonstrates the 

efficiency of the proposed algorithms for privacy 

preserving data mining while keeping data quality intact.  
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