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Abstract 
Visual Cryptography Scheme (VCS) is a cryptographic 

technique which allows visual information to be encrypted in 

such a way that the decryption can be performed by the human 
visual system without the aid of computers. As network 

technology has been greatly advanced, much information is 
transmitted via the internet conveniently and rapidly. At the 
same time, the security issue is a crucial problem in the 

transmission process. This method aims to build a 
cryptosystem that would be able to encrypt any image, so that 

the encrypted image when intercepted by any person with 
malicious intentions during the time of transmission of the 
image is unable to decipher the image. Visual Cryptography 

Scheme allows encoding a secret image into n shares 
distributed to n participants. The beauty of such a scheme is 

that a set of qualified participants are able to recover the secret 
image without any cryptographic knowledge and computation 

devices. An extended visual cryptography scheme (EVCS) is a 

kind of VCS which consists of meaningful shares (compared to 
the random shares of traditional VCS). In this paper we 

propose error diffusion technique to achieve good quality 
reconstructed image and to increase security with minimum 

Pixel Expansions and we can use this algorithm for different 
image formats. 
 

Keywords: Cryptosystem, Visual cryptography Scheme, Evcs, 

Error Diffusion Technique, Pixel Expansions. 

 
 

1. Introduction 

 
Visual Cryptography Scheme (VCS) is a Secret Sharing 

Scheme that focuses on sharing secret images. VCS was 

proposed by Naor and Shamir, is a method for protecting 

image-based secrets that has a computation-free 

decryption process. The clear idea of VCS is suppose 

group of ‘n’ people wish to share a secret image. The 

secret image is divided into ‘n’ shares, and each person 

gets one share. The secret is only recoverable if at least 

‘k’ people share their secrets. Such a scheme requiring 

‘k’ of ‘n’ shares is denoted as (n, k) scheme. VCS splits 

secret image into random shares which separately 

reveals no information about the secret image other than 

the size of the secret image .The secret image can be 

reconstructed by stacking shares. It supports OR 

operation for decryption. It satisfies the following two 

conditions:  

 

• Qualified subset of shares can recover the secret 

image. 

 

 

• Any forbidden subset of shares cannot obtain any 

information about the secret image other size of 

the image. 

 

Each participant cannot get any information about the 

secret image, but after stacking shares, the secret image 

can be observed visually by the participants. An example 

of traditional (2, 2) VCS can be found in Figure 1, where 

generally speaking, a VCS means any out of shares 

could recover the secret image. In the scheme of Figure 

1, shares (a) and (b) are distributed to two participants 

secretly, and each participant cannot get any information 
about the secret image, but after stacking shares (a) and 

(b), the secret image can be observed visually by the 

participants. 

 
 

 
 

Fig.1 Example of a (2, 2) Traditional VCS 

 

Extended Visual Cryptography Scheme (EVCS) is 

similar to VCS but it provides meaningful shares. EVCS 

takes a secret image and ‘n’ original share images as 

inputs, and outputs ‘n’ shares that satisfy the following 
three conditions: 

 

• Any qualified subset of shares can recover the 

secret image. 

• Any forbidden subset of shares cannot obtain 

any information of   the secret image other than 

the size of the secret image. 

• All the shares are meaningful images. 

 

EVCS can also be treated as a technique of 

steganography. The applications of EVCS is to avoid the 

custom inspections, because the shares of EVCS are 

meaningful images, hence there are fewer chances for 

the shares to be suspected and detected. EVCS has 

similar access structure as traditional Visual   

cryptography. The VCS has many applications, for 

example, transmitting military orders to soldier who may 

have no cryptographic knowledge in the battle field. 
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Other applications are authentication and identification, 

watermarking and transmitting passwords. With the 

rapid advancement of network technology, multimedia 

information is transmitted over the Internet 

conveniently. Various confidential data such as military 

maps and commercial identifications are transmitted 
over the Internet. While using secret images, security 

issues should be taken into consideration because 

hackers may utilize weak link over communication 

network to steal information that they want .To deal with 

the security problems of secret images, various image 

secret sharing schemes have been developed. 

 

Visual cryptography is a cryptographic technique which 

allows visual information (e.g. printed text, handwritten 

notes and pictures) to be encrypted in such a way that 

the decryption can be performed by the human visual 

system, without the aid of computers. Visual 
cryptography scheme eliminates complex computation 

problem in decryption process, and the secret images can 

be restored by stacking operation. And also it does not 

provide any information about the secret image other 

than the size of the secret image. This property makes 

visual cryptography especially useful for the low 

computation load requirement. While transmitting the 

secret through anyone of the medium, to avoid the 

custom inspections and further attacks over the secret 

image this application will be useful. Because this 

application encodes the secret images into meaningful 
shares, hence there are few chances for the shares to be 

suspected and detected. The other advantages of these 

applications are: 

• Simple to implement 

• Encryptions don’t require any NP-Hard 

problem dependency 

• Decryption algorithm is not needed. Human 

vision is enough to decrypt the secret image. So 

that a person without any cryptographic 

• Knowledge can decrypt the image 

• We can send cipher text through FAX or E-
MAIL 

• Infinite Computation Power can’t predict the  

message 

The entire paper can be sequentially carried out to 

perform the tasks with identifying all the requirements. 

The process methodology used in this development can 

be visualized as equivalent to water fall model 

development. All the activities are identified well in 

advance and necessary documents are made after each 

stages of completion of the paper. The paper titled 

“Protection of Privacy in Visual Cryptography Scheme 
Using Error Diffusion Technique” conceives Java 

Programming environment for its development to attain 

a platform-independent application. The application was 

developed using Netbeans IDE.The NetBeans simplifies 

the development of Java Swing desktop applications. 

NetBeans refers to both a platform framework for Java 

desktop applications, and an integrated development 

environment (IDE) for developing with Java, JavaScript, 

PHP, Python , Groovy, C, C++, Scala, Clojure, and 

others.The NetBeans IDE is written in Java and can run 

on Windows, Mac OS, Linux, Solaris and other 

platforms supporting a compatible JVM. A pre-existing 

JVM or a JDK is not required.People began building 
applications using NetBeans core runtime and their own 

plugins-applications that were not development tools at 

all. In fact, this turned out to have quite a market. In 

2000 and 2001, a lot of work went into stripping out 

pieces that made the assumption that an application built 

on NetBeans was an IDE, so that the platform would be 

a generic desktop application suitable to any purpose. 

This work turned out to be healthy for the code base of 

the IDE as well, encouraging a clean API design and a 

separation of concerns.    

 

2. Related Work 

Visual cryptography is a technique that was introduced 

by Naor and Shamir in their seminar paper [15] which 

allows visual information to encrypt in such a way that 

the decryption can be performed by human visual 
system without the aid of computers. In the (2, 2) VCS 

each secret image is divided into two shares such that no 

information can be reconstructed from any single share. 

Then, they analyzed the case of (k, n) threshold visual 

cryptography schemes. M. Naor et al. explain the 

method of basic Visual cryptography scheme 

reconstructs image in which losses its contrasts and the 

width of image will be double after the operation 

completed. It happens because pixel is divided into sub-

pixel and based on the following two principles [15].  

 
Blue noise dithering: This method used to improve the 

quality of image during reconstruction of the image.  

 

Void cluster algorithm: This method is used to find the 

secret pixel in the halftone cell. The associated secret 

sharing problem and its physical properties such as 

contrast, pixel expansion, and color were extensively 

studied by researchers worldwide. For example, Naor et 

al. [15] showed constructions of threshold VCS with 

perfect reconstruction of the black pixels. Ateniese et al. 

[13] gave constructions of VCS for the general access 

structure. Krishna et al., Luo et al., Hou et al., and Liu et 
al. considered colored VCSs [4]. Shyu et al. proposed a 

scheme which can share multiple secret images. Eisen et 

al. proposed a construction of threshold VCS for 

specified whiteness levels of the recovered pixels [10].  

 

Z. Zhou and et al explained Visual cryptography secret 

schemes. In these images shares can be done on the basis 

of mathematical calculation τ equal information of share 

of image, while τ for have no information of image. 

Here author says about number of participates and 

dividing shares [1, 8]. Z. Zhou and et al explained 
Halftone visual cryptography and says that some of 

disadvantage in basic visual cryptography.  
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The some important things are: 

• The position of secret information pixel. 

• The secret information pixels depend upon on 

black and white distribution to halftone images. 

• The changing of pixels position during the 

operation, chances of loss maximum shape of the 
image. 

1. Error diffusion: This method is used to improve the 

quality of image. It is two types of error diffusion are: 

2. One dimensional error diffusion: In this method, 

any pixel (black pixel) can be considered, while doing 

error diffusion method the some of the properties of a 

black pixel will be assigned or distribution to neighbor 
pixel.  

3. Two dimensional error diffusion : The pixel have 

to donate the half property to neighbor pixel and one 

quarter of diffusion is added to below the next line, 

another quarter of diffusion is added to pixel on next line 

below and one pixel forward. 

Z. Zhou and et al explained direct binary search for 

visual cryptography and explain about pixels 

distribution, the selection of secret pixel should be 
randomly or homogeneously distributed. Z. Zhou and et 

al explained Complementary halftone image pair and 

distributed secret information pixels. Primary shares 

contain secret information and complementary share 

contains reverse of non-secret Information pixel. The 

reconstructed of image will be performed on bases of 

OR- XOR operation. The quality of image based on the 

conditions. After that deliberately introduce 

homogeneously and distributed black pixel into each 

share. Z. Zhou and et al explained that no need uses 

complementary image share, instead of that using 

auxiliary black pixel. Here no need of complementary 

function and easy to reliable the image without any 

calculation of black pixels in shares. Z. Zhou and et al 

explained Parallel error diffusion uses minimum number 

of black pixels because of image looks like a dark image 

and also to provide meaning full image. Finally it uses 

the error diffusion to secret image [1, 8]. 

The term of extended visual cryptography scheme 

(EVCS) was first introduced by Naor et al. in [15]. 

Furthermore, Zhou et al [5, 7] presented an EVCS by 

using half toning technique. Their first method made use 

of the complementary images to cover visual 

information of the share images. But their second 

method did not necessarily require a pair of 

complementary share images. Unfortunately, their 

EVCS has bad visual quality. Zhou et al proposed 

extended visual cryptography in which each shares 

contains secret information but also having meaningful 

halftone image. Extended visual cryptography scheme 

would provide low quality of visual information and 

produces low contrast image between black and white 

pixels [1]. The reconstructed image contains less cross 

interference compared to halftone visual cryptography 

(HVC). HVC predetermine the secret information before 

generating halftone shares [2, 9]. Error diffusion is used 

to easily compromise between the image quality and 

computational complexity. There are three methods: 

• Complementary halftone image pair and 

distributed secret information pixels 

• Deliberately introduce homogeneously and 

distributed black pixel into each   share. 

• Parallel error diffusion. 

A. Complementary halftone image pair and 

distributed secret information pixels: Zhou et al 

proposed a method for generating the share structure. In 

this, secret information pixel is shared. It applies error 
diffusion technique. Here secret image pixel is encoded 

with halftone cell and pixel in halftone cell is set to be 

‘δ’; assigning secret information pixel in image is set to 

be ‘θ’. The remaining pixels are called non secret 

information pixels (δ, θ). The quality of image will be 

good when it satisfies δ ≥2θ condition [9]. 

B. Deliberately introduces homogeneously and 

distributed black pixel into each share: Zhou and et 

al proposed a method which uses auxiliary black pixel 

which is used to hide the secret information. Auxiliary 

black pixel and secret information pixel should be 

homogeneously distributed. Secret information pixel 

depends on generating the number of shares, in which 

secret information pixels should not be overlap during 

the reconstruction of image. Finally it generates the 

halftone shares using error diffusion [2, 8]. 

C. Parallel error diffusion: Zhou and et al proposed 

another method using the limited number of auxiliary 

black pixel. If black pixel is necessary then it should be 

used as a secret pixel. Pixel should contain more number 

of black pixels; otherwise it will be very difficult to 

recognize the original image. Hence, minimum number 

of black pixels should be selected to obtain meaningful 

image [2].  

Droste [14], Ateniese et al. [13] and Wang et al. [9] 

proposed three EVCS’s, respectively, by manipulating 

the share matrices. Nakajima et al. [11] proposed a (2, 2) 
EVCS for natural images. Tsai et al. [6] proposed a 

simple EVCS, where its shares were simply generated 

by replacing the white and black sub-pixels in a 

traditional VCS share with transparent pixels and pixels 

from the cover images respectively. Furthermore, Zhou 

et al. and Wang et al. [8] presented an EVCS by using 

half toning techniques. Recently, Wang et al. proposed 

three EVCSs by using error diffusion half toning 

technique [3, 4] to obtain nice looking shares. The first 

method of EVCS also made use of complementary 

shares to cover the visual information of the shares as 
the way proposed. The second method of EVCS 

imported auxiliary black pixels to cover the visual 

information of the shares. In such a way, each qualified 

participants did not necessarily require a pair of 

complementary share images. The third method of 
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EVCS modified the half toned share images and 

imported extra black pixels to cover the visual 

information of the shares.  

However, the limitations of these EVCS’s mentioned 

above are obvious. The first limitation is that the pixel 

expansion is large. For example, the pixel expansion of 
the EVCS in [12] is m+q, where m is the pixel 

expansion of the secret image and q is the chromatic 

number of a hyper-graph, in any case the value of q 

satisfies q ≥ 2.  The second limitation is the bad visual 

quality of both the shares and the recovered secret 

images; this is confirmed by the comparisons in [9]. 

Unfortunately, the EVCS in [9] has other limitations, 

first it is computation expensive, second, the void and 

cluster algorithm makes the positions of the secret pixels 

dependent on the content of the share images and hence 

decrease the visual quality of the recovered secret image, 

third and most importantly, a pair of complementary 
images are required for each qualified subset and the 

participants are required to take more than one shares for 

some access structures, which will inevitably cause the 

attentions of the watchdogs at the custom and increase 

the participants  burden.  

The same problems also exist in the first method 

proposed by Wang et al. [2]. For Wang et al.’s second 

method, each qualified subset does not require 

complementary images anymore; however, this method 

is only for threshold access structure, and the auxiliary 

black pixels of their EVCS also darkened the shares.  
For Wang et al.’s third method, the half toned share 

images are modified and extra black pixels are imported 

to cover the visual information of the shares. The 

limitation of this method is that, the visual effect of each 

share will be affected by the content of other shares. Tsai 

et al.’s EVCS [6] is simple, but it may not satisfy the 

contrast condition of anymore. And the recovered secret 

image contains the mixture of the visual information of 

share images. Consider the essence of mixing grey-level 

pixels; the secret information may be hard to be 

recognized by human eyes.  At last, the EVCS proposed 

in [1] is (k, n) access structure; the secret image is 

embedded into covering shares.  

Here they uses halftone Dither to produce the shares but 

it has bad visual quality while reconstructing the image. 

In this paper we propose VCS with overall good 

properties. Our proposed scheme can be found that our 

scheme has competitive visual quality compared with 

many of the well-known VCSs. We used Error diffusion 

method for creating the VCS shares. Error diffusion is a 

type of half toning  in which the quantization residual is 

distributed to neighboring pixels that have not yet been 

processed. So that it enhances edges in an image. It 
makes to read the text more clearly in that image. 

 

3. Proposed Scheme 

In our proposed system overcome the difficulties in the 

existing system by using the Error Diffusion Method in 

Half tonic technique which improves visual quality. 

Error diffusion is a type of half toning in which 

the quantization residual is distributed to 

neighboring pixels that have not yet been processed. Its 

main use is to convert a multi-level image into 

a binary image, though it has other applications. Unlike 

many other half tonic methods, error diffusion is 
classified as an area operation, because what the 

algorithm does at one location influences what happens 

at other locations. This means buffering is required, and 

complicates parallel processing.   

Error Diffusion has the tendency to enhance edges in an 

image. When an image has a transition from light to dark 

the error diffusion algorithm tends to make the next 

generated pixel be black. Dark to light transitions tend to 

result in the next generated pixel being white. This 

causes an edge enhancement effect at the expense of 

gray level reproduction accuracy. This results in error 

diffusion having a higher apparent resolution than 
halftone methods. This is especially beneficial with 

images with text in them. Here, the receiver uses OR 

operation to stack the secret share. 

 

 
Fig. 2 An Example of Error Diffusion Algorithm 

 

In error diffusion method the error value is distributed 

on a fractional basis to the neighboring pixels. In this 

case, 7/16ths of the error is computed and added to the 

pixel right of the current pixel that is being processed. 

5/16ths of the error is added to the pixel in the next row, 

directly below the current pixel. The remaining errors 

propagate in a similar fashion.  Architecture shows the 
whole paper methods and procedures under a single 

frame of diagram. The Original Secret image is provided 

as input to the VCS Encryption module and it produces 

‘n’ VCS shares. The Covering Image provided as input 

to the Covering Shares Generation module which 

generates the covering shares. 

 



IJCSN  International Journal of Computer Science and Network, Vol 2, Issue 2, April 2013              64 
ISSN    (Online) : 2277-5420 

 

          

 
 

Fig. 3 Proposed System Architecture 

 

Both the Covering Shares (CS) and VCS shares are 

embedded in the embedded process. Each VCS Shares 

has different Covering images. So that it does not 

produce any doubts while sharing the image through 

Internet. Then Original image is reconstructed by 
stacking the shares. 

 

4. Implementation and Discussion 
 

This application was developed using java desktop 

application. The application featured with four sections. 

Each section performs the following functions. They are: 
VCS Shares Creation, Covering Share Creation, 

Embedding VCS and Covering Shares and Stacking 

Process 

 

4.1. VCS Shares Creation  

  
It interacts with the user to get the information such as 

the location of the secret image and the number of shares 

it has to create. Here the limitation of creating the share 

is 5 and size of image should be 225 x 225 pixels 

 

 
 

Fig. 4 Original Image 

It also locates the address where the share has been 

created. After giving location of the share and number of 

shares, click the create button. Then, the application will 

generate the VCS Shares. And the location of VCS will 

be displayed in the text area. The VCS Share created is 

of size 450 x 450. The generated VCS shares are 

displayed below.  

 

 
 

Fig. 5 VCS Shares generated from Original image 
 

4.2. Covering Share Creation 

The Covering share creation is performed in the second 

tab of this application. It gets the location of covering 

image and name of the covering share and creates the 

Covering share. And here, each covering image should 

have the size 450 x 450 pixels.  

 

After providing the location and the cover name, click 

the create button. Then it will generate the covering 

image which is shown below. The generated Covering 

share size is 450 x 450. 
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Fig. 6 Covering Shares generated for VCS shares 
 

4.3. Embedding VCS and Covering Share Process 

The third module performs the embedding operation of 

the VCS shares and the Covering Shares. The user must 

notify the location of VCS shares and the Covering 

Share. Then, user has to provide the name of the creating 

embedded shares. After providing the location of share 

image, cover image and name of embedded image, click 

the Embed button which embeds both VCS and 

Covering Shares. The location generated Embedded 

Shares is displayed in the text area. Generated 

Embedded Share is displayed below.    

                                  

  
 

Fig. 7 Example of Embedded Shares 

 

4.4. Stacking Process 

This is the fourth tab, it is the process of joining all the 

embedded shares together to obtain secret image. The 

user must select  the number of shares needed to recover 

the images and click OK. If we select the 3 in the 

application will display 3 columns where we want to 

enter the share location. After that when we click the 3 

out of n stack  button ,it retrives the original image. If 

we select the two in No of shares: column, two share 

location will be displayed. And then select the location 
of shares we want to stack. If we select the two in No of 

shares: column, two share location will be displayed. 

And then select the location of Embedded Shares we 

want to stack. Then Click 2 out of n stack button to get 

the secret image. 

 

 
 

Fig. 8 Secret Image to be retrieved by Stacking 

5. Conclusion 

The proposed privacy scheme in visual cryptography via 

error diffusion technique just shares the error values to 

neighboring pixels. So that it makes the binary image to 

achieve some effect as gray image. It also enhances the 

edges of image. So, that the text in the image become 

sharper and makes more readable. In both secret share 

generation and decryption part, OR operation is used, 

which makes the scheme very simple. But the main 

disadvantage of this scheme, it has much more 

computation than other methods of visual cryptography. 

The error values are computed serially for each pixel. So 

that it maximizes the computation time. Any person 
having sufficiently k number of shares can easily 

reconstruct the original image. In a future attempt we 

want to provide some security schemes to the proposed 

technique to make the scheme more secure. In this 

scheme we have used an error diffusion technique to 

encrypt and divide a secret image into n number of 

shares. The shares are sent through different 

communication channels from sender to receiver so that 

the probability of getting sufficient shares by the 

intruder minimized. But the shares may arise suspicion 

to the hacker’s mind that some secret information is 
passed. The original image can be encrypted using a key 

to provide more security to this scheme. The key may be 

a text or a small image. Steganography can be used by 

enveloping the secret shares within apparently innocent 

covers of digital picture. This technique is more 

effective in providing security from illicit attacks.  
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