
IJCSN  International Journal of Computer Science and Network, Volume 2, Issue 3, June 2013          
ISSN    (Online) : 2277-5420       www.ijcsn.org 

76 

 

 

Contribution toContribution toContribution toContribution to    Securing CSecuring CSecuring CSecuring Communicationsommunicationsommunicationsommunications    onononon    VOIPVOIPVOIPVOIP    
    

1 Tahina Ezéchiel Rakotondraina, 2 Ndaohialy Manda-vy Ravonimanantsoa, 3Andry Auguste Randriamitantsoa  
 

 1, 2, 3 Department of Telecommunication, High School Polytechnic of Antananarivo 

 University of Antananarivo 
Antananarivo, Ankatso BP 1500, Madagascar 

 
 
 
 

Abstract 
We contribute to the study of the security of voice in IP (Internet 
Protocol) network, which will become in the near future, a 

universal standard of voice and video networks 
Telecommunications. As with any phone call, it is a need to 
encrypt communication to respect the rights and privacy of each 
person. We implement the security of voice in IP packets and 
study material resource consumption on the establishment of this 
system. This is the major problem with this kind of technology 
that is currently experiencing various attacks threatening all 
communication systems. 
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1. Introduction 
 

VoIP is subject to various types of attacks namely 

capturing packets, eavesdropping communications and 

many others. Our contribution is to encrypt / decrypt 

packets (signaling and voice, SIP / RTP) passing the input 

/ output of the network, as illustrated in Fig. 1. 
 

Before any communication, the sender and receiver share a 

session key with the server. This key is exchanged over 

the network, in a SIP package "MESSAGE" type with the 

key exchange protocol of Diffie-Hellman, using a secure 

TLS (Transport Layer Secure) transport channel. 

 

The session key used to encrypt and decrypt data using 

symmetric encryption algorithm such as "one time pad", 

that is to say, using different key for each session for each 

user, based on the cryptosystem AES (Advanced 

Encryption Standard). 
 

The expected results will be the behavior of the server for 

normal communication and encrypted communication, 

according to the model proposed in Fig. 2. 

 

2. Proposed Approach 
 

As part of securing the voice in a VoIP network, our study 

is based on the following configuration: 

 

 

 

 

 

 

 

 

Fig. 1 Proposed Approach: Encryption Scheme Packages 

The expected results will be the behavior of the server for 

normal communication and encrypted communication, 

according to the proposed model in Fig. 2. 
 

 

 

Fig. 2 Contrôle du trafic sur le serveur 

3. Results and Interpretations 

In our research, we used five computers: four computers 

for the clients and one for the server. The server 

configuration is as follows: the server is running on a PC 
(Personal Computer) Intel Pentium Core2Duo 3.2 Ghz, 

RAM 1 GB memory and a storage capacity of 10 GB The 

operating system is Linux with Version 6 of the Debian 
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distribution. The software used is: Asterisk 1.8 and 

softphones like X-Lite, Mizu Phone, Blink, PhonerLite, 

Ekiga and Twinkle. Throughout the simulation we used 

commercial network management system and as 

Wireshark, netstat, top. 

3.1 First case: Normal Communication 

In this first simulation we study the case of a basic 

communication, which is adopted by 80% of users of 

VoIP. In this context, we will successively: 

 

- The characteristics of a SIP signaling packet 

- The diagram exchanges 

- The server behavior 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Fig. 3 Excerpt from a normal SIP INVITE packet types 

We note a description of basic session with no security 

system. The proof is that using the utility wireshark packet 

capture, we can obtain and decode RTP packets, which are 

responsible for the transport of voice, and so we can 

clearly hear the discussions. 

 

 
 

 
 

Fig. 4 Spectre de la voix Capturée 

 

Fig. 4 shows that the voice passes through the network in 

clear form. Thus, any person located in the network is able 

to listen to the communication.  
 

Table 1 gives a summary of the behavior of the server 

during this communication. It should be noted that these 

values represent the peaks during all communication. 

 
Table 1 : Récapitulatif du comportement du serveur 

CPU1 CPU2 RAM Band width 

6.0% 8.7% 22.2% 64Kbps 

 

As we saw in the first case above, the VoIP basic 

infrastructure based on SIP / RTP offer no privacy on 

voice flows data. These flows can be intercepted and 
decoded by anyone who can sniff a point in the path taken 

by the RTP packets. 

 

The problem is actually quite different. Indeed, problems 

arise when it is necessary to quantify: some conversations 

actually intended to remain confidential, hence the need 

for encryption. 

3.2 Second case: Encrypted Communication 

SRTP (Secured RTP) protocol has been developed to 

provide an encryption function of RTP protocol and ensure 

the confidentiality of communications. This protocol is 

based on the AES encryption, using stream cipher 

technical. The implementation of SRTP processing the 
encryption and decryption of the packet (voice) stream 

with the same key, the parameters is exchanged by the 

terminal when establishing communication.  

INVITE sip:1000@192.168.100.10 SIP/2.0 

Via: SIP/2.0/UDP 

192.168.100.12:64312;branch=z9hG4bK-

d87543-093f6c046629653c-1--d87543-;rport 

Max-Forwards: 70 

Contact: <sip:1001@192.168.100.12:64312> 

To: "1000"<sip:1000@192.168.100.10> 

From: 

"1001"<sip:1001@192.168.100.10>;tag=4721

7725 

Call-ID: 

5e4d7067a23bc602MjllNzM5NmI2YjdlOGI4YWIy

MGRhYWJjZGUxYzc3MzI. 

CSeq: 1 INVITE 

Allow: INVITE, ACK, CANCEL, OPTIONS, 

BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, 

INFO 

Content-Type: application/sdp 

c=IN IP4 192.168.100.12 

t=0 0 

m=audio 52970 RTP/AVP 107 119 0 98 8 3 

101 

a=alt:1 4 : EAan+ijN moQBg2NH 

192.168.100.12 52970 

a=alt:2 3 : 7RRe5NLd zmXw9Ga6 

192.168.100.130 52970 
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In our study key exchange is done through SIP messages 

over a secure TLS channel which in turn uses the RSA 

cryptosystem for the creation of the certificate and key 

negotiation session.  

Compared to the normal communication, we can see 

different descriptions. First, we notice some changes in the 

SIP packet. Indeed, the following lines have been added: 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

Fig. 5 Extrait d’une description d’un paquet SIP sécurisé 

Specifications highlighted in Fig.5 give the protocols and 

security adopted. Moreover, the decoding of SRTP packets 

analyzed shows a fully encrypted communication. In this 

context, these spectra represent streams audio related to 

noise. 

 

 

Fig. 6 Spectrum of an encrypted voice 

Fig. 6 shows that the communication is encrypted and 

SRTP protocol is used. 

 

For the behavior of the server we have the following 

summary table: 

 
Table 2 : Comportement du serveur pour une communication crypter 

CPU1 CPU2 RAM Band width 

6.1% 5.9% 23.8% 73Kbps 

4. Conclusion 

Based on our analysis, we find a slight difference between 

normal communication and encrypted communication. 

These differences lie in the fact that encrypted 

communication consumes a lot more resources that the 

implementation of the encryption module, both the secure 
transport of cryptographic keys on the packets in the 

Asterisk server requires adding a process where the need 

for additional resource. 

 

It is clear that the module data encryption in VoIP is not 

yet fully implemented in the server, since the use of a real-

time requires a minimum treatment period of service. The 

results showed that we can properly secure the data to the 

risk of a maximum use of resources such as CPU and 

memory, the server and increased the latency of the 

system. 
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