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Abstract - Cloud computing is a better way to increase the
capabilities dynamically without the expenses spent in new
infrastructure or licensing new software. Though cloud
computing is providing better utilization of resources by
virtualization techniques and taking up much of the work load
from the user, it is fraught with security risks. Traditional
identity management systems are designed to be cost effective
and scalable primarily for the service providers, but not
necessarily for the users, which often results in poor usability.
Users are often required to memorize multiple passwords for
accessing various services from different service providers. In
this paper, a survey of the different security risks that pose a
threat to the cloud is presented. This paper compares various
identity management models and paradigms and the results are
summarized in the form of table.
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1. Introduction

describe the dimensions of identity management and its
related concepts. In Section 5, we explain the three
traditional Identity management models (i.e.) isolated
model, centralized model and federated model. Then a
comparative study is done based on the attributes such as
Service provider, Cross domain access, Identity storage,
user control and Privacy protection. Finally the results
are tabulated.
In Section 6, we compare the three types of identity
management paradigms with its characteristics such as
distribution, trusted domain and scalability and the
results are tabulated. In Section 7, we discuss the future
directions of the research and we conclude in Section 8.

2. Cloud Computing
This section provides an overview of cloud computing,
its service models and deployment models.

Today Small and Medium Business (SMB) companies
are realizing the fact (i.e) simply by tapping into the
cloud they can gain fast access to best business
applications or drastically improve their infrastructure
resources, all at negligible cost. Cloud computing
extends the capabilities of existing Information
Technology. Within a short period, cloud computing has
grown from being a promising business concept to one
of the fast growing segments of the IT industry. Cloud
providers are currently enjoying a profound opportunity
in the marketplace.

2.1. Cloud Computing Paradigm

However, with the rapid increase in the uptake of online
services, the traditional approach to identity
management is already having serious negative effects
on the user experience. The providers must ensure that
they get the security aspects right, for it’s their
responsibility if things go wrong.

The five essential characteristics are (i) on-demand selfservice - A client can use computing capabilities, such as
server time and network storage, as needed
automatically without any human interaction with each
service’s provider. (ii) Broad network access – Various
capabilities are available over the network and accessed
through the standard mechanisms (e.g., mobile phones,
laptops, and PDAs). (iii) Resource pooling - The service
provider’s computing resources are pooled to serve
multiple clients using a multi-tenant model, with

The rest of the paper is organized as follows: In Section
2, we introduce cloud computing paradigm, its service
models and deployment models. In Section 3, we present
the ten important key security elements. In Section 4, we

NIST defines “Cloud computing as a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services)
that can be rapidly provisioned and released with
minimal management effort or service provider
interaction” [1]. The cloud model is composed of five
essential characteristics, three service models, and four
deployment models.
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different physical and virtual resources dynamically
assigned and reassigned according to the client’s
demand. There is a sense of location independence and
ability to specify location at a higher level of abstraction
(e.g., country, state, or datacenter). (iv) Rapid elasticity
- To the client, the capabilities available for provisioning
often appear to be unlimited and can be bought in any
quantity at any time. (v) Measured Service - Cloud
systems control and optimize resource use automatically
by providing a metering capability. Resource usage can
be managed, controlled, and reported, providing
transparency for both the provider and consumer of the
utilized service.

2.2. Service models and Deployment models
The three service models are (i) Cloud Software as a
Service (SaaS) - This capability is provided to the client
to use the provider’s applications running on a cloud
infrastructure. The softwares are accessible from various
client devices through a web browser (e.g., web-based
email). (ii) Cloud Platform as a Service (PaaS) - This
capability is provided to the client to deploy onto the
cloud infrastructure by acquired applications created
using programming languages and tools supported by
the provider. (iii) Cloud Infrastructure as a Service
(IaaS) - This capability is provided to the client to
provision processing, storage, and other fundamental
computing resources where the consumer is able to
deploy and run arbitrary software, which can include
operating systems and applications.
The four deployment models are (i) Private cloud - The
cloud infrastructure is operated for an organization
alone. It may be monitored by the organization or a third
party and may exist on premise or off premise. (ii)
Community cloud - The cloud infrastructure is shared by
many organizations and supports a specific community
that has shared concerns.

owned by an organization which is selling cloud
services. (iv) Hybrid cloud - The cloud infrastructure is
composed of two or more clouds (private, community,
or public) that remain unique entities but are bound
together by standardized technology which enables data
and application portability.
The Fig.1 shows the five essential characteristics, three
service models and four deployment models along with
the complexity in cloud security.

3. Security Issues in Cloud Computing
Though cloud computing is targeted to provide better
utilization of resources using virtualization techniques
and to take up much of the work load from the client, it
is fraught with security risks. The complexity of security
risks in a complete cloud environment is illustrated in
section 2.
In SaaS, the user has to depend on the provider for
proper security measures. The provider must do the
work to keep multiple users from seeing each other’s
data stored in the cloud. So it becomes difficult to the
user to ensure that right security measures are in place
and to get assurance that the application will be available
when needed (Choudhary, 2007). The following key
security elements should be carefully considered as an
integral part of the SaaS application development and
deployment process:
•
•
•
•
•
•
•
•
•
•

Authentication and authorization
Backup
Data security
Data locality
Data integrity
Data segregation
Data access
Data confidentiality
Identity management and sign-on process
Network security

3.1 Authentication and authorization

Fig 1 Cloud Computing Environment

It may be managed by the organizations or a third party
and may exist on premise or off premise. (iii) Public
cloud - The cloud infrastructure is made available to the
general public or a large group of industries and it is

The first key security element is Authentication and
authorization. Most companies, if not all, are storing
their employee information in some type of Lightweight
Directory Access Protocol (LDAP) servers. In the case
of Small and Medium (SMB) companies, a segment that
has the highest SaaS adoption rate, Active Directory
(AD) seems to be the most popular tool for managing
users (Microsoft White Paper, 2010). With SaaS, the
software is hosted outside of the corporate firewall.
Many a times user credentials are stored in the SaaS
provider’s databases and not as part of the corporate IT
infrastructure. This means SaaS users must remember to
disable the accounts of the employees who leave the
company and enable accounts as come onboard.
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3.2 Backup
The second key security element is Backup. The SaaS
provider needs to ensure that all sensitive enterprise data
is regularly backed up to facilitate quick recovery during
disasters. Also the use of strong encryption schemes is
recommended to prevent accidental data leakage of
sensitive information during data backup.

data integrity in a distributed system, transactions across
multiple data sources need to be handled correctly in a
fail safe manner. This can be achieved using a central
global transaction manager. Each application in the
distributed system should be able to participate in the
global transaction through a resource manager. This can
be done using a 2-phase commit protocol.

3.6 Data Segregation
3.3 Data security
The third key security element is Data Security. In the
SaaS model, the enterprise data is stored outside the
enterprise boundary, at the SaaS vendor end.
Consequently, the SaaS vendor must adopt additional
security checks to ensure data security and prevent
breaches due to security problems in the application or
through malicious employees. This involves the use of
strong encryption techniques for data security and finegrained authorization to control data access. Malicious
users can exploit weaknesses in the data security model
to gain unauthorized access to data. The assessments that
test and validate the security of the enterprise data stored
at the SaaS are vendor Cross-site scripting[XSS], Access
control weaknesses, OS and SQL injection flaws, Crosssite request forgery[CSRF], Cookie manipulation,
Hidden field manipulation, Insecure storage and
Insecure configuration. Any vulnerability detected
during these tests can be exploited to gain access to
sensitive data and lead to a financial loss.

3.4 Data locality
The fourth key security element is Data locality. The
consumers use the applications provided by the SaaS
and process their business data. But in this scenario, the
customer does not know where the data is getting stored.
In many a cases, this can be an issue. Due to compliance
and data privacy laws in various countries, locality of
data is of utmost importance in many enterprise
architecture (Softlayer, 2009). There’s the question of
whose jurisdiction the data falls under, when an
investigation occurs. A secure SaaS model must be
capable of providing reliability to the customer on the
location of the consumer data.

3.5 Data Integrity
The fifth key security element is Data integrity. It is one
of the most critical elements in any system. Data
integrity is achieved easily in a standalone system with a
single database. Data integrity in such a system is
maintained
through
database constraints and
transactions. Transactions should follow ACID
(atomicity, consistency, isolation and durability)
properties to ensure data integrity. Most databases
support ACID transactions and can preserve data
integrity [2]. In a distributed system, there are multiple
databases and multiple applications. In order to ensure

The sixth key security element is Data segregation.
Multi-tenancy is one of the major characteristics of
cloud computing. As a result of multi-tenancy multiple
users can store their data. In such a situation, data of
various users will reside at the same location. Intrusion
of data of one user by another user becomes possible in
this environment. This intrusion can be done either by
hacking through the trap doors in the application or by
injecting client code into the SaaS system. A hacker can
write a masked code and inject in to the application. If
the application executes this code without verification,
then there is a high potential of intrusion into client’s
data. A SaaS model should ensure a clear boundary for
each user’s data. The boundary must been sure not only
at the physical level but also at the application level. The
service should be intelligent enough to segregate the
data from different users [2]. A malicious user can use
application vulnerabilities to bypass security checks and
access sensitive data of other tenants. The assessments
that test and validate the data segregation of the SaaS
vendor in a multi-tenant deployment are SQL injection
flaws, Data validation and In secure storage. Any
vulnerability detected during these tests can be exploited
to gain access to sensitive data of other tenants.

3.7 Data Access
The seventh key security element is Data access. This
issue is mainly related to security policies provided to
the users while accessing the data. For example, a small
business organization can use a cloud provided by some
other provider for carrying out its business processes.
This organization will have its own security policies
based on which each employee can have access to a
particular set of data. The security policies may entitle
some considerations wherein some of the employees are
not given access to certain amount of data. These
security policies must be adhered by the cloud to avoid
intrusion of data by unauthorized users (Blaze et al.,
1999; Kormann and Rubin, 2000; Bowers et al., 2008).

3.8 Data confidentiality
The eighth key security element is Data confidentiality.
Cloud computing involves the sharing by users of their
own information on remote servers owned by others and
accesses through the Internet. Cloud computing services
exist in many variations, including data storage sites,
video sites, tax preparation sites, personal health record
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websites and many more. The entire contents of a user’s
storage device may be stored with a single cloud
provider or with many cloud providers. Whenever an
individual or any other entity shares information in the
cloud, privacy or confidentiality questions arise.

3.9 Identity Management and Sign-on Process
The ninth key security element is Identity management
and sign-on process. Identity management (IdM) or ID
management is a broad administrative area that deals
with identifying individuals in a system (such as a
country, a network or an organization) and controlling
the access to the resources in that system by placing
restrictions on the established identities. Each user will
be provided certain privileges on shared data. We will
consider this security issue as the main element in our
paper and describe it elaborately in the successive
sections.

3.10 Network Security
The last key security element is Network Security. All
data flow over the network needs to be secured in order
to prevent leakage of sensitive information. The strong
network traffic encryption techniques such as Secure
Socket Layer (SSL) and the Transport Layer Security
(TLS) are used for security. However, malicious users
can use the loop holes in network security configuration
to sniff network packets. The assessments that test and
validate the network security of the SaaS vendor are
Network penetration and packet analysis, Session
management weaknesses, Insecure SSL trust
configuration. Any vulnerability detected during these
tests can be exploited to hijack active sessions, get
access to user credentials and sensitive data.

capabilities by enabling services in cloud to federate
accounts and other data necessary to build up trust
relations. Entitlement refers to the set of attributes that
specify the access permissions and privileges of an
authenticated security principal. Lifecycle management
incorporates an integrated and comprehensive solution
for managing the entire lifecycle of user identities and
their associated credentials and entitlements. Identity
management can involve three perspectives,
1.

The pure identity paradigm: Creation,
management and deletion of identities without
regard to access rights or entitlements.

2.

The user access paradigm: It is the user log-on
process. For example: a smart card and its
associated data used by a customer to logon to a
service or services (a traditional view).

3.

The service paradigm: A system that delivers
role- based, online, on-demand, multimedia
(content), presence- based services to users and
their devices.

The Fig.2 given below shows the pattern of trusted
Identity management.

4. Dimensions of Identity Management
This section describes the Identity management which is
the most important cloud computing security issue. The
evolution of cloud computing from numerous
technological approaches and business models such as
SaaS, cluster computing, high performance computing,
etc., signifies that the cloud IDM can be considered as a
superset of all the corresponding issues from these
paradigms and many more. An IDM in cloud has to
manage
control
points,
dynamic
composite/decommissioned machines and virtual device
or service identities [3].
Today‘s cloud requires dynamic governance of typical
Identity
Management
(IDM)
issues
like,
provisioning/de-provisioning,
synchronization,
entitlement and lifecycle management. In cloud,
provisioning means just-in-time or on-demand
provisioning and de-provisioning stands for real time deprovisioning. Synchronization services help expedite the
roll-out and expansion of federated identity management

Fig 2 Trusted Identity Management

When making services and resources available through
computer networks, there is often a need to know who
the users are and what services they are entitled to use.
Identity management has two main parts, where the first
consists of issuing users with credentials and unique
identifiers during the initial registration phase, and the
second consists of authenticating users and controlling
their access to services and resources based on their
identifiers and credentials during the service operation
phase [4]. A problem with many identity management
systems is that they are designed to be cost effective
from the perspective of the service providers (SP), which
sometimes creates inconvenience and poor usability
from the user’s perspective.
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4.1 Identity and Related Concepts
An identity is a representation of an entity in a specific
application domain. For example, the registered personal
data of a bank customer, and also the customer’s
physical characteristics as observed by the bank staff,
constitute the identity of those customers within the
domain of that bank. Identities are usually related to real
world entities such as people or organizations. A simple
assumption is that a single identity cannot be associated
with more than one entity. Sometimes multiple identities
may occur for the same entity in the system because of
fraud. A person may of course have different identities
in different domains. For example, a person may have
one identity associated with being customer in a bank
and another identity associated with being an employee
in a company.

Federated user identity model and Centralized user
identity model.

5.1 Isolated User Identity Model
The most common identity management model let
service providers act as both credential provider and
identifier provider to their clients. Here, they control the
name space for a specific service domain and allocate
identifiers to users. A user gets separate unique
identifiers from each service provider whom he transacts
with. In addition, each user will have separate
credentials, such as passwords associated with each of
their identifiers. This model is called isolated user
identity management and it is illustrated in Fig.4 below.

The set of characteristics of an identity are called
identifiers when used for identification purposes. These
characteristics may or may not be unique within the
identity domain. They can have various properties, such
as being transient or permanent, self-selected or issued
by an authority, suitable for human interpretation or only
by computers. The relationship between entities,
identities and identifiers are shown in Fig.3 below.

Fig 4 Isolated User Identity Model

Fig 3 Correspondence between entities, identities and identifiers

This figure illustrates that an entity, such as a person or
an organization, may have multiple identities, and each
identity may consist of multiple characteristics that can
be unique or non-unique identifiers. An identity domain
is a domain where each identity must be unique. A oneto-one relationship between identities and identifiers is
only allowed in a name space domain of unique
identifiers. Not every identity characteristic can be used
as unique identifiers: for example, a date of birth does
not uniquely identify an individual person, because two
or more persons can have the same date of birth.

5. User Identity Management Models
This section takes a closer look at traditional Identity
management models and current practices. The three
traditional models are isolated user identity model,

This approach might provide simple identity
management for service providers, but it is
unmanageable for users. The explosive growth in the
number of online services based on this model results in
users being overloaded with identifiers and credentials
that they have to manage. Users are often required to
memorize many passwords (each one for a service).
There is a chance of forgetting passwords to infrequently
used services. Forgotten passwords, or simply the fear of
forgetting, create a significant barrier to usage, resulting
in many services not reaching their full potential. For
important confidential services, where password
recovery must be highly secure, forgotten passwords can
also significantly increase the cost for the service
providers.

5.2 Federated User Identity Model
Identity federation can be defined as the set of
agreements, standards and technologies that enable a
group of service providers to recognize user identifiers
and entitlements from other service providers within a
federated domain [4]. In a federated identity domain,
agreements are established between Service Providers so
that identities from different SP specific identity
domains are recognized across all domains. These
agreements include various policy and technology
standards.
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A mapping is established between the different
identifiers owned by the same client in different domains
that links the associated identities. This mapping results
in a single virtual identity domain, as illustrated in Fig.5.

Fig 5 Federated User Identity Model

When a user is authenticated to a single service provider
using one of their identifiers, they are considered to have
been identified and authenticated with all the other
service providers as well. This happens by passing
assertions between service providers.
The federation of isolated identifier domains gives the
client the illusion that there is a single identifier domain.
However, he does not necessarily need to know or
possess them all. A single identifier and credential is
sufficient for him to access all services in the federated
domain. This can therefore be used to provide a SingleSign-On (SSO) solution.

5.3 Centralized User Identity Model
In centralized user identity models, there exists a single
identifier and credentials provider that is used by all
service providers. Centralized identity models can be
implemented in a number of different ways such as the
common identifier model, the meta-identifier model, and
the single sign-on (SSO) model. The common user
identity model is depicted in the Fig.6 given below.

A relatively simple identity management model is to let
a separate entity or single authority act as an exclusive
user identifier and credentials provider for all service
providers. This architecture is called the common user
identity management model. Service providers can share
certain identity related data on a common, or meta, level.
This can be implemented by mapping all service
provider specific identifiers to a meta identifier. This
architecture is commonly called the meta user identity
management model. The model which allow a user
authenticated by one service provider, to be considered
authenticated by other service providers is called a
Single Sign-On (SSO) solution because the user then
only needs to authenticate himself (i.e. sign on) once to
access all the services.
The comparative study on the three traditional identity
management models (i.e.) isolated, centralized and
federated models are done with the attributes such as
Service provider, Cross domain access, Identity storage,
user control and Privacy protection in Table 1.
Table 1 Comparison of Identity Management Models

Model

Service
Provider
(SP)Type

Cross
Domai
n
Access

Identif
y
Storag
e

User
Contr
ol

Privacy
Protectio
n

Isolated

Single SP

No
Suppor
t

On SP

No
Contro
l

Very
Weak
Protectio
n

Centrali
sed

Multi SP

Limite
d
Suppor
t

On IdP

Few
Contro
l

Weak
Protectio
n

Federate
d

Multi SP

Full
Suppor
t

On
both
Sp and
IdP

Much
Contro
l

Strong
Protectio
n

The above table shows that among the three models,
Federated identity model is most advantageous but still
its security arises certain risks in the cloud environment.

6. Paradigms of Identity Management
Identity management includes three kinds of paradigms
which is described in this section as follows,
Network Centric Paradigm – It occurs in the early
development stage of Identity management technology.
In this paradigm, identity creation, management and
deletion have nothing to do with the access or
entitlements; the IdM system is established and operated
by a single entity for a fixed user. It’s not service-related
or user-related. The two important challenges here are
(1) Doesn’t support attributes extension and federation
(2) The semantics of the attributes haven’t been take into

Fig 6 Common User Identity Model
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consideration. The example for this paradigm is
Windows Domain.
Service Centric Paradigm – It composed of services
from different Service Providers across multiple
domains and acquires dynamic replacement of services.
The two important challenges are (1) It’s hard to achieve
composition of services from different Service Providers
and domains, these services may have quite different
access control mechanisms and trust levels. (2)
Delegations of user’s access rights from one service to
another are not easy and user’s behavior is hard to track
and control.
User Centric Paradigm - User is the main focus in this
paradigm. Control of identity shifts from SPs to users by
putting the users into the middle of transactions between
Identity Provider and SPs. Users can decide which
identities are needed to share with other trusted parties
and under certain circumstance.

combined with any traditional identity management
model discussed above, where Fig.7 represents an
example illustrating how it can be combined with the
isolated identifier domains. The user must authenticate
himself to the PAD, e.g. with a PIN, before the PAD can
be used for authentication purposes. Many different
authentication and access models can be imagined with a
PAD. In case the PAD has a keyboard and display, a
simple solution could let the PAD generate a dynamic
password that the user then can type into the login
screen of the service provider. A more advanced solution
could be to connect the PAD to the client platform
through a communication channel such as Bluetooth or
wireless LAN. This allows the PAD to be fully
integrated into the authentication process.
So far the three types of identity management paradigms
and its characteristics are presented. The comparative
study on them with the attributes such as distribution,
trusted domain and scalability is done and the result is
shown in the Table 2.

6.1 User Centric User Identity Management
Table 2 Comparison Identity Management Paradigms

An authentication solution must consider how the
identifiers and credentials are to be handled by the user.
If the usability is poor, then the authentication itself will
be very weak because users are unable to handle their
credentials adequately. In this regard, it is interesting to
notice that service providers usually have automated
systems to manage identities and authentication, but
users normally manage credentials manually.
From a user perspective, an increasing number of
identifiers and credentials rapidly become totally
unmanageable. Hence we require a user centric user
identity management which is illustrated in the
following Fig.7.

Paradigm

Distributed

Trusted
Domain

Scalability

Network
Centric

Centralized

Single

Small Scale

Service
Centric

Partly
Distributed

Multiple

Large Scale

User
Centric

Distributed

Multiple

Large Scale

From the above table we come to know that user centric
paradigm suits cloud environment well because of its
distributed, multiple trusted domain and large
scalability. Since the user information is stored in the
user’s storage the risk of identity theft is completely
eradicated. This shows user centric user identity
management is a better solution for cloud computing
security risk regarding safe user identity storage.

7. Proposed Work

Fig 7 User Centric identity model

The PAD is a personal authentication device for identity
management support; this architecture can be called
user-centric identity management [4]. It can be

This paper describes an emerging approach, called usercentric identity management that focuses on usability
and cost effectiveness from the user’s point of view.
Some of the identity models described above, especially
the federated model, have been motivated by the need to
simplify the user experience. In our view, a totally new
approach is needed for the betterment of users. It seems
natural to introduce automation of the identity
management at the user side. Expecting users to manage
an unavoidably growing number of passwords and
credentials by memorization or other primitive methods
is totally unrealistic.
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A solution, that seems quite obvious, is simply to use the
user-centric identity management model which is a new
dimension in the identity management. This new
approach can be framed by using an identity based
cryptography which improves the user experience and of
strengthening the mutual authentication between users
and service providers.

[3]
[4]

[5]

Hence our proposed work primarily focuses on
providing a new approach for user centric identity
management to enhance privacy in cloud computing
applications. This approach may be a better choice for
avoiding identity theft which makes cloud environment
as a better place for the users. One of the main
motivations for identity management in cloud computing
is to enable different services reuse user profile
information.
The cloud user may no longer have to enter a lot of data
for registration or wait a long time until the application
has learned his preferences and can provide properly
personalized services. Therefore, user centric identity
management may provide functions for creating, storing
and accessing digital identities (user profiles). Identity
management has to clearly treat the user providing
information as the owner of the profile and not the
services using the information.

[6]

[7]

[8]

[9]

8. Conclusion
An integrated security model targeting different levels of
security of data for a typical cloud infrastructure is under
research. We intend to develop a framework to enhance
privacy in cloud computing using user-centric identity
management. This framework would be providing
‘Security as a Service’ to the applications by providing
security as a single-tier or a multi-tier based on the
application’s requirement and addition to it, the tiers are
enabled to change dynamically making the security
system less predictable.
Though there are many practical concerns regarding to
dynamic security, our research is much concentrated to
derive a better approach which targets these concepts
and provide a practical solution for the cloud computing
security risks. The future direction of our research is to
strengthen cloud security by using identity based
cryptography in user centric identity management.
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