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Abstract- Cryptography is the study of mathematical 

techniques related to aspects of information security such as 

confidentiality, data integrity, entity authentication, and data 

origin authentication. Steganography is the science of 

embedding information into the cover image viz., text, video, 

and image  without causing statistically significant modification 

to the cover image. Combining these two techniques either way 

together result to new technique-Metamorphic Cryptography 

[14]. The data (text, audio, video, images) is transformed into 

cipher data using a key, concealed into another cover object 

(audio, video, images) using Steganography  converting it into a 

Stegno object,  and is finally sent to the receiver. Or the data 

(text, audio, video, images) is concealed into Cover Object  

resulting into Stegno Object, (Steganography)and further 

converting Stegno Object into Cipher Stegno Object (audio, 

video, images) using Cryptography, and is finally sent to the 

receiver.  This proposed both the technique thus achieves double 

layer security to data. 

 

Keywords - Metamorphic Cryptography, Cover object, Stegno 

object, Cipher Stegno Object, Cryptography, Steganography 

 

1. Introduction 
 

Due to the advancements in ubiquitous network 

environment and rapid developments in cloud computing 

has promoted the rapid delivery of digital multimedia data 

to the users. Multimedia data (images, videos, audios, etc.) 

are of importance for use more and more widely, in 

applications such as video-on-demand, video conferencing, 

broadcasting, etc. Now, it is closely related to many 

aspects of daily life, including education, commerce, 

defense, entertainment and politics. Hence the security 

and privacy of videos has become increasingly more 

important in today’s highly computerized and 

interconnected world. Digital media content must be 

protected in applications such as pay-per-view TV or 

confidential video conferencing, as well as in medical, 

industrial or military multimedia systems. With the rise of 

wireless portable devices, many users seek to protect the 

private multimedia messages that are exchanged over the 

wireless or wired networks. 

 

 

The art and science of keeping messages secure is 

cryptography, and it is practiced by cryptographers. 

Cryptanalysts are practitioners of cryptanalysis, the art 

and science of breaking cipher text; that is seeing through 

the disguise. The branch of mathematics encompassing 

both cryptography and cryptanalysis is cryptology and its 

practitioners are cryptologists. Modern cryptologists are 

generally trained in theoretical mathematics—they have 

to be. 

 
Fig. 1: The schematic of cryptographic operation 

 

 
 

Fig .2: The schematic of steganographic operation 

 

Steganography is the technique of hiding confidential 

information within any media. Steganlysis is process to 

detect of presence of steganography. The objective of 

steganography is to hide a secret message within a cover-

media in such a way that others cannot discern the 

presence of the hidden message. Technically in simple 

words “steganography means hiding one piece of data 

with another”. 
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The rest of the paper is organized as follows. Section 2 

describes the Literature review by the researchers, Section 

3 we will discuss on our proposed work, and finally we 

draw some conclusion in Section 4. 

 

2. Literature Review 
 

Dhawal Seth et al. [1] first propose the combination of 

Cryptography and Steganography to enhance the security 

of the data to be sent. The text data (plain text) is first 

encrypted produces Cipher Text.Futher Cipher text is then 

concealed with cover image, produces Stegno Image. This 

Stegno Image is finally sent to the receiver. Author used 

DES Symmetric Encryption Algorithm (Cryptography) 

and then LSB Algorithm (Steganogarphy). The proposed 

model  is as follows: 

 

 

 
 

Fig.1. Combining Cryptography and Steganography 

 

Shouchao Song et al. [2] proposed a new secure 

communication protocol that combines steganography and 

cryptography techniques .It is based on the LSB matching 

method and the well-developed Boolean functions in 

stream ciphers. The cover media employed focuses on 

grayscale images, and the Boolean function is used for 

encryption and controlling the pseudo-random increment 

or decrement of LSB. Unlike the existing methods of 

doing encrypting and hiding separately, this protocol is 

one-stop, accomplishing them all at once. Therefore, it 

needs less computation than the existing methods do 

while maintaining high secure quality. This is the first 

secure protocol of this kind. And this method not only is 

easy to be implemented, but also has almost optimal 

embedding ratio, what’s more, it is highly robust to resist 

regular steganalysis, such as RS analysis, GPC analysis, 

χ2 –analysis. In this paper, authors partially borrow the 

idea of LSB Matching and the usage of Boolean functions 

in stream cipher. Before presenting protocol, author 

recalls the basic concepts, denotation and properties of 

LSB Matching method and Boolean functions [3-6]. 

 

Khalil Challita et al. [7] introduce new insights and 

directions on how to improve existing methods of hiding 

secret messages, possibly by combining steganography 

and cryptography. Author proposed that both the sender 

and the recipient agree on a cover image to send a secret 

message. The protocol does not modify the cover image, 

rather it determines the bits of the secret message that 

match the ones in the cover image and stores their 

different locations (i.e. in the cover image) in a vector. 

This vector is then sent (possibly encrypted using classical 

cryptography) to the recipient. The proposed model is as 

follows: 

 

 
 

Fig.2. Combining Steganography and Crtyptography 

 

S.S. Divya et al. [8] proposed two novel approaches of 

LSBs of audio samples for data hiding. These methods 
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check the MSBs of the samples, and then number of LSBs 

for data hiding is decided. In this way, multiple and 

variable LSBs are used for embedding secret data. These 

proposed methods remarkably increase the capacity for 

data hiding as compared to standard LSB without causing 

any noticeable distortion to the data [15].Author used both  

LSB and MSB Algorithm (Steganography) and Public 

Key Cryptography (RSA Algorithm).Using MSB 

Algorithm the value of the MSB of the digitized samples 

of cover audio for data hiding. [16]. As compared to 

standard LSB coding method, these methods embedded 

data in multiple and variable LSBs depending on the 

MSBs of the cover audio samples. Here author checks 

only the MSB of the cover sample. There is a remarkable 

increase in capacity of cover audio for hiding additional 

data and without affecting the perceptual transparency of 

the Text. And provide the keys concept for secure data. 

The main advantage of this proposed method is they are 

simple in logic and the hidden information is recovered 

without any error. Thus it succeeds in attaining the basic 

requirement of data hiding. 

  

Vikas Tyagi et al. [9], this paper discussed a technique 

based on the LSB (least significant bit) and a encryption 

algorithm. Author proposed an idea that by matching data 

to an image, there is less chance of an attacker being able 

to use steganalysis to recover data. Before hiding the data 

in an image the application first encrypts it. The proposed 

model is as follows: 

 

 
 

Fig.3. Combining Cryptography and Steganography 

Gajendra Singh Chandel et al. [10] proposed a new 

encryption model by analyzing the principle of the 

encryption process based on cryptography and 

steganography. Moreover, the security and performance of 

the proposed model is also estimated. Author presented 

results based on combination of cryptography and 

Steganography approve the effectiveness of the proposed 

model, and the combination of cryptography and 

steganography shows advantages of large key space and 

high-level security. The cipher text generated by this 

method can be varying in size as the plaintext and will 

suitable for practical use in the secure transmission of 

confidential information over the Internet. The strength of 

the proposed model resides in the new concept of key 

image. Involving two values (the cover image and the key 

value) in place of only one (the cover) probably we will be 

able to change the cover coefficients randomly at the time 

of implementation of the proposed model. This 

opportunity does not give a steganalytic tool the chance of 

searching for a predictable set of modifications. The 

proposed approach has many applications in hiding and 

coding messages within standard medias, such as images 

or videos. The proposed model is as follows 

 
 

 
 

Figure 4: Block Diagram of Proposed Model 
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Abikoye Oluwakemi C et al. [11] in this paper, a data 

hiding system that is based on audio steganography and 

cryptography is proposed to secure data transfer between 

the source and destination. Audio medium is used for the 

steganography and a LSB (Least Significant Bit) 

algorithm is employed to encode the message inside the 

audio file. The proposed system was evaluated for 

effectiveness and the result shows that, the encryption and 

decryption methods used for developing the system make 

the security of the proposed system more efficient in 

securing data from unauthorized access. An audio 

medium was used for the steganography and the Least 

Significant Bit algorithm was employed to encode the 

message inside the audio file. This proposed system does 

not tamper with the original size of the file even after 

encoding and also suitable for any type of audio file 

format. The encryption and decryption techniques used 

with this system make its security more robust. The 

Proposed model is as follows: 

 
 

Fig.5. Combining Cryptography and Steganography 

 
Yohan Suryanto et al. [12] proposed Dual Key Triple 

Encryption Text Based Message Using Cryptography and 

Steganography is a modular encryption and decryption 

method for any type of file. It combines layer 1 and layer 

2 encryption techniques with standard encryption like 

AES as layer 3 encryption. Dual symmetric key is 

required to encrypt or decrypt file, so it can be used by 

two different persons to encrypt or decrypt certain file. 

Layer 1 and Layer 2 can use independently to achieve 

higher security level and fast encrypt or decrypt 

processing time. We propose character mapping and 

window addition for level 1 encryption. This technique 

has better processing time more than 21 times faster than 

fair character mapping. For layer 2 encryption, we 

propose scrambling transpose position and dummy file 

insertion as steganography technique. This method has 

higher efficiency ratio compare to LSB technique. We can 

achieve 50% efficiency compare to 12.5% in LSB 

technique. Combining both methods, we can achieve 

higher security level by maintaining faster processing 

time and reduce chipper text size. It can also be used 

together with AES to increase security level, yet still 

maintaining fast overall processing time and high 

efficiency ratio. 

 

 
Fig.6. Comparison of processing time for each encryption level. 

 

 
 

Fig.7. Comparison of layer 2 Steganography and LSB Method 
 

 
 

Fig.8. Comparison of processing time for each decryption level. 
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Using Dual Key Triple Encryption program, proposed 

layer 1 encryption can achieve much faster time than fair 

character mapping. This technique has better processing 

time more than 21 times faster than fair character 

mapping. In decryption process the same method can 

achieve about 20 times faster than fair character mapping. 

Proposed steganography technique in layer 2 encryption 

has higher efficiency compare to LSB method.. Author 

has achieve 50% efficiency compare to 12.5% in LSB 

technique. Combining both proposed methods, higher 

security level is achieve by maintaining faster processing 

time and reduce chipper text size. It can also be used 

together with AES to increase security level, yet still 

maintaining fast overall processing time and high 

efficiency ratio. Employ layer 1 and layer 2 encryption to 

AES encryption process, only take 25 % of total overall 

process. Mean while in decryption process only take less 

than 22% of the overall process. 

 

Dr.R.Sridevi et al. [13], proposes a method, which 

combines the techniques of Steganography and 

cryptography, to hide the secret data in an image. In the 

first phase, the sender will embed the secret data in an 

image by using the Least Significant Bit (LSB) technique. 

The embedded image will be encrypted by using an 

encryption algorithm. At final, the encrypted image will 

be decrypted and the hidden data will be retrieved by 

supplying the valid secret key by the receiver. The process 

includes the phases of Data embedding, Image Encryption 

and recovery of both original image and secret data from 

the encrypted image. In the proposed method, before the 

hiding process, the sender must select the image of size 

512*512 and select the secret message as well as secret 

key. Secret data hidden into the cover image using the 

LSB embedding technique. Stego-image which contains 

the hidden secret data is encrypted using the AES 

(Advanced Encryption Standard) encryption algorithm. 

Then the sender may send the encrypted image to the 

receiver. Receiver applies the decryption algorithm to get 

the original image and supply the same secret key to 

retrieve the secret message. In this paper, a specific 

secret-key image based data hiding model has been 

proposed which uses an image as the cover object and 

secret information is embedded into the cover image to 

form the stego image. Stego image is encrypted in the 

next step. From the encrypted image recovery of the 

original image and extraction of the secret data operations 

are performed. In this paper, author proposed the 

combination of Image Steganography and cryptography 

has been achieved by using the LSB technique and AES 

algorithm. LSB technique is used to hide the secret data 

into an image and AES (Advanced Encryption standard) 

is used to encrypt the stego image. From the encrypted 

image, recovery of the original image and extraction of 

the hidden data operations are performed. The proposed 

model is as follows: 
 

 
 

Fig.9. Process of Image Steganography with Cryptography 
 
 

Thomas Leontin Philjon et al. [16] the method used in 

this paper is matrix multiplication using a color key along 

with angular encryption during the encryption process. 

The ASCII value of each character of the message is taken 

into account to perform manipulations to produce the 

cipher image. The cipher image is then concealed using a 

cover image using steganographic technique and is 

converted into an intermediate text. This intermediate text 

is once again encrypted using the encryption technique as 

proposed above to obtain another image which is the final 

image. This image is sent to the receiver through the 

network. The receiver obtains the image, decrypts it to 

obtain the intermediate text and analyses this text with the 

cover image to reconstruct the cipher image. This cipher 

image is once again decrypted to obtain the original 

message. Proposed idea is as follows: 
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Fig.10.Block Diagram of Encryption 
 

 
 

Fig.11.Block Diagram of Steganography 

 

 
 

Fig.12.Block Diagram of Decryption 
 

 
 

Fig.13.Block Diagram of Retrieval of Cipher Image 
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3. Proposed Work 
 

Our work mainly focuses on providing double layer 

security for the Video using Metamorphic Cryptography. 

Each frame of the video is first Encrypted using 

Symmetric Key; each frame of the encrypted video is 

further concealed with cover image resulting into Stegno 

image. In such a way all frames of encrypted video is 

steganograph. Finally the set of all Stegno images (Stegno 

Encrypted Video) is sent to the receiver. Our proposed 

Metamorphic Cryptography model is as follows:  

 

 
Fig. 14.  Block Diagram of Metamorphic Cryptography for Videos 

 
 

4. Conclusions 
 

Combining Cryptography and Steganography is 

interesting field and growing rapidly for information 

hiding in the area of information security.lt has a vital 

role in defence as well as civil applications. Cryptography 

can be used along with Steganography to make a highly 

secure data high in the interest of the military. However, 

Steganography has its place in security. Though it cannot 

replace cryptography totally, it is intended to supplement 

it. Video files have not been combined with Cryptography 

and Steganogarphy yet; hence we are focus on Video files 

using Metamorphic Cryptography so that to provide full 

proof Security for the videos that can be transmitted over 

the network securely.  
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