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Abstract - This proposed system provides secure cloud storage 

system supporting privacy-preserving public auditing. In which 

the Data owner uploads the data in the Cloud Server and they are 
allowed to modify the data using the Private Key. The Cloud 
Sever Stores the data and split those data into the batches using 
Merkel Hash Tree Algorithm. The TPA will audit the data files 
that are requested by the Data Owner. The TPA will also audit 
the multiple files also.  In the modification process, we are 
implementing the load balancing mechanism to process user 
requested Job and also implementing the Multi Owner 
authentication mechanism to authenticate the User. 

 

Keywords - Merkel Hash Tree Algorithm, Trusted Party 

Auditor (TPA), Load Balancing, Multi Owner Authentication. 

 

1. Introduction 
 

Cloud computing is recognized as an alternative to 

traditional information technology due to its intrinsic 
resource-sharing and low-maintenance characteristics. In 

cloud computing, the cloud service providers (CSPs), such 

as Amazon, are able to deliver various services to cloud 

users with the help of powerful datacenters. By migrating 

the local data management systems into cloud servers, 

users can enjoy high-quality services and save significant 

investments on their local infrastructures. One of the most 

fundamental services offered by cloud providers is data 

storage. Let us consider a practical data application. A 

company allows its staffs in the same group or department 

to store and share files in the cloud. By utilizing the cloud, 

the staffs can be completely released from the troublesome 
local data storage and maintenance.  

 

However, it also poses a significant risk to the 

confidentiality of those stored files. Specifically, the cloud  

 

 

 

 

 

 

 
servers managed by cloud providers are not fully trusted 

by users while the data files stored in the cloud may be 

sensitive and confidential, such as business plans. To 

preserve data privacy, a basic solution is to encrypt data 

files, and then upload the encrypted data into the cloud.  

Unfortunately, designing an efficient and secure data 

sharing scheme for groups in the cloud is not an easy task 

due to the following challenging issues. 

 

1.1. Cloud Computing 
 

Cloud computing is poised to revolutionize computing as a 

service. With the ability to provide on-demand computing 

resources dynamically, companies can fundamentally 

change their information technology strategy. As with any 

new technology, this new way of doing business brings 

with it new challenges, especially when considering the 
security and privacy of the information stored and 

processed within the cloud. Cloud computing utilizes 

massively scalable computing resources delivered as a 

service using Internet technologies. Cloud computing 

allows these computational resources to be shared among a 

vast number of consumers to allow for a lower cost of 

ownership of information technology. Cloud Computing 

Cloud computing takes the technology, services, and 

applications that are similar to those on the Internet and 
turns them into a self-service utility.  

 

The use of the word “cloud” makes reference to the two 

essential concepts: Abstraction: Cloud computing 

abstracts the details of system implementation from users 

and developers. Applications run on physical systems that 

aren't specified, data is stored in locations that are 

unknown, administration of systems is outsourced to 

others, and access by users is ubiquitous. Virtualization: 

Cloud computing virtualizes systems by pooling and 

sharing resources. Systems and storage can be provisioned 
as needed from a centralized infrastructure, costs are 

assessed on a metered basis, multi-tenancy is enabled, and 

resources are scalable with agility. 



IJCSN  International Journal of Computer Science and Network, Volume 3, Issue 2, April 2014           
ISSN    (Online) : 2277-5420       www.IJCSN.org 
Impact Factor: 0.274 

55 

 

 

1.2. Cloud Service 
 

Cloud Computing is an effective information sharing 

technology due to its nature. Many cloud service providers 

are also available in real time. The cloud service providers 

are providing various services like 1. SAAS (Software as a 

service), 2. IAAS (Infrastructure as a Service), 3. PAAS 

(Platform as a Service). Due to the nature of resource 

sharing in cloud, the cloud service providers are providing 

these services on rental basis. So that CSPs’ are able to 

develop their business. Cloud is the vast developing 

technology, and its major challenge is the cloud security. 

In particularly IAAS requires high level of security 
because of data leakage and hacking. So implementing 

data integrity for the data stored in the cloud servers takes 

place here. The system assures data safety which is 

verified by the third party auditor (TPA).  

 
 

Fig. 1 Cloud Computing Scenario 

 

Nowadays in cloud computing, only single owner 

verification is implemented. If the data owner’s sensitive 

information’s were hacked by the attacker then they can 

perform malicious activities in the cloud environment. So 
implementing multi owner authentication to grant the user 

permission to access the data is done.  Data is spitted into 

smaller parts and hashed using Merkle Hash Algorithm. 

Top hash code which is generated and provided to TPA for 

the data integrity verification. Load balancing is again 

major threat for data download. Calculating CPU load 

through current work load and performance of the machine 

for effective data download. 

 

1.2. The Basic Schemes  
 
In the existing system, Mutli owner authentication system 

for the data stored in the cloud environment is 

implemented. Even in the real-time there is only single 

user authentication is implemented so far. We have 

considered this paper as existing paper, which specifies 

about multi owner authentication, which means cloud 

service provider generates the individual keys for the 

corresponding data owners. Upon verification of those 

keys data owner allows the data access by the data user. 

The data will be encrypted and stored in the database of 
the cloud servers. If the users are accessing the data 

beyond the privileges, the information will be passed to 

data owner and network manager. So, this takes an 

appropriate action on the misbehaved users.  
 

Draw Backs: But the proposed technique regarding the 

security process contains some drawback issues. Data 

auditing and user request processing wasn’t explained. To 

overcome these drawbacks no further 

process/implementation was taken.  

 

2. Literature Survey 
 

Cloud computing is an emerging computing paradigm [1] 
in which resources of the computing infrastructure are 

provided as services over the Internet. As promising as it 

is, this paradigm also brings many new challenges for data 

security and access control when users out source sensitive 

data for sharing on cloud servers, which are not within the 

same trusted domain as data owners.  

 

To keep sensitive user data confidential against untrusted 

servers, existing solutions usually apply cryptographic 

methods by disclosing data decryption keys only to 

authorized users. However, in doing so, these solutions 
inevitably introduce a heavy computation overhead on the 

data owner for key distribution and data management 

when fine grained data access control is desired, and thus 

do not scale well. The problem of simultaneously 

achieving fine-grandness, scalability, and data 

confidentiality of access control actually still remains 

unresolved.  

 

This paper addresses this challenging open issue by, on 

one hand, defining and enforcing access policies based on 

data attributes, and on the other hand, allowing the data 

owner to delegate most of the computation tasks involved 
in fine grained data access control to untrusted cloud 

servers without disclosing the underlying data contents.  

We achieve this goal by exploiting and uniquely 

combining techniques of attribute-based on encryption 

(ABE), proxy re-encryption, and lazy re-encryption. Our 

proposed scheme also has such properties of user access 

privilege confidentiality and user secret key 

accountability. 

 

Secure provenance [2] that records ownership and process 

history of data objects is vital to the success of data 
forensics in cloud computing, yet it is still a challenging 
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issue today. To tackle this unexplored area in cloud 

computing, a new secure provenance scheme based on the 

bilinear pairing techniques takes place. As the essential 

bread and butter of data forensics and post investigation in 

cloud computing, the proposed scheme is characterized by 

providing the information confidentiality on sensitive 
documents stored in cloud, anonymous authentication on 

user access, and provenance tracking on disputed 

documents. With the provable security techniques, 

demonstrate the proposed scheme which is secure in the 

standard model. 

 

In this work present a new methodology [3] for realizing 

Cipher text-Policy Attribute Encryption (CP- ABE) under 

concrete and non-interactive cryptographic assumptions in 

the standard model. Our solution allows any encryptor to 

specify access control in terms of any access formula over 

the attributes in the system.  In our most efficient system, 
cipher text size, encryption, and decryption time scales 

linearly with the complexity of the access formula. The 

only previous work to achieve these parameters was 

limited to a proof in the generic group model.  

 

It presents three constructions within this framework. This 

system is proven selectively secure under a assumption 

that we call the decisional Parallel Bilinear Diffie-Hellman 

Exponent (PBDHE) assumption which can be viewed as a 

generalization of the BDHE assumption. Our next two 

constructions provide performance tradeoffs to achieve 
provable security respectively under the (weaker) 

decisional Bilinear-Diffie-Hellman Exponent and 

decisional Bilinear Diffie- Hellman assumptions. 

 

Plutus is a cryptographic [4] storage system that enables 

secure file sharing without placing much trust on the file 

servers. In particular, it makes novel use of cryptographic 

primitives to protect and share files. Plutus features a high 

scalable key management while allowing individual users 

to retain direct control over who gets access to their files. 

Mechanisms in Plutus is used to reduce the number of 

cryptographic keys exchanged between users by using file 
groups, distinguish file read and write access, handle user 

revocation efficiently, and allow an untrusted server to 

authorize file writes. Thus building a prototype of Plutus 

on OpenAFS is necessary. 

 

This describes the problem of building a secure cloud 

storage [5] service on top of a public cloud infrastructure 

where the service provider is not completely trusted by the 

customer.  We describe, at a high level, several 

architectures that combine recent and non-standard 

cryptographic primitives in order to achieve our goal. We 
survey the benefits such as architecture which would 

provide to both customers and service providers and give 

an overview of recent advances in cryptography motivated 

specifically by cloud storage. 

 

It present a Hierarchical Identity Based Encryption (HIBE) 

system [6]  where the cipher text consists of just three 

group elements and decryption requires only two bilinear 
map computations, regardless of the hierarchy depth. 

Encryption is as efficient as in other HIBE systems. We 

prove that the scheme is selective-ID secure in the 

standard model and fully secure in the random oracle 

model. Our system has a number of applications: it gives 

very efficient forward secure public key and identity based 

cryptosystems (with short cipher texts), it converts the 

NNL broadcast encryption system into an efficient public 

key broadcast system, and it provides an efficient 

mechanism for encrypting to the future.  The system also 

supports limited delegation where users can be given 

restricted private keys that only allow delegation to 
bounded depth. 

 

In the existing system, multi owner authentication system 

for the data stored in the cloud environment is 

implemented. Even in the real-time there is only single 

user authentication is implemented so far. We have 

considered this paper as existing paper, which specifies 

about multi owner authentication, which means cloud 

service provider generates the individual keys for the 

corresponding data owners.  Upon verification of those 

keys data owner allows the data access by the data user. 
The data will be encrypted and stored in the database of 

the cloud servers. If the users are accessing the data 

beyond the privileges, the information will be passed to 

data owner and network manager. So, it takes an 

appropriate action on the misbehaved users.  

 

3. The Proposed Schemes 
 

In the proposed system implementation of multi owner 

authentication, data integrity, and loading balancing 

mechanism takes place in the Cloud Environment. The 

proposed work is multi owner authentication towards data 

integrity verification by TPA using merkle hash algorithm 

and the CPU load on the performance of the System.  

 

3.1. Modification 
 

Secure multi owner authentication technique is 

implemented by which we can secure the data stored in the 

cloud server’s database. First data will be uploaded by the 

data owner in the cloud server in the encrypted format. 
Also if the user wants to view/download the data, they 

have to provide the public key.  The data owners will 

check the public key entered by the user. If valid, then the 

decryption key will be provided to the user to encrypt the 

data. Implementing the load balancing concept to process 

the user requested job can also be performed. First the user 
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request will be past to the cloud server and then to the 

queues in the cloud server. Then the job will be given to 

the virtual machines presented in the respective queues.  

 

Advantages: By providing the public and private key 

components the user is only allowed to access the data. By 
allowing the trusted party auditor to audit the data will 

increase the trustworthiness between the user and cloud 

service providers. Using Merkle Hash tree algorithm the 

data will be audited via multiple level of batch auditing 

process. As business point of view, the company’s 

customers will be increased due to the security and 

auditing process.  

 

3.2. System Implementation 

 

The proposed system has the following components, such 

as: Data owner/ User: In this module we are going to 

create an user application by which the data owner or user 

is allowed to access the application from the server of the 

cloud service provider.   

 

Data Owner: First the data owner will register into server 

of the cloud service provider. Once registered the public 

and private key will be generated send to the data owner. 

Once the data owner registered into the cloud server, they 

are allowed to upload the data into the cloud server. The 
data will be encrypted and uploaded into the cloud server. 

User: Here first the user creates an account and then only 

they are allowed to access the network. Once the user 

creates an account, they are to login into their account and 

request the Job from the cloud service provider. Based on 

the user’s request, the cloud service provider will process 

the user requested job and respond to them. All the user 

details will be stored in the database of the cloud service 

provider. Hence design of the user interface frame to 

communicate with the cloud server through network 

coding using the programming languages like Java/ .Net 
takes place. By sending the request to cloud server 

provider, the user can access the requested data if they 

authenticated by the cloud service provider.  

 

Cloud Service Provider: Cloud service provider will 

contain the large amount of data in their data storage. Also 

the cloud service provider will maintain the all the 

user/data owner information to authenticate when they 

want to login into their account. The user /data owner 

information will be stored in the database of the cloud 

service provider. Also the cloud server will redirect the 

user requested job to the any of the queue to process the 
user requested job. The request of all the users will process 

by the virtual machines in the queue. To communicate 

with the client and with the other modules of the cloud 

network, the cloud server will establish connection 

between them. For this purpose we are going to create a 

user interface frame. Also the cloud service provider will 

send the user job request to the queues in first in first out 

(FIFO) manner.  

 

Trusted Party Auditor: Trusted Party Auditor will audit 

the data that are uploaded by the data owner based on their 
(Data Owner’s) request, so that the data will be audited by 

the data owner. To audit the user requested data the trusted 

party auditor have to be registered with the cloud server, 

so that they are allowed to audit the data.  

 

Merkle Hash Tree Algorithm: Once the data owner send 

the request to audit the data the will be audited by the 

trusted party auditor using merkle hash tree algorithm. The 

data will audited by dividing the data into multiple parts. 

After each time Period, the auditing information will be 

updated by the trusted party auditor. So that security can 

be ensured. If there is any change while auditing the data, 
the TPA will address the same to the data owner.  

 

User Authentication: When the user is allowed to access 

the information from the cloud server they are requested to 

provide the verification information along with the public 

key. The key will be verified by the multiple owners of the 

data. Once verified they are allowed to request the job to 

be processed by the cloud service provider.  

 

Job Processing Using Load Balancing Scheme: Once 

the user sends a request to process the job, the cloud 
service provider will pass the request to the any of the 

queue in the cloud server. Each queue consists of ‘n’ 

number of virtual machines. So that the user requested job 

will be assigned to the available virtual machine which 

contains minimum load and the concerned virtual machine 

will process the user requested job. 

 

3.3 Architecture Diagram 

 
In the case of Multi Owner Authentication Cloud Server 

will create the public and private key components for 

User. If the User wants to view/ download the data from 

the Cloud Server, They have to enter their Authentication 

information along with the Public/ Private Key. The 

Authentication Keys are spitted into 3 Parts and those keys 

are verified by different Data Owner for Authentication. 

Only if these keys are matched User is allowed to access 

the data.  
 

Data Integrity is proposed using Merkle Hash Tree 

Algorithm.  Data is Encrypted using AES Algorithm and 

only then the Encrypted Data is stored in the Cloud Server. 

After uploaded, the Data is spitted into 8 multiple like E1, 

E2, E3, E4 … E8. All these Blocks are hashed using 

Merkle Hash Tree Algorithm to form H1, H2 … H8. Once 

Hashed, H1 and H2 is coupled to form H12, and repeated 
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in the same to form H34, H56 and H78. Same way H12 

and H34 is coupled to form H1234 and H56 and H78 is 

coupled to form H5678. Both H1234 and H5678 is 

coupled to form H12345678. This Value is called as Top 

Hash Code.  

 

 
 

Fig. 2 Proposed System Architecture 

 

 

Top Hash Code is given to TPA for Verifying the integrity 

of the Data.  TPA will verify the Data on random basis by 

getting the corresponding Encrypted part like E1. TPA 

will Hash the E1 to land up with H1. TPA will send 

request to Cloud Server to provide H2. TPA will combine 

and form H12 and send request for H34. TPA will form 

H1234.  

 
Finally TPA will request for H5678 and combines to 

H12345678 which is the Top Hash Code. This value is 

verified with the Top Hash Code which was provided by 

the Data Owner. By this way Data Integrity is achieved. If 

any unauthorized change in the Data then automatic E 

mail Alert is passed to the Data Owner. If a user seeks a 

request to download a Data from the Cloud Server, Cloud 

Server forwards the request to the different Data Owners 

and after successful Verification from the corresponding 

Data Owners Cloud server forwards the Data through Low 

loaded Server. Load is measured by calculating the CPU 

Load of the Server. Less loaded server is selected for 
effective data transfer. 

 

4. Conclusion 

 
Hence implementing the security access and effective job 

processing in cloud environment will increase the business 

aspects of cloud environment. The overall performance 

will be more effective for the cloud service provider than 

the existing approaches. 
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