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Abstract - Cloud computing is internet based computing which 

enables sharing of services. Many users place their data in the 
cloud. However, the fact that users no longer have physical 
possession of the possibly large size of outsourced data makes 
the data integrity protection in cloud computing a very 
challenging and potentially formidable task, especially for users 
with constrained computing resources and capabilities. So 
correctness of data and security is a prime concern. This article 
studies the problem of ensuring the integrity and security of data 

storage in Cloud Computing. Security in cloud is achieved by 
signing the data block before sending to the cloud. Thus, 
enabling public auditability for cloud storage is of critical 
importance so that users can resort to a third-party auditor (TPA) 
to check the integrity of outsourced data and be worry free. To 
securely introduce an effective TPA, the auditing process should 
bring in no new vulnerabilities towards user data privacy, and 
introduce no additional online burden to user. In this paper, we 

propose a secure cloud storage system supporting privacy-
preserving public auditing. We further extend our result to enable 
the TPA to perform audits for multiple users simultaneously and 
efficiently. Extensive security and performance analysis show the 
proposed schemes are provably secure and highly efficient.  
 

Keywords - Cloud computing, privacy-preserving, public 

auditing, third-party auditor. 
 

1. Introduction 

 

CLOUD computing has been envisioned as the next 

generation information technology (IT) architecture for 
enterprises, due to its long list of unprecedented 

advantages in the IT history: on-demand self-service, 

ubiquitous network access, location independent resource 

pooling, rapid resource elasticity, usage-based pricing and 

transference of risk. As a disruptive technology with 

profound implications, cloud computing is transforming 

the very nature of how businesses use information 

technology [2]. One fundamental aspect of this paradigm 

shifting is that data are being centralized or outsourced to 

the cloud. From users’ perspective, including both 

individuals and IT enterprises, storing data remotely to the 
cloud in a flexible on-demand manner brings appealing 

benefits: relief of the burden for storage management, 

While cloud computing makes these advantages more 

appealing than ever, it also brings new and challenging 

security threats toward users’ outsourced data. Since cloud 
service providers (CSP) are separate administrative 

entities, data outsourcing is actually relinquishing user’s 

ultimate control over the fate of their data. As a result, the 

correctness of the data in the cloud is being put at risk due 

to the following reasons. First of all, although the 

infrastructures under the cloud are much more powerful 

and reliable than personal computing devices, they are still 

facing the broad range of both internal and external threats 

for data integrity. Examples of outages and security 

breaches of noteworthy cloud services appear from time to 

time. Second, there do exist various motivations for CSP 
to behave unfaithfully toward the cloud users regarding 

their outsourced data status. For examples, CSP might 

reclaim storage for monetary reasons by discarding data 

that have not been or are rarely accessed, or even hide data 

loss incidents to maintain a reputation. In short, although 

outsourcing data to the cloud is economically attractive for 

long-term large-scale storage, it does not immediately 

offer any guarantee on data integrity and availability.  

 

To address these problems, our work utilizes the technique 

of public key-based homomorphism linear authenticator 

(HLA) [6]which enables TPA to perform the auditing 
without demanding the local copy of data and thus 

drastically reduces the communication and computation 

overhead as compared to the straightforward data auditing 

approaches. By integrating the HLA with random 

masking, our protocol guarantees that the TPA could not 

learn any knowledge about the data content stored in the 

cloud server (CS) during the efficient auditing process. 

The aggregation and algebraic properties of the 

authenticator further benefit our design for the batch 

auditing. 

 
In this paper we deal with the problem of implementing a 

protocol for obtaining a proof of data possession in the 

cloud sometimes referred to as Proof of retrievability 

(POR).This problem tries to obtain and verify a proof that 
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the data that is stored by a user at a remote data storage in 

the cloud (called cloud storage archives or simply 

archives) is not modified by the archive and thereby the 

integrity of the data is assured. Such verification systems 

prevent the cloud storage archives from misrepresenting or 

modifying the data stored at it without the consent of the 
data owner by using frequent checks on the storage 

archives. Such checks must allow the data owner to 

efficiently, frequently, quickly and securely verify that the 

cloud archive is not cheating the owner. Cheating, in this 

context, means that the storage archive might delete some 

of the data or may modify some of the data. To fully 

ensure the data integrity and save the cloud users’ 

computation resources as well as online burden, it is of 

critical importance to enable public auditing service for 

cloud data storage, so that users may resort to an 

independent third party auditor (TPA) to audit the 

outsourced data when needed. The TPA, who has expertise 
and capabilities that users do not, can periodically check 

the integrity of all the data stored in the cloud on behalf of 

the users, which provides a much more easier and 

affordable way for the users to ensure their storage 

correctness in the cloud. Moreover, in addition to help 

users to evaluate the risk of their subscribed cloud data 

services, the audit result from TPA would also be 

beneficial for the cloud service providers to improve their 

cloud based service platform, and even serve for 

independent arbitration purposes. In a word, enabling 

public auditing services will play an important role for this 
nascent cloud economy to become fully established; where 

users will need ways to assess risk and gain trust in the 

cloud.Specifically, the contribution can be summarizedas 

the following three aspects: 

 

1. Motivating the public auditing system of datastorage 

security in cloud computing and provide a privacy-

preserving auditing protocol. Our scheme enables an 

external auditor to audit user’s cloud data without learning 

the data content. 

 

2. To the best of knowledge, our scheme is the first to 
support scalable and efficient privacy-preserving public 

storage auditing in cloud. Specifically, our scheme 

achieves batch auditing where multiple delegated auditing 

tasks from different users can be performed 

simultaneously by the TPA in a privacy-preserving 

manner.  

3. Proving the security and justify the performance of our 

proposed schemes through concrete experiments and 

comparisons with the state of the art. 

 

2. Existing System 

 
Cloud storage moves the user’s data to large data centers, 

which are remotely located, on which user does not have 

any control. However, this unique feature of the cloud 

poses many new security challenges which need to be 

clearly understood and resolved. One of the important 

concerns that need to be addressed is to assure the 

customer of the integrity i.e. correctness of his data in the 

cloud. One of the biggest concerns with cloud data storage 
is that of data integrity verification at un-trusted 

servers.Since cloud service providers (CSP) are separate 

administrative entities, data outsourcing is actually 

relinquishing user’s ultimate control over the fate of their 

data. As a result, the correctness of the data in the cloud is 

being put at risk due to the following reasons.  

 

First of all, although the infrastructures under the cloud are 

much more powerful and reliable than personal computing 

devices, they are still facing the broad range of both 

internal and external threats for data integrity.The first one 

is a MAC-based solution [4]which suffers from undesirable 
systematic demerits—bounded usage and stateful verification, 

which may pose additional online burden to users, in a public 
auditing setting. This also shows that the auditing problem is 

still not easy to solve even if we have introduced a TPA. The 
second one is a system based on homomorphic linear 

authenticators, which covers many recent proof of storage 
systems. We will pinpoint the reason why all existing HLA-

based systems are not privacy preserving. 
 

The drawback of existing method is although outsourcing 

data to the cloud is economically attractive for long-term 

large-scale storage, it does not immediately offer any 

guarantee on data integrity and availability. 

 

3. Proposed System 
 

To fully ensure the data integrity and save the cloud users’ 

computation resources as well as online burden, it is of 
critical importance to enable public auditing service for 

cloud data storage, so that users may resort to an 

independent third party auditor (TPA) to audit the 

outsourced data when needed. The 

TPA, who has expertise and capabilities that users do not, 

can periodically check the integrity of all the data stored in 

the cloud on behalf of the users, which provides a much 

easier and affordable way forthe users to ensure their 

storage correctness in the cloud.Privacy-preserving to 

ensure that the TPA cannot derive users data content from 

the information collected during the auditing process.  
 

Here we provide a scheme which checks data integrity in 

the cloud which the customer can employ to check the 

correctness of his data in the cloud. This can be agreed 

upon by both the cloud and the customer and can be 

incorporated in the Service level agreement (SLA). It is 

important to note that our proof of data integrity protocol 

just checks the integrity of data i.e. if the data has been 
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illegally modified or deleted.The advantages of proposed 

system are: 

 
Public auditability:to allow TPA to verify the correctness 

of the cloud data on demand without retrieving a copy of the 
whole data or introducing additional online burden to the 

cloud users. 

Storage correctness:to ensure that there exists no cheating 

cloud server that can pass the TPA’s audit without indeed 

storing users’ data intact. 

Privacy preserving:to ensure that the TPA cannot derive 

users’ data content from the information collected during the 

auditing process. 

Batch auditing:to enable TPA with secure and efficient 

auditing capability to cope with multiple auditing delegations 

from possibly large number of different users simultaneously. 
Lightweight: to allow TPA to perform auditing with 

minimum communication and computation overhead. 

 

A representative architecture for cloud data storage is 

illustrated in Figure: 1, three different network entities can 

be identified as follows:  

Client: an entity, which has large data files to be stored in 

the cloud and relies on the cloud for data maintenance and 

computation, can be either individual consumers or 
organizations.  

Cloud Storage Server (CSS): an entity, which is managed 

by Cloud Service Provider (CSP), has significant storage 

space and computation resource to maintain the clients’ 

data. 

Third Party Auditor (TPA): an entity, which has expertise 

and capabilities that clients do not have, is trusted to assess 

and expose risk of cloud storage services on behalf of the 

clients upon request. 

 

 
Figure: 1 System Architecture 

 

A public auditing scheme consists of four  

algorithms 

KeyGen: key generation algorithm that is run by the 

user to setup the scheme.  

SigGen:used by the user to generate verification 

metadata, this may consist of MAC signatures or other 

information used for auditing. 

GenProof:run by the cloud server to generate a proof of 

data storage correctness. 

VerifyProof:run by the TPA to audit the proof from the 

cloud server. 

 

There are three modules in public auditing privacy 

preservation of cloud storage. They are privacy preserving 

public auditing module, batch auditing module and 

dynamic data module. 

 

A. Privacy-Preserving Public Auditing Module 

 
Homomorphic authenticators are unforgeable verification 

metadata generated from individual data blocks, which can 

be securely aggregated in such a way to assure an auditor 

that a linear combination of data blocks is correctly 

computed by verifying only the aggregated authenticator. 
Overview to achieve privacy-preserving public auditing 

[7], we propose to uniquely integrate the homomorphic 

authenticator with random mask technique. In our 

protocol, the linear combination of sampled blocks in the 

server’s response is masked with randomness generated by 

a pseudo random function (PRF). The proposed scheme is 

as follows: Setup phase and Audit phase. Setup Phase: The 

user initializes the public and secretparameters of the 

system by executing KeyGen, and pre-processes the data 

file F by using SigGen to generate the verification 

metadata. The user then store the data file F and the 
verification metadata at the cloud server, and deletes its 

local copy. As part of pre-processing, the user may alter 

the data file F by expanding it or including additional 

metadata to be stored at server. 

 

Audit Phase: The TPA issues an audit message 

orchallenge to the cloud server to make sure that the cloud 

server has retained the data file F properly at the time of 

the audit. The cloud server will derive a response message 

by executing GenProof using F and its verification 

metadata as inputs. The TPA then verifies the response via 

VerifyProof. 

 

B. Batch Auditing Module 
 

With the establishment of privacy-preserving public 

auditing in Cloud Computing, TPA may concurrently 

handle multiple auditing delegations upon different users’ 

requests. The individual auditing of these tasks for TPA 
can be tedious and very inefficient. Batch auditing not 

only allows TPA to perform the multiple auditing tasks 

simultaneously, but also greatly reduces the computation 

cost on the TPA side 

 

 

. 
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C. Data Dynamics Module 
 

Supporting data dynamics for privacy-preserving public 

risk auditing is also of paramount importance. Now we 
show how our main scheme can be adapted to build upon 

the existing work to support data dynamics, including 

block level operations of modification, deletion and 

insertion. We can adopt this technique in our design to 

achieve privacy-preserving public risk auditing with 

support of data dynamics. 

 
Figure: 2 privacy preserving public auditing 

 

4. Conclusion 
 

Here we have presented a data model for secure integrity 

verification scheme and with data update protocol that 

dynamic data modification by introducing effective third 

Party auditor. Here we addressed two issues mainly data 

correctness and Public auditability which plays very 

important role in cloud computing features. Public 

auditability is to allow TPA to verify the correctness of the 

cloud data on demand without retrieving a copy of the 
whole data or introducing additional online burden to the 

cloud users. Storage correctness to ensure that there exists 

no cheating cloud server that can pass the TPA’s audit 

without indeed storing users’ data intact. Privacy-

preserving to ensure that the TPA cannot derive users data 

content from the information collected during the auditing 

process.  

 

Here we provide a scheme which checks data integrity in 

the cloud which the customer can employ to check the 

correctness of his data in the cloud. This can be agreed 

upon by both the cloud and the customer and can be 

incorporated in the Service level agreement (SLA). It is 

important to note that our proof of data integrity protocol 

just checks the integrity of data i.e. if the data has been 

illegally modified or deleted. 
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