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Abstract - Cloud computing is a new paradigm to deliver 

services over the Internet. Data Security is the most critical issues 
in a cloud computing environment. Authentication is a key 
mechanism for information security that establish proof of 

identities to get access of information in the system. 
Authorization is an important identity service to avoid 
unauthorized access to cloud resources. According to various 
researches, access control and user authentication are the most 
important security concerns and challenging issues in cloud-
based environments. In this context, in order to prevent the 
unauthorized access of the distributed system components, 
authentication and authorization functions are to be enforced 

effectively. In this paper, we make an analysis of various 
mechanisms for access control in cloud environment and 
identified various issues during authentication and authorization 
process. 
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1. Introduction  
 
Cloud computing, as a new paradigm of information 

technology, has been developed very quickly in recent 

years. The vast spread of Internet resources on the web 

and fast growth of service providers enabled cloud 

computing systems to become a large scaled IT service 

model for distributed network environments. Cloud 

computing is built on top of already existing Internet 

technologies and is delivered as a self-service utility. 

Three service models are: Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS), and Software as a 

Service (SaaS). The main characteristics of a cloud 
environment are abstraction and virtualization which make 

the technology to be perceived and applied completely in a 

different manner compared with existing traditional 

distributed systems. Cloud environment abstracts the 

implementation details of services and system from users 

and developers. 

 
Both cloud service providers and customers are concerned 

about security issues associated with the cloud 
environment. Although different cloud domains have 

different security and policy characteristics corresponding 

to specific functionality and usage of the system, the 

important aspects of secure service provisioning are 

generic among them. All the potential security issues 

associated with Identity Management, Confidentiality, 

Authentication, Access Control, Authorization, None-

Repudiation are fatal for a cloud environment [1]. In this 

paper, Identity Management is considered. Identity and 

Access Control Service should provide identity 

management and access control to cloud resources for 
registered entities. Such entities can be people, software 

processes or other systems. In order to give a proper level 

of access to a resource, the identity of an entity should be 

verified first, which is the authentication process that 

precedes the authorization process. 

 

2. Literature Survey 
 
This section introduces and analyses some existing 

solutions about identity management and cloud 

authentication mechanisms, which are related to this 

research. The work carried out in [2] presents an attribute 

and role based access control (ARBAC) model. Before 

invoking services, requestors of various services provide 

their attribute information to the service providers. When 

the service providers receive the requests, they determine 
whether to permit or to deny these requests according to 

their access control policies. 

 

In [3], an objected-oriented RBAC model (ORBAC) is 

proposed, based on which multiple domain access control 

is obtained. A method is presented to prevent the problem 

of separation of duty, and it makes sure that the domain 

security manager does not assign multiple exclusive roles 

to a user at one time. In[4], identified the various issues of 

identity Management in cloud computing and the privacy 

issues associated with cloud computing such as loss of 
control, lack of trust and multitenancy issues are 

explained. The proposed model in [5] uses one client-

based agent and four cloud-based agents to establish a 
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secure algorithm during processes, services, and 

communications. But maintaining the cloud agents is very 

challenging. In [6], a security agent-based approach is 

presented for solving the authorization issues in the 

distributed computing environment. In this work, the 

security agents are deployed to manage the privileges for 
the distributed authorization and does not consider the 

dynamic nature of the access control. In [7], a unified 

hierarchy is derived starting from an access relation 

between users and resources, which is used to specify the 

access relation that allows user queries. It is also used in 

cryptographic schemes that enforce the access permissions 

and restrictions in distributed applications. In [8], in order 

to simplify the administration of privileges for Internet 

users, a set of roles is introduced. Whenever a user want to 

get access to a privilege, user should enters his credentials 

defined in XML policy and his role, in order to authorize 

the privilege. 
 

The work carried out in [9] describes dynamic access 

control model based on roles and trust control, giving 

every trust value for each user by introducing trust 

management to access control, each role corresponds a 

certain trust vale, users and systems give values for each 

other after operation, trust management model updates 

trust values, users roles will change dynamically. In [10], 

RBAC system can be simulated partially, it can be 

symbolically evaluated by using some approximations of 

run-time properties and finally a run-time monitor can be 
developed for partial step-wise verification at run-time. 

The work carried out in [11] proposed an authentication 

process which is carried in two levels or two tiers.  First 

tier uses simple username and password. In Second tier, 

the user is asked to enter the code which is received on 

mobile phone. In [12], the proposed model identifies three 

phases such as server initialization phase, registration 

phase, authentication phase and provide mutual 

authentication, session key agreement in cloud computing 

environment. 

 

In [13], interaction between the user and the cloud service 
is through the cloud API. A two stage access control 

mechanism is implemented at the API level using the Role 

Based Access Control Model (RBAC).  Attributes and 

roles of user is validated before granting resources. The 

work carried out in [14], is based on biometric 

authentication and has two stages: Enrollment and 

Verification. During enrollment, the user registers his 

biometric data. At the verification stage, the user’s 

biometric data is compared with the template stored in the 

system and decision is made according to the result. In 

[15], Cloud Single Sign-on (SSO), Authentication model 
is proposed. Through  Cloud  SSO  a  cloud  provider 

authenticates  itself  with  other  heterogeneous  cloud  

providers  regardless  of  their implemented  security  

mechanism  and  accesses  all  needed  external  cloud  

resources. The work carried out  in [16] proposed an 

authorization process through Email-ID. The user 

subscribing for cloud service, register his Email-ID with 

Cloud Service Provider. A resource link is sent to the 

registered email-id by Cloud Service Provider to access 
the Cloud resources. Hence it ensures that only valid user 

access the resources. The proposed model in [17] has 

central authentication server, where user login once. 

Whenever user request to use applications, the 

authentication server itself supplies the user credential to 

appropriate server. In [18], the proposed frame-work cloud 

services and resources are classified into three types: low, 

high and medium, according to risk and security level 

required. The user is authenticated dynamically using 

Secret key, One Time Password, IMEI number factors and 

also uses Arithmetic captcha Expression for authenticating 

the user. 
 

3. Considerations 
 
Based on the background work, we understand that 
research on Identity management in cloud has retained its 

scope to authenticate the cloud users and reliable, scalable 

access control mechanism for the cloud environment. The 

need of extensive research in the field of trust 

establishment among cloud entities is an important issue. 

The second issue is the conflict management of 

organizational policies for accessing various resources. 

The third issue is related to provide access for cloud 

customers during emergency [19]. In order to establish the 

trust among cloud service consumers and cloud service 

providers, they should rely on some trusted third party 
usually referred as Identity Provider [19]. A mutual 

authentication is required among cloud entities using 

trusted third party.  

 

The conflict among security policies needs to be resolved 

based on the type of user and their level of access to the 

requesting resource using strong Policy decision and 

enforcement mechanism. During emergency, the cloud 

customers should be allowed to access their resources. For 

example, if a user has privilege to access a file on the 

cloud till 5PM and if he wants to access the file around 

6PM, he is not allowed to access the file. A break-glass 
mechanism should be used to provide access to cloud 

resources for its users during emergency. 

 

4. Conclusion 
 

This paper analyzes various proposed models for user 
authentication and access control mechanism in cloud 

environment and identifies the various issues raised during 

the process. The issues includes trust establishment among 

cloud entities, security policies conflict management and 
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break glass mechanism for accessing cloud resources 

during emergency. 
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