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Abstract - Internet evolves over time and its large scale 

topology contributes to make challenging the dynamics 
measurement and characterization. A restrictive approach that 
consists to focusing on the dynamics observed by a single 
monitor has shown a fast dynamics of Internet topology. The 
topology evolves at a pace much higher than expected. We 
observe new IP addresses continuously and already seen IP 
addresses disappear with the same pace, over a long period (ten 
months) of measurement. This phenomenon is not localized but 

concerns the whole Internet topology. We show that the routing 
is at the origin of the fast dynamics and not a topology change. 
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1.  Introduction 
 

Most Internet mapping at IP-level topology consists to 

perform many end-to-end measurements from different 

hosts using TRACEROUTE-like methods [18, 17, 10, 12, 7]. 

The maps obtained in this way are incomplete and 
biased [2, 8, 1, 16, 20]. The challenge to obtain an accurate 

map of the Internet is related to its topology dynamics. The 

dynamics due to the load balancing has been identified as 

leading to a bias in the measurements by the authors of 

these works [2, 1]. Recent contribution introduces an 

approach to study the Internet dynamics [10]. Instead of 

trying to map the whole Internet, their approach consists to 

focus on what a single monitor sees of the Internet 
dynamics. Preliminary results of data analysis obtained 

from several monitors around the World, has shown a 

particular feature of the Internet dynamics: the topology 

evolves at higher pace and more sustained than expected 

[11, 10]. We made the similar observations on a most long 

measurement. We show that the new IP addresses existed 

before their first observation and the disappeared IP 

addresses still alive on the Internet which proves that the 

routing is at the origin of the fast dynamics. We also 

evaluate the impact of destinations (target in the end-to-

end measurement) on the fast dynamics. We find different 

contributions of destinations to the fast dynamics. A tens 
of destinations with the largest contributions provide only 

11% of the 3 2795 IP addresses. Therefore, we cannot 

attribute the fast dynamics to a handful of destinations. The 

rest of the paper is organized as follows. In section 2, we 

present a description of the dataset. Section 3 gives an 

empirical proof of the cause of the fast dynamics. 

Section 4 studies the influence of the destinations (end-to-

end measurement parameter) on the fast dynamics. 
Section 5 surveys the related work. We conclude and 

discuss the implications of our contribution in Section 6. 

 

2.  Dataset 
 

For our work, we use the data described in [6]. Several 

measurements were conducted from more than a hundred 

monitors scattered around the world. Each monitor has 

used a set of destinations that stayed the same during the 

period of the measurements. The measurement has 

consisted to run periodically the TRACETREE tool, one 

round measurement at every quarter of an hour. At each 

round measurement TRACETREE collects a routing tree 
from a given monitor to a set of destinations in a 

TRACEROUTE-like manner. The measurements were 

conducted from more than hundred monitors around the 

world for different periods of time depending on the 

monitor, from weeks to several months. For a more 

comprehensive description of the measurement framework 

and the obtained data, see [10]. In this paper, we have 

therefore chosen to illustrate our results mainly with 
measurement performed from 2011 December to 2012 

September of a monitor located in France [6]. The 
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destinations are 3 000 IP addresses chosen randomly that 

replied to ICMP echo request messages when they are 

been selected. These ten months of measurement 

correspond 25 311 rounds, about 96 rounds per days.  
 

3. Origin of the Fast Dynamics 
 

In previous works [11, 5, 14], the sustained renewal of IP 

addresses has been observed as a phenomena of the 
Internet dynamics. The authors of [11] have shown that 

this phenomena is not due to the volatif IP addresses 

neither to dynamic addresses that are dynamically 

allocated to different hosts over time and they have been 

ruled out of the probable causes. We present in this section 

what is the main cause of this fast dynamics observed at 

IP-level topology. 

 

3.1 Appearance of New IP Addresses 
 

The evolution of the number of IP addresses observed 

since the beginning of the measurements shows clearly a 

growth, see Figure 1. We can distinguish two main phases 

of growth: the first phase (shorter) corresponds to an 

exponential growth where there is a high renewal of IP 

addresses; the second phase is a linear growth with less 

renewal of IP addresses. 

 

 
 

Figure 1: Evolution of the number of distinct IP addresses observed. 

 

The pace of appearance of IP addresses is too fast to be 

considered as news addresses that did not exist before on 
the internet because most of these addresses are supposed 

to be servers or routers. To study this question, we 

consider data of ten others monitors that performed 

measurement in the same period. Among these ten 

monitors, we choose nine monitors as control monitors to 

observe the last one that is the main monitor. Considering 

the dates of observation of IP addresses, we can know what 

IP addresses observed by the main monitor have already 

been observed by the control monitors.  
 

Figure 2 shows the evolution of IP addresses observed by 

the main monitor and those observed before by the control 

monitors. Most of the new IP addresses observed by the 

main monitor have been already observed. This means that 

these addresses existed before in the Internet, and they are 

just revealed by the routing dynamics. Even though the 

difference between the two curves becomes more and more 
important, at the end of the measurement around 80% of 

the new IP addresses that have already been observed by 

the control monitors. 

 

It is important to consider the time elapsed between 

observation of the main monitor and observation of the 

control monitor of an IP address. A short time which means 

the address has been observed by the monitors at the same 

period increases the probability that the address to be 
really new in the Internet but a long time means the IP 

address is not new, but existed long time before. Among 

22 008 IP addresses that already observed by the control 

monitors, 13 660 (about 62%) IP addresses are observed 7 

days at least before the observation of the main monitor, 

and 3 790 IP addresses (about 17%) are observed by the 

main monitor in the same day (less than 24 hours later). 

 
Notice that among the new IP addresses observed in the 

same moment by both controls and main monitors, some of 

these addresses could exist before the beginning of the 

measurement. Indeed, the measurements of control and 

main monitors began in the same time, so they may 

observe an address (that existed before or not) at the same 

moment. 

 
 

  

   
 

 

Figure 2: Number of distinct IP addresses observed by the main monitor 

and the control monitors. 

 

In addition, the number of IP addresses already observed 

by the control monitors is underestimated. Figure 3 shows 

how the number of IP addresses already observed grows 

when the number of control monitors increases. It clearly 
appears that more control monitors allow identifying more 

IP addresses that existed before their first observation in 

the measurement.  
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Figure 3: Number of IP addresses already observed depending of the 

number of control monitors. 

 

In summary, with 80% of IP addresses and probably more 

that existed before on the Internet, we can conclude that 

the fast dynamics observed is mainly due to the routing 

dynamics that reveals existed IP addresses.  
 

3.2 Disappeared IP Addresses 
 

The number of IP addresses seen at each round 

measurement is stable and it seems not exceed a certain 

threshold1, except some downward peaks2, see Figure 4. 

This threshold is due to the tree structure that limits the 

number of IP addresses observable in a round 
measurement. 

 

 
  

Figure 4: Number of IP addresses observed at each round measurement. 

 

As the number of IP addresses seems to be the same at 

each round and that there is a renewal of addresses, then 
there are IP addresses already observed that disappear. 

Indeed, we have approximately the same number of 

addresses which appear and disappear what gives roughly 

an invariant number of addresses at each round. The curve 

of the evolution of the number of IP addresses which 

disappear looks like the inverted curve of the evolution of 

the number of new IP addresses, as shown in Figure 5.  

                                                        
1 Notice that the value of this threshold may be different 

with others measurement parameters like the number of 

destinations 
2 These peaks could indicate a loss of connectivity at or 

near the monitor, or an event such as a major routing 

change or failure. Studying this is however out of the 

scope of this paper. 

 

 
Figure 5: The number IP addresses that are observed before the round r 

and never after the round r as function of the number of round. 

 

We conducted an experimental measurement that consists 

to know if the disappeared IP addresses of our 
measurement have also disappeared from the Internet.The 

measurement is done with the same parameters as those 

described in the section 2, except we use less destinations 

but this has not effect on the phenomena. We obtain 5 085 

IP addresses in the six week-measurement. Each round 

measurement sees about 1 900 IP addresses. After the first 

round, 3 196 IP addresses are appeared and roughly the 

same number are disappeared, about 3 200 IP addresses. 
Simultaneously to the measurement, the IP addresses that 

disappear are regularly submitted to ICMP echo request 

twice a day, i.e. every 12 hours. 

 

  

 
Figure 6: Top: Evolution of the number of IP addresses disappeared (solid 

line curve) and those among them that answered to the ICMP echo 

request (dashed curve). Bottom: Evolution of the percentage of IP 

addresses that still respond to the ICMP echo request among those that 

disappear. 

Figure 6 shows that almost all the disappeared IP addresses 

continue to respond to the ICMP echo request. This rate is 

highest at the beginning of the measurement and stabilizes 

at about 80% until at the end of the measurement. The IP 

addresses that disappear from our measurement are just 

hidden by the routing dynamics because they still exist on 
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the internet. The observed fast dynamics of the Internet is a 

routing dynamics, and not a topology change. 

 

4. Influence of the Destinations 
 

The method of measurement consists of periodically 

measuring the paths between monitor (source) and 

destinations (targets). The dynamics of path toward a 

destination will depend to its localization in the topology. 
However the destinations are chosen randomly among all 

IP addresses on the Internet.   In this section we aim to 

study the role of the destinations in the observed dynamics, 

particularly if some destinations have significant influence 

in the observed fast dynamics. The common parts of routes 

toward destinations are merged to give a tree that is the 

outcome of the TRACETREE measurement. In order to 

obtain the new IP addresses observed by each destination, 
from the tree we must back to a set of separate paths of the 

destinations. We assume that a new IP addresses that 

appears in the path between the monitor (root) to a 

destination (leaf) belongs to this destination. If a new IP 

address appears in the common part of paths of several 

destinations, it will count once for each of them.  Figure 7 

shows an illustration of the separation of three routes, 

where two new addresses are observed in a round. The first 
IP address appears in the common part of the three routes 

and the second appears in the route of one destination. The 

new IP address in the common part is supposed to be seen 

by the three destinations taken separately. This assumption 

allows assigning realistically the new IP addresses 

observed to the destinations in given round measurement. 

 

 
Figure 7: A: Tree of TRACETREE measurement. Destinations d1, d2 and 

d3 are leaves. The gray discs represent new IP addresses observed in the 

current round. B: Separation of the three paths from the tree. 

The distribution of the number of IP addresses observed by 

each destination has a bell shaped with outliers which 

clearly disconnect on the right side, see Figure 8. These 

destinations have over than 400 IP addresses. Even these 

destinations get more IP addresses than others, we cannot 

attribute to them the renewal of IP addresses because they 
observe less than 3% of 3 2795 new IP addresses observed 

after the first round measurement. However the 

distribution shows that the destinations do not have the 

same contribution to the fast dynamics and this shows how 

an appropriate choice of the destinations may improve the 

dynamics measurement.  

 

 
Figure 8: Distribution of the number of IP addresses observed by the 

destinations. 

 

If we consider the new IP addresses that appear over time 
by destination, we observe that the renewal of addresses is 

less sustained. The destinations have a long period of time 

where they have not observed new IP addresses. These 

periods vary between two weeks to seven months 

depending on destination. This means that the most regular 

destination may spend two weeks without observing a new 

IP address and the less regular destination, until seven 

months without observing a new IP address. However in 
almost every round of measurement new IP addresses are 

observed, for instance in the last day of measurement 58 

addresses have been observed.  

 

The renewal of IP addresses is sustained by the majority of 

destinations. Then, the fast dynamics observed due to the 

routing is not due to handful of destinations which are 

located somewhere, meaning that the phenomena is 
general and characterizes the Internet dynamics at IP-level 

topology. 

 

5. Related Work 
 
Many research projects have been focused on the mapping 

challenge of the Internet topology. For instance some of 

them have concerned the methods of measurement that 

running probes from a limited number of hosts leads to 

miss some links and creates a bias on the observed degrees 

of the nodes, see [2, 8, 4, 19]. Others works have shown 

that the dynamics of Internet topology like load balancing 

makes measurement tools like TRACEROUTE less 
effective and leads to a view of internet topology with 

partial and false information, see [21, 2, 5, 15]. 

TRACETREE, Fast mapping and Interface Set Cover are 

recent methods of measuring the topology that try to take 

into account the evolution of the Internet [10, 5, 3].  The 

last paper uses a strategy similar to our observations on the 

destinations to improve the mapping. The destinations are 

selected dynamically depending to their impact on the 
mapping. The authors of work [9] studied the measurement 

process of different complex networks with the skitter 
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data [18]. They observed a similar dynamics to us, Notice 

that the skitter data is collected at a lower frequency and 

for larger time scales than our data. A similar approach to 

ours is broached in this paper [13] but at AS-level of the 
topology and with a time-scale much longer than we do. 

 

6. Conclusion 
 

Our contribution has been to bring to light the cause of the 
fast dynamics of observed at ip-level topology. The 

phenomenon has been observed in a long measurement of 

several months. We have shown that the IP addresses 

which appear and disappear are both due to the routing 

dynamics. We have evaluated the impact of the 

destinations on the fast dynamics and shown that is not a 

dynamics of an area of the topology but concerns the 

whole Internet. From this paper some issues may lead to 
future work. Most of the Internet mapping methods is 

based upon the end-to-end measurement where 

destinations used as targets play a role important in the 

measurement. These methods can be improved by relevant 

choice of the destinations. Another direction for future 

work concerns the modelisation of the Internet dynamics. 

Our work is a contribution to the characterization of the 

dynamics which is essential to obtain more appropriate 
models. 
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