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Abstract - Biometric recognition refers to an automatic 

recognition of individuals based on a feature vector(s) derived 
from their physiological and/or behavioral characteristic. 
Biometric recognition systems should provide a reliable personal 
recognition schemes to either confirm or determine the identity 
of an individual. These features are used to provide an 

authentication for computer based security systems. Applications 
of such a system include computer systems security, secure 
electronic banking, mobile phones, credit cards, secure access to 
buildings, health and social services. By using biometrics a 
person could be identified based on "who she/he is" rather than 
"what she/he has" (card, token, key) or "what she/he knows" 
(password, PIN). In this paper, a brief overview of biometric 
methods, both unimodal and multimodal and their advantages 

and disadvantages, will be presented. 
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1. Introduction 
 
In the past years, an extensive research and development 

has been taken place in the areas of unique identification. 

The first known example of biometrics was a form of 

finger printing being used in China to distinguish the 

young children from one another by stamping children's 

palm prints and footprints on paper with ink. This is one of 

the earliest known cases of biometrics in use and is still 

being used today. Although the biometric recognition is 

being used since the start of humanity for personal 

identification. Biometric recognition systems should 
provide a reliable personal recognition schemes to either 

confirm or determine the identity of an individual. 

 

Biometric Identification - One to Many: Biometrics can be 

used to determine a person's identity even without his 

knowledge or consent. For example, scanning a crowd 

with a camera and using face recognition technology, one 

can determine matches against a known database. 

 

Biometric Verification - One to One: Biometrics can also 

be used to verify a person's identity. For example, one can 

grant physical access to a secure area in a building by 

using finger scans or can grant access to a bank account at 

an ATM by using retinal scan. Applications of such a 

system include computer systems security, secure 

electronic banking, mobile phones, credit cards, secure 

access to buildings, health and social services. The 
purpose of establishing the identity is to ensure that only a 

legitimate user, and not anyone else, accesses the rendered 

services. Biometric recognition refers to an automatic 

recognition of individuals based on a feature vector(s) 

derived from their physiological and/or behavioral 

characteristic. 

 

2. Biological Measurements for Biometric 

Recognition 
 
Any human physiological and/or behavioral characteristic 
can be used as a biometric characteristic as long as it 

satisfies the following requirements: 

 

• Universality: each person should have the characteristic. 

• Distinctiveness: any two persons should be sufficiently 

different in terms of the characteristic. 

 

• Permanence: the characteristic should be sufficiently 

invariant (with respect to the matching criterion) over a 

period of time. 

 

• Collectability: the characteristic can be measured 
quantitatively.  

 

However, in a practical biometric system (i.e., a system 

that employs biometrics for personal recognition), there 

are a number of other issues that should be considered, 

including: 

 

• Performance, which refers to the achievable recognition 

accuracy and speed, the resources required to achieve the 

desired recognition accuracy and speed, as well as the 
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operational and environmental factors that affect the 

accuracy and speed. 

 

• Acceptability, which indicates the extent to which people 

are willing to accept the use of a particular biometric 

identifier (characteristic) in their daily lives. 
 

• Circumvention, which reflects how easily the system can 

be fooled using fraudulent methods. 

 

A practical biometric system should meet the specified 

recognition accuracy, speed, and resource requirements, be 

harmless to the users, be accepted by the intended 

population, and be sufficiently robust to various fraudulent 

methods and attacks to the system. 

 

A simple biometric system consists of four basic 

components: 
1) Sensor module which acquires the biometric data 

2) Feature extraction module where the acquired data is 

processed to extract feature vectors 

3) Matching module where feature vectors are compared 

against those in the template 

4) Decision-making module in which the user's identity is 

established or a claimed identity is accepted or rejected. 

 

 
Figure 1: Components of Biometric System 

 

 

 

 

 

 

 

 

 

 

Figure 2: Classification of Biometrics 

2.1. DNA  

 
Deoxyribonucleic acid (DNA) is the one-dimensional (1–

D) ultimate unique code for one’s individuality - except 

for the fact that identical twins have identical DNA 

patterns.  DNA requires an actual tangible physical sample 

for comparison as opposed to an impression, image, or 

recording. It is, however, currently used mostly in the 

context of forensic applications for person recognition.  

 

 
 

Figure 3: The flow of DNA polymorphism analysis 

 

2.1.1 Benefits of DNA 
 

Accurate: the chance of 2 individuals sharing the same 

DNA profile is less than one in a hundred billion with 26 

different bands studied. Three issues limit the utility of this 

biometrics for other applications which include: 

 

1)  Contamination and sensitivity: It is easy to steal a 

piece of DNA from an unsuspecting subject that can 

be subsequently abused for an ulterior purpose. 

2)  Automatic real-time recognition issues: The present 
technology for DNA matching requires 

cumbersome chemical methods (wet processes) 

involving an expert’s skills and is not geared for on-

line noninvasive recognition. 

3)  Privacy issues: Information about susceptibilities of 

a person to certain diseases could be gained from 

the DNA pattern and there is a concern that the 

unintended abuse of genetic code information may 

result in discrimination, e.g., in hiring practices. 

DNA is intrinsically digital and unchangeable 

during a human’s life and even after death.   

 Applications: Used in forensic applications for 
person recognition, used for paternity testing, 

identification of missing or dead people. 

 

2.2. Ear 

 
It has been suggested that the shape of the ear and the 

structure of the cartilaginous tissue of the pinna are 

distinctive. The ear recognition approaches are based on 

matching the distance of salient points on the pinna from a 
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landmark location on the ear. The features of an ear are not 

expected to be very distinctive in establishing the identity 

of an individual. Most ear biometric approaches have 

exploited the ear’s planar shape. One of the first ear 

biometric works utilizing machine vision was introduced 

based on adjacency graph which was calculated from a 
Voronoi diagram of the ear curves. They used force field 

feature extraction to map the ear to an energy field. The 

geometrical properties of ear curves have also been used 

for recognition. The most prominent example that has 

been proposed was based on measurements between a 

numbers of landmark points, determined manually. Some 

Researchers have proposed the use of sparse 

representation, following its successful application in face 

recognition. The 3D structure of the ear has also been 

exploited, and good results have been obtained. 

 

2.3. Face 
 
The dimensions, proportions and physical attributes of a 

person's face are unique. Facial recognition systems will 

measure and analyze the overall structure, shape and 

proportions of the face. Facial images are the most 

common biometric characteristic used by humans to make 
a personal recognition, hence the idea to use this biometric 

in technology. This is a nonintrusive method and is 

suitable for covert recognition applications. The 

applications of facial recognition range from static ("mug 

shots") to dynamic, uncontrolled face identification in a 

cluttered background (subway, airport). Face verification 

involves extracting a feature set from a two-dimensional 

image of the user's face and matching it with the template 

stored in a database.  

 

The most popular approaches to face recognition are based 

on either: 1) the location and shape of facial attributes such 
as eyes, eyebrows, nose, lips and chin, and their spatial 

relationships, or 2) the overall (global) analysis of the face 

image that represents a face as a weighted combination of 

a number of canonical faces [2]. Although performance of 

commercially available systems is reasonable there is still 

significant room for improvement since false reject rate 

(FRR) is about 10% and false accept rate (FAR) is 1% [5]. 

These systems also have difficulties in recognizing a face 

from images captured from two different angles and under 

different ambient illumination conditions. It is 

questionable if a face itself is a sufficient basis for 
recognizing a person from a large number of identities 

with an extremely high level of confidence [6]. Facial 

recognition system should be able to automatically detect a 

face in an image, extract its features and then recognize it 

from a general viewpoint (i.e., from any pose) which is a 

rather difficult task. Another problem is the fact that the 

face is a changeable social organ displaying a variety of 

expressions. Measurements (facial expressions, user’s 

smile, blink, nod their head) help in recognizing a person 

wearing a mask. The main facial recognition methods are: 

feature analysis, neural network and automatic face 

processing.   

 

Benefits: Not intrusive, can be done even without the user 
awareness.  

 

Weakness: More suited for authentication than for 

identification  

 

Applications: Access to restricted areas and buildings, 

banks, embassies, military sites, airports, law enforcement.  

 

2.4 Fingerprint  
 
Finger print comprises of ridges and valleys. The ridges 

are the dark area of the fingerprint. The ridges form so-

called minutia points: ridge endings (where a ridge end) 

and ridge bifurcations (where a ridge splits in two). In this, 

the overall characteristics of the fingerprints (minutia 

points, ridge thickness, curvature, or density) are 

compared with the registered template. The fingerprints of 

individuals are unique, even for twins. The main 
technologies used to capture the fingerprint image with 

sufficient detail are optical, silicon, and ultrasound.  

 

A fingerprint is a pattern of ridges and furrows located on 

the tip of each finger. Fingerprints were used for personal 

identification for many centuries and the matching 

accuracy was very high [3]. Patterns have been extracted 

by creating an inked impression of the fingertip on paper. 

Today, compact sensors provide digital images of these 

patterns. Fingerprint recognition for identification acquires 

the initial image through live scan of the finger by direct 

contact with a reader device that can also check for 
validating attributes such as temperature and pulse. Since 

the finger actually touches the scanning device, the surface 

can become oily and cloudy after repeated use and reduce 

the sensitivity and reliability of optical scanners. Solid 

state sensors overcome this and other technical difficulties 

because the coated silicon chip itself is the sensor. Solid 

state devices use electrical capacitance to sense the ridges 

of the fingerprint and create a compact digital image. In 

real-time verification systems, images acquired by sensors 

are used by the feature extraction module to compute the 

feature values. The feature values typically correspond to 
the position and orientation of certain critical points 

known as minutiae points[4].  

 

The matching process involves comparing the two-

dimensional minutiae patterns extracted from the user's 

print with those in the template. One problem with the 

current fingerprint recognition systems is that they require 

a large amount of computational resources. 
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Fig. 4: Minutiae of a fingerprint 

 
Benefits: Easy to use, Cheap, Small size, Low power, 

Non-intrusive, Large database already available.  

 

Weakness: Acquiring high-quality images is complicated 

because of affected ridge patterns by cuts, dirt or wear and 

tear.  People with no or few minutia points cannot enroll or 

use the system.  

 

Applications: Fingerprint sensors are best for devices such 

as cell phones, USB flash drives, notebook computers. 
Used for law enforcement, background searches to screen 

job applicants, healthcare and welfare.  

 

 
Figure 5: Working of Fingerprint Authentication 

 

2.5 Retina Scan 

 
Retinal scan captures the pattern of eye’s blood vessels. 
Retina is very difficult to spoof. Retinal patterns are 

different for right and left eye, for identical twins, do not 

change with age. Moreover, the image will not fall on the 

retina for dead person.  In it, low-intensity coherent light 

source is projected onto the retina to illuminate the blood 

vessels which are then photographed and analyzed. A 

coupler is used to read the blood vessel patterns. A retinal 

scan has an error rate of 1 in 10,000,000, compared to 

fingerprint identification error being sometimes as high as 
1 in 500.  

 

Applications: Suited for environments requiring maximum 

security, such as Government, military and banking.  

 

2.6 Gait  

 
Gait recognition is a particular type of biometric due to its 

capability to identify a person at distance. Gait is related to 

the way of the person walking. The gait recognition 

system use standard camera in any conditions and develop 

algorithms to extract the silhouette of the person in case he 

is moving. Therefore the system can track the person over 

time. However the algorithm is not very efficient for this 

trait is affected by many conditions such as the type of 

cloth’s or shoes the individual’s wearing, the walking 
surface or the health. All these biometrics are acceptable in 

different environment and none of them is optimal. 

However the most accurate ones are iris and fingerprint 

techniques. Due to the fact iris recognition is expensive 

and it requires advance requirement, fingerprint is one of 

the most mature biometrics and suitable for many 

applications [5]. Fingerprint biometrics is very distinctive, 

not expensive, unique and permanent and has a very good 

balance from all the properties. 

 

2.7 Iris 
 

The iris is the elastic, pigmented, connective tissue that 

controls the pupil & remains stable throughout life. It has a 

unique pattern, from eye to eye and person to person and 

even does not affect by glasses, contact lenses, and eye 

surgery. An iris scan will analyze over 200 points of the 

iris, such as rings, furrows, freckles, and the corona. Iris 

scanning systems vary the light and check that the pupil 

dilates or contracts to prevent image or photo from being 
used.  

 

 
 

Figure 6: Iris Image 
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Benefits: Low False Acceptance Rates  

Weakness: User must hold still while the scan is taking 

place.  

 

Applications: Border control, prison security, database 

access and computer login, schools, aviation security, 
controlling access to restricted areas  

 

2.8 Voice Recognition  

 
Voice recognition systems can discriminate between two 

very similar voices, including twins. Voice recognition 

utilizes various audio capture devices (microphones, 

telephones and PC microphones). Its performance depends 

on the quality of the audio signal. Unauthorized access via 

tape recording can be prevented by asking the user to 

repeat random phrases. 

  

Benefits: Use existing telephones & can be automated, and 

coupled with speech recognition systems. 

  

Weakness: High false non-matching rates.  
 

Applications: Mostly used for telephony-based 

applications: government, healthcare, call centers, 

electronic commerce, financial services, and customer 

authentication for service calls.  

 

2.9 Signature 

 
Signature is a simple, concrete expression of the unique 

variations in human hand geometry. The way a person 

signs his or her name is known to be characteristic of that 

individual. Collecting samples for this biometric includes 

subject cooperation and requires the writing instrument.  

Signatures are a behavioral biometric that change over a 

period of time and are influenced by physical and 

emotional conditions of a subject. In addition to the 

general shape of the signed name, a signature recognition 

system can also measure pressure and velocity of the point 

of the stylus across the sensor pad. 

 

2.10 Hand Geometry  
 
Hand geometry refers to the geometric structure of the 

hand that is composed of the lengths of fingers, the widths 

of fingers, and the width of a palm, etc. The advantages of 

a hand geometry system are that it is a relatively simple 

method that can use low resolution images and provides 
high efficiency with great users‘acceptance.  Geometrical 

features of the hand constitute the bulk of the hand 

features adopted in most of the hand recognition systems. 

One advantage is that geometrical features are more or less 

invariant to the global positioning of the hand and to the 

individual planar orientations of the fingers. Among 

numerous geometrical measures include lengths, widths, 

areas, and perimeters of the hand, fingers and the palm. 

The applicability of a specific biometric technique 

depends on application domain. Each biometric technique 

is admissible. Some techniques are better for one 

application and other techniques for other application. 
 

2.11 Brain/EEG  

 
Using elctroencephalogram (EEG) as a biometric is a new 

approach. Poulos et al, 1999 have proposed to model the 

EEG signal using autoregressive (AR) models and then 

using Kohonen‘s Vector Quantizer (VQ) for the 

classification. Researchers proposed to represent the EEG 

signal using AR models, however, discriminant analysis is 

employed to perform the classification. The further 

investigation leads to features based on the spectral power 

of the signal together with a fuzzy Neural Network for the 

classification. More recently Gaussian Mixture Models 

and Maximum a Posteriori model adaptation has been 

proposed. 
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Figure 7: Comparison of various biometric techniques 

 

3.  Limitations of Biometric Systems Using 

Any Single Biometric Characteristics [2] 
 
1)  Noise in sensed data: Example is a fingerprint with 

a scare. Noisy data can also result from 

accumulation of dirt on a sensor or from ambient 

conditions. 

 

2)  Intra-class variations: Biometric data acquired from 

an individual during authentication may be very 
different from the data that was used to generate the 

template during enrollment. This variation is 

typically caused by a user who is incorrectly 

interacting with the sensor. 

 

3)  Distinctiveness: While a biometric trait is expected 

to vary significantly across individuals, there may 

be large inter-class similarities in the feature sets 

used to represent these traits. This limitation 

restricts the discriminability provided by the 

biometric trait. 

 
4)  Non-universality: While every user is expected to 

possess the biometric trait being acquired, in reality 

it is possible that a group of users do not posses that 

particular biometric characteristic. 

 

5)  Spoof attacks: An individual may attempt to forge 

the biometric trait. This is particularly easy when 
signature and voice are used as an identifier. 

 

4. Multimodal Biometric System 
 
Limitations of unimodal biometric systems can be 

overcome by using multimodal biometric systems [9]. A 

multimodal biometric system uses multiple applications to 

capture different types of biometrics. This allows the 

integration of two or more types of biometric recognition 

and verification systems in order to meet stringent 

performance requirements. Such systems are expected to 

be more reliable due to the presence of multiple, 

independent pieces of evidence [10]. These systems are 

also able to meet the strict performance requirements 

imposed by various applications [11]. 
 

A multimodal system could be, for instance, a combination 

of fingerprint verification, face recognition, voice 

verification and smart-card or any other combination of 

biometrics. This enhanced structure takes advantage of the 

proficiency of each individual biometric and can be used 

to overcome some of the limitations of a single biometric. 

For instance, it is estimated that 5% of the population does 

not have legible fingerprints, a voice could be altered by a 
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cold and face recognition systems are susceptible to 

changes in ambient light and the pose of the subject's head. 

A multimodal system, which combines the conclusions 

made by a number of unrelated biometrics indicators, can 

overcome many of these restrictions. 

 
A number of works showing advantages of multimodal 

biometric verification systems have been reported in 

literature. Some have proposed personal identification 

system based on acoustic and visual features, where they 

use a HyperBF network as the best performing fusion 

module. Some proposed a simple averaging technique 

combining face and speech information while others have 

experimented with several fusion techniques using face 

and voice biometrics, including sum, product, minimum, 

median, and maximum rules and they have found that the 

best combination results are obtained for a simple sum 

rule. The earliest of proposed method involved a 
multimodal personal identification system which 

integrates face and fingerprints that complement each 

other. The fusion algorithm combines the scores from the 

different experts under statistically independence 

hypothesis.  

 

Integration at the feature extraction level is expected to 

perform better than fusion at two other levels. However, 

this is not always the best solution. The feature shapes of 

multiple biometrics may not be compatible and even if 

they are compatible there is still a problem of combining 
the feature set. Concatenation could result in a feature 

vector with a very large dimensionality. Fusion at the 

decision level is considered to be rigid due to the 

availability of limited information. 

 

Fusion at the matching score level seems to be the logical 

choice as it is relatively easy to access and combine scores 

presented by the different modalities [12]. It is generally 

believed that a combination scheme applied as early as 

possible in the recognition system is more effective. 

 

Multimodal biometric systems can be designed to operate 

in five integration scenarios:  

1) Multiple sensors,  

2) Multiple biometrics,  

3) Multiple units of the same biometric,  

4) Multiple snapshots of the same biometric,  

5) Multiple representations and matching algorithms for 

the same biometric. 

 

5. Conclusion 
 
In this world of globalization where the whole world is 

connected to each other for sharing of resources in one 

way or the other, the following statement holds true. The 
only system which can be relied upon to be safe is the one 

that is powered off! So, the crux of the story lies in the 

strength of the security feature of the system. There are 

two sides of every coin. Biometric systems are no 

exception. There also exists the flop side. To be more 

specific, we may find the usual cropping of failures due to 

bugs, blunders, and complacency. Biometrics is like many 
other protection mechanisms (alarms, seals, tamper 

sensing enclosures,) in which environmental conditions 

can cause havoc. Noise, dirt, vibration, and unreliable 

lighting conditions all take their toll. Some systems, like 

speaker recognition, are vulnerable to alcohol intake and 

stress. Changes in environmental assumptions, such as 

from closed to open systems, from small systems to large 

ones, from attended to standalone, from cooperative to 

recalcitrant subjects, and from verification to 

identification—can all undermine a system’s viability. 

There are a number of more specific and interesting 

attacks on various biometric systems. There have been 
some attacks on the methods used to index biometric data. 

Apart from the possibility that a fingerprint or DNA 

sample might have been planted by the security, it may 

just be old. So the need is to implement a powerful 

biometric system. Biometrics is usually more powerful in 

attended operation, where, with good system design, the 

relative strengths and weaknesses of the human guard and 

the machine recognition system may complement one 

another. 

 

The unimodal biometric recognition systems have to 
contend with a variety of problems and thus presently the 

amount of applications employing unimodal biometric 

systems is quite limited. Some limitations of the unimodal 

biometric systems can be alleviated by using multimodal 

biometric systems, which integrate information at various 

levels to improve performance. The future of biometrics 

can thus be envisaged to perhaps belong to multimodal 

biometric systems. 
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