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Abstract - Security is as strong as the weakest link. Data 

transmission in public communication system is not secure 
because of interception and improper manipulation by 
eavesdropper. This paper presents the technique for the above 

requirement. In the proposed method, we use Steganography 
technique where secret message is embedded within a carrier 
audio file and the existence of message is hidden from the 
intruder. To prevent disclosure of contents of the covered file 
cryptography RSA algorithm is used with Steganography to 
enhance the robustness of the system. In practice RSA public and 
private exponents are chosen to be very large this makes 
decryption slow. One way to speed things up is by using Chinese 

Remainder Theorem which focuses on modulus calculation. This 
paper proposes a faster RSA-CRT algorithm for decryption of 
data. Differing from other approaches which try to detect 
embedded data or perform time consuming computations as part 
of their process we focus on a comprehensive Steganographic 
prevention which works in real time on any audio data. In order 
to testify our system we propose different attacks on the stegno 
embedded file which justifies the robustness of our system. 

 

1. Introduction 

 
With the explosive growth of Internet and the fast 

communication  techniques the need to protect the data 

from unauthorized access and tampering various methods 

for data hiding like cryptography ,hashing , authentication 

have been developed and are in practice today. 

Steganography is the study of techniques for hiding the 

existence of a secondary message in the presence of a 

primary message. Steganography itself offers mechanisms 

for providing confidentiality and deniability [1]. In 
cryptography the message is encrypted, it is transformed 

into an unreadable format called cipher text. Cryptography 

provides data confidentially, data integrity, authentication 

and non-repudiation [4].The cryptography technique used 

in RSA uses exponent that are usually large and which in 

turn slow down the decryption. A major difference 

between the RSA scheme and cryptosystems based on the 

discrete logarithm problem is the fact that the modulus 

used in the RSA encryption scheme is the product of two 

prime numbers. This allows utilizing the Chinese 

Remainder Theorem (CRT) in order to speed up the 

private key operations [2]. From a mathematical point of 

view, the usage of the CRT for RSA decryption is well 

known.  In RSA-CRT the decryption is much faster than 

modular exponentiation. Steganography and Cryptography 

are closely related. Both the science can be combined to 

produce better protection of the message [1]. The most 

important requirements for steganographic system are the 

security (undetectable) and capacity. The security of a 

steganographic system is defined by its ability to 
overcome from attacks [3]. 

 

2. Cryptography 

 
Data hiding and security system uses cryptography 

techniques. The modern field of cryptography can be 

divided into several areas of study. Depending on the 

computation complexity, various techniques are used in 

different field of work. The chief ones are discussed here. 

 

2.1 Various Cryptography Techniques 
 

 
 

Fig 1:Cryptography Techniques 
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2.2 RSA (Rivest Shamir Adleman) 
 

The most common public key algorithm is RSA. In RSA, 

the asymmetry is based on the practical difficulty of 
factoring the product of two large prime numbers, the 

factoring problem. It uses two numbers e and d as public 

and private keys. 

 

Algorithm: 

1. Choose two distinct prime numbers P and Q. 

2. Compute N=P*Q. 

3. Compute (phi) φ = (p-1)(q-1). 

4. Choose an integer e, 1 < e < phi, such that   gcd(e, 

 phi) = 1. 

5. Compute the secret exponent d, 1 < d < phi, such 
 that ed ≡ 1 (mod phi). 

6. The public key is (n, e) and the private key (d, p, 

 q). Keep all the values d, p, q and phi secret. 

7. Obtains the recipient B's public key (n, e). 

8. Represents the plaintext message as a positive 
 integer m, 1 < m < n .  

9. Computes the cipher text c = me mod n. 

10. Sends the cipher text c to B. 

11. Uses his private key (n, d) to compute      m = cd 
 mod n. 

12. Extracts the plaintext from the message 

 representative m 

 

3. Steganography 

 
Steganography is a practice of hiding/concealing the 

message. The goal is to hide messages inside other 
harmless messages in a way that does not allow enemy to 

even detect that there is a second message present [7]. 

Among all the techniques most practically used technique 

is LSB algorithm. In LSB algorithm by which the least 

significant bits of the secret documents are arranged with 

the bits of carrier file such as audio, such that the message 

bits will merge with the bits of carrier file [5].  

  

3.1 LSB Coding 
 

The LSB (Least Significant Bit) algorithm, replaces the 

least significant bit in some bytes of the cover file to hide a 

sequence of bytes containing the hidden data. That's 

usually an effective technique in cases where the LSB 

substitution doesn't cause significant quality degradation, 

such as in 24-bit bitmaps [6]. 

 

LSB of each byte like this: 

0000 

0001 
0010 

0011 

0100 

0101 

0110 

0111 

 
The major advantage of LSB algorithm are : 
1. High watermark channel bit rate low computational 

complexity of the   algorithm compared with others 

techniques. 

 

2. No computationally demanding transformation of the 

host signal, therefore, it has very little algorithmic 

delay [6]. 

 

LSB algorithm has minimum altercations in the message 

bits because of which original message is not lost ,since 

changes are made in the LSB bit therefore the message bit 

changes by 2 bits. This change of 2 bits is tolerable by the 
system and also because of low complexity LSB algorithm 

is widely used. 

 

4. Steganography and  Cryptography 

 
The two algorithm LSB and RSA are combined together to 

provide one more level of protection. The message can be 

first encrypted using cryptography to a cipher text. This 
cipher text then can be embedded in a cover media using 

Steganography. This combined approach will satisfy the 

three goals of data hiding, security, capacity and 

robustness [8].  Least significant bit (LSB) coding is the 

simplest way to embed information in a digital audio file 

by substituting the least significant bit of each sampling 

point with a binary message. The LSB data hiding 

technique is one of the simplest methods for inserting data 

into digital signals in noise free environments, which 

merely embeds secret message-bits in a subset of the LSB 

planes of the audio stream [6]. 

 
RSA is one of the first practicable public-private key 

cryptosystems and is widely used for secure data 

transmission. In RSA, this asymmetry is based on the 

practical difficulty of factoring the product of two large 

prime numbers, the factoring problem. A user of RSA 

creates and then publishes a public key based on the two 

large prime numbers, along with an auxiliary value. The 

prime numbers must be kept secret. Anyone can use the 

public key to encrypt a message, but with currently 

published methods, if the public key is large enough, only 

someone with knowledge of the prime factors can feasibly 
decode the message. 

 

Both RSA and LSB algorithm are implemented together. 

Steganography is responsible for data hiding and 

cryptography does scrambling of the data sequences, these 

altercations of dual approach enhance the data security [8]. 
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Fig 2 : Block diagram 

 

5. De-Steganography  

 
To extract a secret message from an LSB encoded sound 

file, the receiver needs access to the sequence of sample 
indices used in the embedding process. Normally, the 

length of the secret message to be encoded is smaller than 

the total number of samples in a sound file. Extraction 

process is exactly reverse of the embedding process. The 

secret message embedded in the audio file is given as the 

input which is called the stego audio file. In the extraction 

process data is extracted from the embedded file [6]. 

 

6. Decryption  using  CRT(Chinese 

Remainder Theorem) 

 
Chinese Remainder Theorem, CRT, is one of the main 

theorems of mathematics. This can be used in the field of 

cryptography. In RSA-CRT, it is a common practice to 

employ the Chinese Remainder Theorem during 

decryption. It results in a decryption much faster than 

modular exponentiation. RSA-CRT differs from the 

standard RSA in key generation and decryption. The value 

of d, the secret exponent cannot be made short. As soon as 

d < N0.292, RSA system can be totally broken [9]. 
 

When destination node receives the encrypted message it 

decrypts this encrypted message using CRT in the 

following manner:  

dp=d mod(p-1). 

dq=d mod(q-1). 

qinv =q-1 mod p. 

 m1 = Cdp mod p. 

 m2 = Cdq mod q. 

 h = (qinv * (m1- m2 )) mod p. 

M = m2 + h*q 

       Where,  

                     p,q= Two prime numbers such that  

                     N=p.q. 

                    d,N=private key of destination node. 

    

7. Advantages of CRT Over RSA in 

decryption 

 
The security of the RSA cryptosystem is based on two 

mathematical problems: the problem of factoring large 

numbers and the RSA problem. Full decryption of an RSA 

cipher text is thought to be infeasible on the assumption 

that both of these problems are hard. The RSA problem is 

defined as the task of taking eth roots modulo a composite 

n: recovering a value m such that c ≡ me (mod n), where 
(n, e) is an RSA public key and c is an RSA cipher text.  

CRT decryption is much more effective than RSA 

decryption.CRT guarantees that there is a solution because 

in this case all modules are prime. When the numbers are 

much larger, using CRT is much more efficient than 

directly performing the calculation. Chinese Remainder 

Theorem (CRT) speeds up the private key operations. In 

coding theory, detection and correction of errors is done 

by adding redundancy to data that is sent via a noisy 

channel or in a computer. The CRT remainder techniques 

are useful in developing code that detects errors. In 
cryptography, the CRT is used in secret sharing through 

error-correcting code. The CRT is itself a secret-sharing 

scheme without any need for modification.  

 

8. Steganalysis 

 
Steganalysis is the art and science to detect whether a 

given digital medium contains hidden data. The art of 

steganalysis plays a greater role in the selection of features 

or properties of digital data to test for hidden data while 

the science helps in designing of the technique to detect or 

extract tests the hidden data [10]. Steganalysis can be 

termed as a method of attacking the digital media for 

estimating whether the media contains secret data 
embedded in it. Steganalysis can serve as an effective way 

to judge the security performance of steganographic 

techniques.[12]  

 

 

 

8.1 Attacks  
 

8.1.1 Brute Force 
 

In cryptography, a brute-force attack, or exhaustive key 

search, is a cryptanalytic attack that can, in theory, be used 

against any encrypted data. Such an attack might be used 

when it is not possible to take advantage of other 
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weaknesses in an encryption system that would make the 

task easier. It consists of systematically checking all 

possible keys or passwords until the correct one is found. 

In the worst case, this would involve traversing the entire 

search space. When password guessing, this method is 

very fast when used to check all short passwords. When 
key guessing, the key length used in the cipher determines 

the practical feasibility of performing a brute-force attack, 

with longer keys exponentially more difficult to crack than 

shorter one. 

 

8.1.2 Statistical Attack 
 

In Statistical attack the most programs relies on the 

assumption that least significant byte it of a cover file is 
random and therefore overwritten with a secret message is 

not necessarily true. The idea of the statistical attack is to 

compare the frequency distribution of a potential cover file 

with the theoretically expected distribution of the cover 

file. If the new data does not have the same statistical 

profile as the standard data is expected to have, then it 

probably contains a hidden message. 

 

9. Conclusion 

 
Protecting data from unauthorized access is major concern 

in the today’s fast communication world. One of the most 

effective techniques has been discussed in this paper 

which shows the combination of the most effective 
algorithm RSA and LSB results in the most secured and 

robust systems. Hiding data in the audio cover file has an 

greater advantage. Overcoming the decryption slow speed 

by using faster RSA-CRT techniques and testifying the 

entire system with the help of two attacks i.e. Brute force 

and statistical attack.  
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