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Abstract -  Sharing data in a multi-owner manner while 

preserving data and identity privacy in a cloud is still, a 

challenging issue. Due to the frequent change of the 

membership. A secure multi owner data sharing scheme, is 

designed in this paper. By using group signature and 

dynamic broadcast encryption techniques any cloud user can 

anonymously share data with others. Meanwhile, the storage 

overhead and encryption computation cost of our scheme are 

independent with the number of revoked users. In this paper 

all the above issues have been overcome.  
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1. Introduction 
 

Cloud computing is the use of computing resources 

(hardware and software) that are delivered as a service 

over a network (typically the Internet). The name comes 

from the common use of a cloud-shaped symbol as an 
abstraction for the complex infrastructure it contains in 

system diagrams. Cloud computing entrusts remote 

services with a user's data, software and computation. 

Cloud computing consists of hardware and software 

resources made available on the Internet as managed third-

party services. These services typically provide access to 

advanced software applications and high-end networks of 

server computers. 

 

2. Literature Survey 
 

2.1  Plutus: Scalable Secure File Sharing on 

Untrusted Storage [5] 
 
Plutus is a cryptographic storage system that enables 

secure file sharing without placing much trust on the file 

servers. In particular, it makes novel use of cryptographic 

primitives to protect and share files. Plutus features highly 

scalable key management while allowing individual users 

to retain direct control over who gets access to their files 

[5]. We explain the mechanisms in Plutus to reduce the 

number of cryptographic keys exchanged between users 

by using filegroups, distinguish file read and write access, 

handle user revocation efficiently, and allow an untrusted 

server to authorize file writes. We have built a prototype 

of Plutus on OpenAFS. Measurements of this prototype 

show that Plutus achieves strong security with overhead 
comparable to systems that encrypt all network traffic. 

 

2.2 Sirius: Securing Remote Untrusted Storage [6] 
 

This paper presents SiRiUS, a secure file system designed 

to be layered over insecure network and P2P file systems 

such as NFS, CIFS, Ocean Store, and Yahoo! Briefcase. 

SiRiUS assumes the network storage is untrusted and 

provides its own read-write cryptographic access control 
for file level sharing. Key management and revocation is 

simple with minimal out-of-band communication [6]. File 

system freshness guarantees are supported by SiRiUS 

using hash tree constructions. SiRiUS contains a novel 

method of performing file random access in a 

cryptographic file system without the use of a block 

server. Extensions to SiRiUS include large scale group 

sharing using the NNL key revocation construction. Our 

implementation of SiRiUS performs well relative to the 

underlying file system despite using cryptographic 

operations. 

 

2.3 Improved Proxy Re-Encryption Schemes with 

Applications to Secure Distributed Storage [7] 
 

In 1998, Blaze, Bleumer, and Strauss (BBS) proposed an 

application called atomic proxy re-encryption, in which a 

semi trusted proxy converts a cipher text for Alice into a 
cipher text for Bob without seeing the underlying plaintext 

[7]. We predict that fast and secure re-encryption will 

become increasingly popular as a method for managing 



IJCSN  International Journal of Computer Science and Network, Volume 5, Issue 3, June 2016           
ISSN    (Online) : 2277-5420       www.IJCSN.org 
Impact Factor: 1.02 

550 

 

 

encrypted file systems. Although efficiently computable, 

the wide-spread adoption of BBS re-encryption has been 

hindered by considerable security risks. Following recent 

work of Dodis and Ivan, we present new re-encryption 

schemes that realize a stronger notion of security and 

demonstrate the usefulness of proxy re-encryption as a 
method of adding access control to a secure file system. 

Performance measurements of our experimental file 

system demonstrate that proxy re-encryption can work 

effectively in practice. 

 

2.4 Secure Provenance: The Essential of Bread and 

Butter of Data Forensics in Cloud Computing [8] 
 

Secure provenance that records ownership and process 

history of data objects is vital to the success of data 

forensics in cloud computing, yet it is still a challenging 

issue today [8]. In this paper, to tackle this unexplored area 

in cloud computing, we proposed a new secure provenance 

scheme based on the bilinear pairing techniques. As the 

essential bread and butter of data forensics and post 

investigation in cloud computing, the proposed scheme is 

characterized by providing the information confidentiality 

on sensitive documents stored in cloud, anonymous 
authentication on user access, and provenance tracking on 

disputed documents. With the provable security 

techniques, we formally demonstrate the proposed scheme 

is secure in the standard model. 

 

3. System Development 

 

 
 

Fig 3.1 System Flow 

 
We propose a secure multi-owner data sharing scheme. It 

implies that any user in the group can securely share data 

with others by the untrusted cloud. 

 

3.1 Overview 
 

• Combine group signatures and dynamic broadcast 

encryption techniques. 

• Group signatures (Enables users to anonymously 

use the cloud resources). 

• Dynamic broadcast encryption(Allows data 

owners to securely share their data files with 

others including new joining users). 

 

3.2 Challenges 
 

Computation overhead of encryption and the size of the 

cipher text increase with the no. of revoked users. 

 

3.3 Solution 
 
We let group manager compute the revocation parameters 

and make the result publicly available by migrating them 

into the cloud. 

 

4. SCHEMA Description 
 

4.1 System Initialization 

 
Group manager takes charge of system initialization. 

 

4.2 User Registration 
 

• Unique ID. 

• User obtains a private key. 

• Private key used for group signature generation 

and file decryption. 

 

4.3 User Revocation 
 

• Performed by group manager via public 

revocation list. 

• Using revocation list group members can encrypt 
their data files and ensure confidentiality against 

revoked users. 

• Revocation list is updated daily by group 

manager even when no user is revoked. 

• Revocation List is bounded by signature to 

declare its validity. 

• The group manager migrates the revocation list 

into cloud for public usage. 

 

4.4. File Generation 
 

To store and share a data file in the cloud, group member 

performs following: 

 

1. Get revocation list from the cloud, in this member sends 

the group identity as request to cloud.The cloud responds 

the revocation list to the member. 

 

2.Verify the validity of the revocation list: 
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 i.Check the marked date is fresh or not. 

 ii. Verify the contained signature. 

 iii.If RL is invalid data owner stops the scheme. 

 

3. Encrypt the data file M: 

 a.There is no revoked user in RL. 
  i.Select unique file id. 

  ii.Choose random no. 

 

 b.There are r revoked users in the revocation list: 

  i.Select unique data file identity. 

  ii.Choose random no. 

 

4. Select random no r and compute f(r).The hash value will 

be used for data file deletion operation data owner adds 

into his local storage. 

 

5. Construct uploaded data file. 
 

6. Upload data by adding the ID into the local shared list 

maintained by manager. 

 i. on reviewing the data the cloud checks its 

validity. 

 ii. If algorithm returns true,group signature is valid. 

 iii. Otherwise cloud abandons the data. 

 iv. If several users have been revoked by the group 

manager, the cloud also performs revocation 

verification by using algo3. 

 

4.5. File Deletion 

 

Files can be deleted by group manager or owner. To delete 

a file group manager computes a signature and sends the 

signature along with id to the cloud. Cloud will delete file 

if equation holds. 

 

4.6. File Access 
 

• After getting data file and revocation listuser 

adopts its private key. 

• Upon receiving request cloud server checks 

validity of signature and performs a revocation 

verification. 

• Check validity of revocation list. 

• Verify the validity of file and decrypting it. 

 

4.7 Algorithm Used 
 

Algorithms used in this scheme are as follows: 
 

1. Signature Generation 

2. Signature Verification 

3. Revocation Verification 

4.7.1 Algorithm (1) Signature Generation 
 

Input:  Private key (A, x), system parameters (P, U, V, H, 

W) and data M 

 
Output: Generate a valid group signature 
Begin 

Select random numbers �, �, ��,��,��,��	,��
, ∈  �∗ 

Set �	 = �� and  �
 = �� 
Compute the following values 

 

��
��
�
���
� �	 = �. �                                                                       �
 = �. �                                                                                  �� = �� + �� + � . !                                                "	 = �� . �                                                                   "
 = �� . �                                                                   

"� = #���, $ %&#�!, ' (%)(%* #�!, $ (%+,-.+/"0 = �� . �	 − ��	. �                                                  "2 = �� . �
 − ��
. �                                                  

3 

Set  

 

c=f (M,�	 , �
 , ��, "	, "
, "�, "0, "2  

 

Construct the following numbers 

 

��
�
��

4� = �� + 5�4� = �� + 5�4� = �� + 5�4�	 = ��	 + 5�	4�
 = ��
 + 5�


3 

 

Return 6 = 7�	, �
 , �� , 5, 48 , 4� , 4� , 4�	, 4�
9 

End 

 

4.7.2 Algorithm (2) Signature Verification 
 
Input: System parameter (P, U, V, H, W), M and 

signature 6 = 7�	 , �
 , ��, 5, 48 , 4� , 4� , 4�	 , 4�
9 

 
Output: True or False 
Begin 

Compute the following values 

���
�
���

":	 = 4� . � − 5. �	":
 = 4� . � − 5. �

":� = 7#���, ' #�$, $ 9;#7��,$9�&#�!, ' (<)(<* #�!, $ <+,(<+/
":0 = 4� . �	 − 4�	 . �                                                                                   
":2 = 4� . �
 − 4�
 . �                                                                                    

3 

 

If c=f (M,�	 , �
, �� ,Ř	, Ř
, Ř�, Ř0, Ř2  

Return True 

Else 

Return False 

End 
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4.7.3 Algorithm (3) Revocation Verification 
 

Input: System parameter (!>, !	, !
 , a group signature6, 

and a set of revocation key �	 … … . �@ 

 
Output: Valid or Invalid 

Begin 

Set temp=e (�	, !	 #��
,!
  

For i=1 to n 

If e (�� − �� , !> = A#BC 

Return Valid 

End if 

End for 

Return Invalid 

End 

 

5. Results 
 

In this section, we will discuss the results of measurements 

to access services running on the cloud computing 

infrastructure. The proposed scheme is not affected by the 

dynamic broadcast encryption scheme.  
 

5.1 Client Side Computation 
 

We found out that encrypting a 10Mb and 80Mb file cost 

client 0.2 and 1.6 seconds. It implies that symmetrical  

encryption operation costs more when the file is large. 

 

Similarly the computation cost increases when the number 

of users revoked increases, as the proposed scheme needs 

to verify that the user has been revoked. And for tracing 

operation to identify the real identity of data owner.  

 
 

Fig 5.1 Comparison on Computation Cost for file encryption between 

proposed scheme and dynamic broadcast encryption scheme. 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
Fig 5.2 Comparison on computation cost for file access between 

proposed scheme and ODBE. 

 

The computation cost is determined by the symmetrical 

decryption operation. If the accessed file is large the cost 

also increases. 

 

5.2 Cloud Computation  
 

Computation cost for cloud is determined by client 

operations like file access, file deletion. It is deemed 

acceptable even when the number of users revoked is 

large. The computation cost is independent with the size of 

the file for access and deletion operations. Results are 

given in Table 5.2.1. 

 

5.3 Experimental Results 
 

Table 5.2.1 Cloud Computation cost 

 

Request Number of revoked users 

0 10 30 

File 

Access(20MB) 

0.06 0.20 0.35 

File 

Access(2MB) 

0.1 0.16 0.2 

File 

Deletion(2MB) 

0.02 0.12 0.2 

File 

Deletion(20MB) 

0.042 0.15 0.23 

 

 

6. Conclusion 
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We designed a secure data sharing scheme for dynamic 

groups in an untrusted cloud. In this, a user is able to share 

data with others in the group without revealing identity 

privacy to the cloud. Additionally, it supports efficient 

user revocation and new user joining. More specially, 
efficient user revocation can be achieved through a public 

revocation list without updating the private keys of the 

remaining users, and new users can directly decrypt files 

stored in the cloud before their participation. Moreover, 

the storage overhead and the encryption computation cost 

are constant. Extensive analyses show that our proposed 

scheme satisfies the desired security requirements and 

guarantees efficiency as well. 

 

7. Future Scope 
 

As an extension to current work, performance can be 

improved by adding multiple Group managers and a super 

admin .In this system only one group manager if in any 

condition group manager fails then another back up group 

manager will be there. Also using advanced simulation 

technique we can reduce the cost of performance. Another 

extension is providing more security to the groups by 
making subgroups of members. 
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