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Abstract - Data encryption is widely used to assure security in open networks such as the internet. Each kind of data has
its own features; therefore, different techniques should be used to protect confidential data from unauthorized access.
Currently, most of the available encryption algorithms are used for text data. However, due to large data size and real time
constrains, algorithms that are good for textual data may not be suitable for multimedia data. This Paper is a literature
survey about block ciphers encryption algorithm( triple-DES, DES,AES, Blow-Fish).In this Paper I have concentrates on
providing a starting point for designing strong, secure, and efficient cryptosystems. Various design issues and algorithms
have been described in the paper. Paper explains a new timing evaluation model based on random number generating
mechanism is proposed here to analyze the time-consuming of the known block cipher symmetric cryptographic
algorithms. In this model for evaluation, there is one evaluating mode, which is different plaintexts in the same key
(DPSK). As the basis of the evaluating model, the plaintext and the corresponding key, both generated by random
numbers. The theoretical results shows that under the same key length and for the same size of the processed data, TripleDES is about several hundred times slower than our proposed working model, AES, DES, Blow-Fish and IDEA. And
there are other runtime characteristics which further highlight the difference between these three cryptographic
algorithms and provide a reference value of for people’s rational using.
Keywords - Time-Consuming; Triple-DES; AES; Blow-Fish; IDEA; Random Number.
Asymmetric encryption solves the trust problem inherent
in symmetric encryption by using two different keys: a
public key for encrypting the messages, and a private key
for decrypting the messages. This makes it possible to
communicate in secrecy. If your public key is known to
others, then too your message is protected. The public key
is only good for encryption; it's useless for decryption.
Nobody can decrypt the messages unless they have private
key. However, asymmetric encryption is very slow. It's not
recommended for use on more than roughly 1 kilobyte of
data [7].

1. Introduction
any encryption algorithms are broadly available
and used in information security. They can be
categorized into Symmetric and Asymmetric
key encryption, i.e. private and public key
encryption respectively.

M

1.1 Symmetric Encryption
In symmetric encryption also known as the Private Key
Method or encryption, a single key is used for encrypting
and decrypting the data. This type of encryption is fast,
but has a severe problem. The inherent weakness of this
method is mostly the requirement of a key exchange
between communications partners. In other words, in
order to share a secret with someone, they have to know
your key. This implies a very high level of trust between
people sharing secrets, if an unscrupulous person has your
key or if your key is intercepted by a spy they can decrypt
all the messages you send using that key. However,

1.2 Asymmetric Methods
In Asymmetric encryption also known as the Public Key
Method, it uses two different keys: the private key and
public key. The public key is distributed freely and the
private key is known only to the owner of a key. The two
keys have a (mathematical) relationship. However, for
obvious reasons, calculation of a private key on the basis
of the public key must be impossible or at least not
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feasible. Both keys have different functions depending on
the application at hand. In the case of data encryption,
data is encoded using the public key. The private key is
required in order to decrypt the message. The private key
can also be used to generate digital signatures, which can
later be verified using the public key [7].

2.1 Evaluation Model Based on Random Number
Generation Mechanism
Typically speaking, evaluating one algorithm usually need
to consider time complexity and space complexity, which
must be quite clear of algorithm. However, on the premise
of unknown algorithm description, theoretical analysis
becomes infeasible. The evaluation model based on the
random number generating mechanism that this paper
proposes can simulate the generation of plaintexts and
keys that occur actually in existence, and the number of
evaluating tests do not witnesses exponential growth
according to the input scale. Because if we do not use the
random number, then the tests should according to the
size of data (from a few bytes to several megabytes) and
the content of data (from 0 to its maximum number) to
carry out. For example, a test of n-bit data, generating 2n
data sequentially will be completed and suitable. Of
course, according to the principles of the statistics, the
larger the number of evaluated data generated is, the more
evident the statistical effect of this evaluation model is.

2. Literature Survey
Cipher plays a significant role in camouflaging the true
nature of data; this is achieved by inducing the factor of
confusion through a series of shift and other mathematical
functions. In the field of cryptography there exist several
techniques for encryption/decryption these techniques can
be generally classified in to two major groups
Conventional and Public key Cryptography, Conventional
encryption is marked by its usage of single key for both
the process of encryption and decryption whereas in
public key cryptography separate keys are used. Further
on conventional techniques are further broken in to
Classical and Modern techniques Public key cryptography
is also an option when it comes to encryption but it
requires excessive communication and processing
resources. Our Proposed methods to some extent deals
with some of the drawbacks of existing techniques that
includes usage of key as it is without inducing any
confusion in the primary key we changed that by
generating many sub-parts of key from the primary key,
similarly the key size of proposed concept may be varies
from 4character or 32bits to onwards it can be 64-bits
,128-bits and so on (but here I am using 128 bits standard
key size) whereas on the other hand we have example of
DES, AES and triple-DES, Blow-Fish that have fixed key
structure[9]. The variation in key introduces the aspect of
uncertainty which is a positive aspect when it comes to
encryption, time complexity is the phenomenon that
describes the effect in the output cipher text if a large text
data are changed in the file. This change that occurs at
the output should be sufficient if we want to create a
secure algorithm.

A. The Generation and processing of Plaintext
In this evaluation model, the plaintext consists of a packet
which is written by the random number. There are two
parameters for generating a packet: the pointer for the
array to store the packet data and the packet size, where
the array is used for storing the generating message of a
packet randomly and its every element is a random
number with the range from 0 to 65535. Usually, random
numbers are generated as part of the simulation, so they
should closely approximate the ideal statistical properties
of uniformity and independence. A packet is associated
with the simulation of a file data, so, in this evaluated
system, we define six kinds of the size of evaluated
packets in order to measure the time-consuming of each
algorithm that encrypt different size of plaintexts. These
are 4KB, 8KB, 16KB, 32KB, 64KB and 128KB. For
triple-DES, because it is a block cipher, so without the
loss of generality, the processed plaintext is split into
many blocks and a block size is 64 bits (i.e. the algorithm
operates on the successive 64 bit blocks of the generated
plaintext). The key length of triple-DES is 192-bit, given
a plaintext P and three encryption keys K1, K2 and K3
and is defined as follows: C = EK3[DK2[EK1[P]]]. The
generated plaintext do the following five functions: an
initial permutation (IP); a complex function labeled fk,
which involves both permutation and substitution
operations and depends on a key input; a simple
permutation function that switches (SW) the two halves of
the data; the function fk again, and finally a permutation

In this paper we are studying of two research paper name
“A new timing evaluation model based on random
number generating mechanism [9]“ and “Performance
Evaluation of Symmetric Encryption Algorithms [4]” is
proposed here to analyze the time-consuming of the
known cryptographic algorithms: triple-DES, AES and
Blow-Fish and IDEA. In this model for evaluation, there
is one evaluating modes: different plaintexts in the same
key (DPSK). As the basis of the evaluating model, the
plaintext and the corresponding key are both generated by
random numbers” is discussed.
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function that is the inverse of the initial permutation (IP1)..

Asymmetric key encryption or public key encryption is
used to solve the problem of key distribution. In
Asymmetric keys, two keys are used; private and public
keys. Public key is used for encryption and private key is
used for decryption. Because users tend to use two keys:
public key, which is known to the public and private key
which is known only to the user. There is no need for
distributing them prior to transmission.

For AES, its block-cipher length and key length are
variable, and it was limited to 128-bit block-cipher and
with three cipher key strengths of it: a 128-bit, 192-bit
and 256-bit encryption key, but the corresponding number
of iterative rounds is 10, 12 or 14.

However, public key encryption is based on mathematical
functions, computationally intensive and is not very
efficient for small mobile devices [1]. Asymmetric
encryption techniques are almost 1000 times slower than
Symmetric techniques, because they require more
computational processing power. The most common
classification of encryption techniques can be shown in
Fig. 1 [4].

B. The Generation of Keys
A key is a value that causes a cryptographic algorithm to
run in a specific manner and produce a specific cipher
text as an output. In this evaluation model, random
numbers play an important role in the use of encryption.
In fact, sources of true numbers are hard to come by, we
use the function of “rand()” to simulate the random
numbers generation and set the current time as the seed of
random number here.

3. Proposed Evaluation Method

For other two algorithms, the function of “rand()” selects
the specified median of random number to simulate the
keys generation. So in this evaluation system, the key
length of AES can be chosen at will.

With the help of literature survey I have analyzed that I
can improve efficiency and security of block cipher
encryption. In this Paper I have study of two research
paper which define above and found that everybody is
trying to comparing time of known cryptography
algorithm but nobody is trying for improvement of time
efficiency of known cryptography algorithm, one more
thing we have found in the survey that the key size of
various algorithm is not fixed which is cause of poor
efficiency.

In second research paper there are many examples of
strong and weak keys of cryptography algorithms like
RC2, DES, 3DES, RC6, Blowfish, and AES. RC2 uses
one 64-bit key .DES uses one 64-bits key. Triple DES
(3DES) uses three 64- bits keys while AES uses various
(128,192,256) bits keys. Blowfish uses various (32-448);
default 128bits while RC6 is used various (128,192,256)
bits keys. But we are working only four block symmetric
algorithms like DES, Triple-DES, AES, and Blow-Fish.
Due to stream cipher I am not including RC2 and RC6 in
my literature survey, here I am working only block cipher
encryption algorithm.

Fig. 2 Evaluation Method.

Here I am presenting only theory concept of working
model. For timing evaluation of the known cryptographic
algorithm, it is necessary to describe the detailed
evaluation method, as illustrated in Fig.2. We defining
one evaluating modes to find whether the key and the
plaintext have impact on time consuming of
cryptographic
algorithms:
DPSK
(different

Fig. 1 Overview of the field of cryptography
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plaintexts in the same key).

encryption process, the higher is the load of the CPU [45].

This evaluation method will compare time-consuming of
encrypting plaintext with different cryptographic algorithms.
During processing, the content of the plaintext and the key
will be both written by the random number. For DPSK
evaluation mode, there are two parameters: the number of
evaluated plaintexts and the size of evaluated plaintext,
where the number of evaluated plaintexts is the number of
plaintexts that are generated randomly and the size of
evaluated plaintext can be chosen from six kinds that
mention above. In this mode, we do n cycles (that is, the
number of the evaluated plaintexts). In each cycle, three
same plaintexts are respectively encrypted by triple-DES,
IDEA, Blow-Fish and AES by copying them. In fact, the
larger the number of keys generated is, the more evident the
statistical effect of evaluation is. Finally, the outputs of the
evaluation system will be the average time-consuming
(AVT) and the maximum (MAX) and the minimum one
(MIN), where AVT is n divide by the total time-consuming
and MAX or MIN is the max or min value of the encrypting
time-consuming, and the time consuming will be measured
in seconds. Actually, for an encryption algorithm, the timeconsuming of encryption not only depends on the
algorithm’s complexity, but also the key and the plaintext
have certain impact.

4. Impacting Factors in Proposed Evaluation
Method
For an algorithm it is important to be efficient and secure.
Efficiency of an algorithm is computed on the bases of time
complexity and space complexity. The major factors
responsible for efficiency of the encryption algorithm are as
below:





Encryption Time
CPU Process Time
CPU Clock Cycles and Battery Power.
Memory,

The encryption time [4] is considered the time that an
encryption algorithm takes to produce a cipher text from a
plaintext. Encryption time is used to calculate the
throughput of an encryption scheme. It indicates the speed of
encryption. The throughput of the encryption scheme is
calculated as the total plaintext in bytes encrypted divided by
the encryption time.
The CPU process time is the time that a CPU is committed
only to the particular process of calculations. It reflects the
load of the CPU. The more CPU time is used in the

The CPU clock cycles are a metric, reflecting the
energy consumption of the CPU while operating on
encryption operations. Each cycle of CPU will consume
a small amount of energy [4-5].
The memory deals with the amount of memory space it
takes for the whole process of encryption and
decryption. The memory utilized for encryption and
decryption should be taken care to reduce the overload
of application.

5. Conclusion and Future Work
That is what most theoretical analysis cannot achieve,
even though quite familiar with the algorithm. When
the number of the evaluated plaintexts is bigger, their
effect is more obvious. Finally, it is not difficult to find
that, in contrast with training data, the larger the key
length is, the bigger AVT is, especially for Triple-DES.
This is also indicating that Blow-Fish is the most
effective algorithm except proposed working model due
to fixed key size and the value of MAX or MIN is not
the same in evaluation mode. Besides, in contrast with
training data, it is not difficult to find that the
increasing key length can lead to the significant
increment of AVT. In fact, different value of MAX and
MIN further manifest that not only the resulting cipher
text depends on the key; the content of key also effects
the time consuming of algorithm. This means that an
eavesdropper can have a complete copy of the algorithm
in use, but without the specific key used to encrypt that
message, it is useless. Generally speaking, the timeconsuming of cryptographic algorithm usually depends
on the size of plaintexts and keys, while the evaluation
model based on random number generating mechanism
that can verify that the time-consuming of
cryptographic algorithm not only depends on the size of
plaintexts and keys, but also their context will affect the
time-consuming of algorithm to some degree. Due to
stream cipher nature of RC2 and RC6 encryption
algorithm I have not included in my literature survey
because we have already know that stream cipher work
on individual character and I am working on block
cipher where encryption is done on block of character
which also provide efficiency to algorithm. In Future I
will implement my proposed working model and all the
point will also cover which I have discussed above. I
will display graphical as well as tabular comparisons of
known cryptography algorithm with our proposed
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working model and we will try to prove better efficiency
of our proposed implementation.
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