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Abstract - Nowadays cloud computing is very essential and important for secure storage of data due to its scalability. If
the data owner wants to share his/her data with some authorized user and that user wants to access more than one
document in such scenario, in existing system data owner sends separate key for each document to the user. To overcome
drawback of this approach we designed a Key Aggregate Searchable Encryption (KASE) scheme in which data owner
generates a single key for multiple number of documents and share the key with the user. Then the user uses that
aggregate key to perform keyword searching over the group of any number of files through single trapdoor using
aggregate key and decrypts the required documents. But still a number of side channel attacks are possible on that
aggregate key to leak the master secret key. If the key gets leaked then the attacker will have access to all the documents.
The system can be secured by reducing bit leakage so that an attacker cannot recover master secret key from aggregate key.
In this paper, we propose a Leakage-Resilient KASE scheme in which numbers of leaked bits by the attacker are reduced.
Evaluation results for the proposed system prove that our scheme is auxiliary input CPA secure based on the KASE
scheme by reducing leakage by a ratio of 80% approximately.
Keywords - Auxiliary Input, CPA Security Model, Key Aggregate, Leakage Resilient, Searchable Encryption.
makes it problematic for the users to search and then
retrieve only the data matching given keywords. A
standard solution is to implement a searchable encryption
(SE) method in which the data owner is required to
encrypt keywords and upload them to the cloud with
encrypted data, so, for retrieving data matching a keyword.

1. Introduction
loud storage has emerged as an exciting solution
for providing ever-present, suitable, and ondemand accesses to huge amounts of data shared
over the network. Sharing of data is an important
point at issue in cloud storage, and method to
share the encrypted data efficiently is a challenging issue
in the cloud storage. There are two straightforward way to
share the encrypted data in the cloud. The first method is
that the owner of data can download the encrypted data,
then decrypt them and send to authorized users. Though
due to this way it loses the value of cloud, and it is also
very inefficient. The second method is that the data owner
can privately send the keys of the corresponding
encrypted data to other users for sharing. But this way is
still also very tricky due to a large number of encrypted
data. Thus, the data owner may need to send many keys
one time for sharing of data, which is not a very secure
way. So, how can a data owner efficiently and securely
send the decryption rights to other users is a challenging
problem in cloud storage. However, the encryption of data

C

Cui, Liu et al. [1] proposed a Key Aggregate Searchable
Encryption (KASE) to solve the above problem. This
technique keeps up the flexible decryption in such a way
that any subset of cipher-texts can be decrypted by an
aggregate secret key. The aggregate key is produced by
the data owner’s master secret key. In KASE, the ciphertexts are categorized into different classes, and the data
owner can extract aggregate secret keys from different
classes by using his master secret key. The aggregate key
is compressed as one key for one cipher-text class, but it
has the power of many such keys. So, now the data owner
can only send one aggregate key to other users to share
many documents in the cloud. However, many
nodes/devices of cloud are mobile devices, and the
aggregate key stored in it is easy to be leaked. Thus, how
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it does not consider how the number of shared keys and
trapdoors can be reduced. Key aggregate searchable
encryption (KASE) system can make MUSE more
efficient and practical and also provide the answer for the
keyword search and access control.

to construct a leakage resilient KASE system is still a
challenge problem.
In the practical world, side channel attacks grant the
attackers to leak partial knowledge about secret key by
noticing some physical properties of a cryptographic
execution. Hence, the idea of leakage resilient
cryptography has been proposed. In this paper, we
propose a leakage resilient KASE for group data sharing
with auxiliary input based on Cui, Liu and Wang’s basic
construction [1]. In our work, the system is secured by
reducing bit leakage so that an attacker cannot recover
master secret.

2.3 Multi-Key Searchable Encryption
When there is a scenario of multi-user application, we
consider that when searching the keyword over documents
the number of trapdoor will be same as the number of
documents, Popa and Zeldovich el at [15] firstly proposed
the multi-key searchable encryption (MKSE) system
concept and in 2013 this system was put forward. Multikey searchable encryption allows a user to search over
documents encrypted with different keys by providing a
trapdoor of single keyword to the server. This requirement
looks very similar to the objective of KASE, but these two
techniques are completely different from each other. The
objective of KASE system is distributing the aggregate
key to give the keyword search right to any user in a
group data sharing system; however the aim of MKSE is
to ensure that using single trapdoor keyword search can
be performed on cloud server over different documents
belonging to a user.

2. Literature Review
2.1 Key Aggregate Group Data Sharing via Cloud
Data sharing systems have received much more attention
lately [3], [4], [5], [6] which is based on cloud storage. To
be specific, Chu et al [6] considered many ways to reduce
the data encryption key distribution numbers. The owner
of data needs to distribute all keys which are used for
encryption, to share several documents with the same user
in a traditional approach which is almost infeasible.
Taking this challenge with the aim to generate an
aggregate key for the user to decrypt all the documents
shared with the user, Chu et al [6] proposed a data
sharing system using key-aggregate cryptosystem (KAC).
This is a new cryptographic system, which allowed to give
flexible decryption rights such that aggregate secret key
can be used to decrypt any cipher-texts subset. The
constant-size aggregate key is generated by the master
secret key of the data owner. The power of many keys is
aggregated as one key is compacted for one cipher-text
class. Hence, to share many documents, only one
aggregate key is needed to be sent by the data owner to
the data requester in the cloud.

2.4 Public-Key Encryption with Keyword Search
The difficulty in public cloud system is searching over
encrypted data through encryption key. Firstly introducing
search query where the keyword were used for email
gateway. Without knowing about the contents of data
shared with specific keyword can be searched by the
gateway and verifying satisfying document to rank
documents accordingly. Public Key Encryption with
Keyword Search system recognize all public key
encrypted documents containing the same keyword given
by data owner without decryption of data. Test over the
gateway is executed to match encrypted keywords of
sender and word of receiver choice, no more information
is learned by the gateway. PEKS system implies Identity
Based Encryption (IDE) scheme where owner encrypts
data, such that user having required attributes can only
decrypt the shared document. This system considered only
single owner and user condition for performing keyword
searches over multiple shared documents.

2.2 Multi-User Searchable Encryption
Multi-User Searchable Encryption (MUSE) technique was
focused on some recent work [8], [9], [10], [11], [14],
while to reach the objective these all adopted single key
integrated with access control. In [7], [14], multi-user
searchable encryption system are constructed to achieve
coarse-grained access control by using broadcast
encryption and the documents were shared by sending
searchable encryption key to all users who can access it.
Attribute Based Encryption (ABE) is applied in [8], [9],
[10], [11], [12], [13] to achieve searching keyword using
fine-grained access control. However, now in multi-user
searchable encryption, control over which document can
be accessed by which user is the main problem. As well as

2.5 Leakage Security Model
Until now, some classic leakage models have been
proposed, and there are primarily three leakage models.
The first model is the bounded retrieval model [18], [19],
[20], in this model the bit-length of the key must be
significantly higher than the total number of bits leaked
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over the lifetime of the system, and before the whole
secret is leaked we hope that the attack is detected and
stopped. The second model is the continual leakage model
[21], [22], [16], where the secret key should be refreshed
continually where there is no leakage during the update
process and it assumes that leakage is bounded in term of
a fraction of the secret key size between consecutive
updates. The third model which is developed from the
relative leakage model [17], is the auxiliary input model
[23], [24], [25], [26], which permits any non-invertible
function that no probabilistic polynomial time attacker
can compute the actual pre-image with probability which
is non-negligible. Zhiwei Wang and Lingyu Zhou el at [2]
proposed a leakage resilient KAC with auxiliary input
based on Chu et al.’s basic construction [6]. Where, the
attacker still cannot recover any information of the master
secret key, no matter how many bits are leaked from the
aggregate key.

1.
2.
3.

Setup (1λ, n) algorithm is run by the cloud provider
to set up the scheme.
Keygen(pk, msk) algorithm is the run by the data
owner to generate a random key pair.
Encrypt (pk, i) algorithm is run by the data owner to
th

4.

5.

6.

7.

2.6 Leakage-Resilient KAC with Auxiliary Input

encrypt the i document and generate its ciphertext
keywords.
Extract (msk, S) algorithm is run by the data owner
to create an aggregate key for sharing a selected set of
documents with other users.
Trapdoor (kagg, w) algorithm is run by the user who
has the aggregate key with help of which he can
search.
Adjust (params, i, S, Tr) algorithm is run by a cloud
server to adjust the aggregate trapdoor to generate the
right trapdoor for each different document.
Test (Tri, i) algorithm is run by the cloud server to
perform a keyword search over an encrypted
document.

3.2 Mathematical Representation of Functions

Chu et al. [6] proposed a key aggregate cryptosystem
(KAC) to solve the problem of selectively sharing data by
generating a single aggregate key. This is a new
cryptographic system, which allowed giving flexible
decryption rights such that aggregate secret key can be
used to decrypt any cipher-texts subset. The constant-size
aggregate key is generated by the master secret key of the
data owner. In this system, different classes are created to
classify the cipher-texts, and these different classes are
used by a data owner to generate aggregate secret keys by
using a master secret key. The power of many keys is
aggregated as one key is compacted for one cipher-text
class. Hence, to share many documents, only one
aggregate key is needed to be sent by the data owner to
the data requester in the cloud. But in the real world,
attackers can learn partial information about the secret
key by making many side channel attacks and observing
cryptographic execution physical properties. Zhiwei Wang
and Lingyu Zhou el at [2] proposed a leakage resilient key
aggregate cryptosystem with auxiliary input, which is
based on Chu et al.’s construction [6].

The functions of our system
mathematical formulation below –

3. System Architecture
3.1 Functional Overview
The system architecture will give the explanation how the
data owner share number of documents with single
aggregate key and also show searching functionality over
encrypted data, refer Figure 1. Our system consists of the
following functionality

are

described

1.

Setup
Input: {λ, n}
Output: {β, PubK, H}
Where,
β = (P, G, G1, (’,’)), is a bi-linear map
P is order of G, ∀2 λ ≤ P ≤ 2 λ +1,
H: {0, 1}* → G,
PubK = (g, g1, gn... g2n) ϵ G2n+1

2.

Key Generation
Input: P
Output: Pk , Msk
Where,
Pk is public key,
Msk is master secrete key,
Pk = gγ and Msk = γ
γ is random pick number, ∀γ ϵ Zp

3.

Encryption
Input: i, Pk
Output: Cw
Where,
i is index of doc,
Pk is public key,
Cw is keyword ciphertext,
w is keyword.
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4.

Key Aggregation
Input: msk, S
Output: Kagg
γ
Kagg = ΠjϵS g n+1−j

Fig. 1: System Architecture Overview

5.

6.

7.

Trapdoor
Input: Kagg , w
Output: Tr
Tr =Kagg . H (w)
Where,
w is keyword we want to be search,
Tr is agg trapdoor for keyword w.

encrypted data, we propose a leakage resilient system
using the auxiliary input model. Algorithm 1 shows the
pseudo code of proposed system.
The Algorithm 1 describes the leakage resilient system.
First, the setup of the system is done in which p, q and g
are initialized. Second, the KeyGen is executed to
generate public key Pk and master secret key MSK. Third,
the auxiliary input is determined from the hash value of
the public key of user and this is given to encryption
function.

Adjust
Input: params, i, S, Tr
Output: Tri
Where,
Tri is trapdoor for doc index i ∈ S.

Fourth, the auxiliary input a is split into two equal
lengths, the encryption of message/data M is done using
the a1 as key. Then the values of r and s are determined
which are used during decryption. Fifth, the auxiliary
input k is determined and split into two equal lengths k1,
k2 from which the encrypted data c is decrypted using the
k1 as key.

Test
Input: Tri, i, ∆i
Output: True or False

4. Proposed Methodology
4.1 Leakage Resilient System with Auxiliary Input
The Key Aggregate Searchable Encryption (KASE)
system is prone to leakage of data. In practical, side
channel attacks allow the attackers to learn partial
information by observing physical properties of a
cryptographic execution. To avoid leakage of information
by applying chosen plaintext attack and obtaining bits of
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4.2 Proposed CPA Security Model

5. Experimental Setup

To ensure security against auxiliary input and chosenplaintext attacks (CPA) we defined it as a game between
the attacker A and the challenger C. Algorithm 2 shows
the pseudo code of the proposed CPA security model.

5.1 Dataset
The key aggregate searchable encryption system accepts
text files as an input. To evaluate the performance of our
system we used text documents of sizes ranging from 50
KB to 500 KB. We used these files for testing of all the
system modules.

In Algorithm 2, First, the attacker A sends a set of
leakage functions Fe to the challenger C. Second,
challenger runs params ← Setup (λ) and (Pk, Msk) ←
keygen () to generate public and master secret key, then
sends public key Pk to the attacker.

5.2 Performance Metrics
We evaluated our proposed approach with respect to the
following parameters of the system

Third, attacker encrypts a data M using public key and
aggregate key separately and sends it to challenger.
Challenger reply to this by decrypting the data and
sending back to the attacker.

•
•
•
•
•

Fourth, attacker submits two messages M1 and M2 with
the same length to the challenger. From which challenger
chooses a random message and returns it to attacker by
encrypting by his public key.

Cost of setup
Cost of encrypt
Cost of decrypt
Cost of trapdoor
Leakage ratio

We done the execution of each module to evaluate the
time cost of the existing KASE system and proposed
leakage-resilient KASE system, as our aim is to make our
system leakage proof. To check whether our system have
any effect on time cost after making system leakage proof
using auxiliary input, we evaluated our system to compare
with KASE scheme.

Finally, attacker checks for leakage by matching the
patterns of message and previous encryption.

After the analysis, we found that our proposed system did
not have a major effect on time of the system functions
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such that, every time the cost of time for the proposed
system is approximately near KASE system. The Fig 2, 3,
4 and 5 shows performance comparison with respect to
cost of time for the existing system and our proposed
system.

Fig. 5: Cost of Trapdoor

6. Data Tables and Results
6.1 System Leakage Comparison
Fig. 2: Cost of Setup

To evaluate and compare the existing system with our
proposed system with respect to leakage, we submitted
messages manually to detect leakage. Table 1 shows
sample of 5 messages, from which we can conclude that
the leakage-resilient system have reduced leakage than
existing KASE system.
Table 1: Leakage Testing Results

Fig. 3: Cost of Encryption

Msg ID

Message

1

Cloud

Existing
System
Leakage
79.73%

Proposed System
Leakage
73.13%

2

Encrypt

80.58%

73.78%

3

Decrypt

79.37%

74.7%

4

Orange

77.17%

73.5%

5

Lab

94.25%

82.49%

6.2 Leakage Reduction Ratio
We executed our proposed system using multiple numbers
of messages ranging from 5 to 50. Figure 6 show that a
higher ratio of messages has reduced leakage as compared
to message with unreduced leakage. About 80 % of
messages were getting reduced leakages, which makes our
system leakage-resilient.

Fig. 4: Cost of Decryption
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7. Conclusion
Key Aggregate Searchable Encryption (KASE) is very
useful for the group data sharing in cloud storage, but can
be prone to key leakage. In our proposed system we
concentrate on making the leakage resilient KASE
system, since when KASE system is used in cloud
applications, it is prone to leakage by side-channel
attacks. We propose a leakage resilient KASE system with
auxiliary input, which is secured such that the number of
bits leaked by the attacker using an aggregate key is
reduced. We ensure that the attacker cannot recover any
knowledge about master secret key. Evaluation and
testing results show that our proposed leakage-resilient
KASE don't have any impact on functionality of the
system and reduces leakage by a ratio of approximately
80%.
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