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Abstract - Mobile agent paradigm derives from two basic disciplines –artificial intelligence from where the concept of an agent 

originated and distributed systems that define the notion of code mobility having found applications in several areas. However, the 

implementation of an agent-based system can be through any client/server technology, it is different from classical client/server 

systems because there is no clear distinction between a client and a server. The mobile agent technology offers several unique 

capabilities to address the challenges in this area. The objective of this research is to; design a Mobile Agent System for monitoring 

and evaluating security applications in a network environment and develop a mobile agent capable of increasing the performance of 

the mobile agent by reducing the size of the agent and also to develop a mobile agent that will be acceptable to all hosts. 
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1. Introduction 

 
he Mobile agents are software abstractions that 

can migrate across the network, suspend action 

there and migrate from there to another node, 

and resume operations from where they left off on the 

previous node. It has the propensity of communicating 

in agent language. In concept, a mobile agent can move 

its complete virtual machine from one host to another. 

While, on a particular host, the mobile agent can carry 

out some tasks, and afterward, it can migrate to another 

host to continue operation from where it stopped action 

on the previous host. As an executing program, a 

mobile agent is made up of code, data and execution 

state and is embedded with some intelligence and the 

ability to autonomously migrate across the network. As 

it moves, the mobile agent can represent its owner in 

various tasks and satisfy its requests. It can 

communicate with the host as well as other agents on 

the host; it can sense its environment and carry out a set 

of activities to attain its mission and achieve its goals 

[1]. The mobile agent paradigm has become topical 

since the mid-1990s. It can be deployed in many 

complex applications such as the internet, Mobile Data 

Computing, Electronic Commerce, Manufacturing and 

Scientific Computing [2]. Mobile agent model derives 

from two fundamental disciplines –artificial intelligence 

from where the idea of an agent emanates and 

distributed systems that define the concept of code 

mobility having found applications in several areas [3].  

 

Managing and monitoring applications in the networks 

with hundreds of computers have become a challenging 

and tedious task for today’s system administrators. A  

 

general computing infrastructure in a medium to a large 

organization with many nodes, possibly of different 

kinds, organized into multiple local-area networks and 

administrative domains. Administration functions 

require periodic upgrading of software and monitoring 

application in a network as well monitoring of activities 

of users at various nodes to defend against potential 

attacks by miscreants. The complexity of monitoring 

large regulatory networks— with different kinds of 

hardware/software components frequently added to the 

environment or some existing ones periodically 

upgraded — require new approaches to building 

network applications, monitoring of protocols and 

functions. The mobile agent technology offers several 

unique capabilities to address the challenges in this 

area. 

 

Many research works have been carried out to measure 

the throughput/bandwidth of a network [4], [5], [6], [7]. 

A notable effort to explore through the experiment of 

significant value of throughput for network assessment 

and evaluation has been presented in [8]. As presented 

in [9], a study on distributed network monitoring using 

mobile agent paradigms is motivated by the fact that 

network monitoring and management have become 

necessary due to the proliferation of computers and the 

rapid growth of the Internet.  

 

An experimental study of bandwidth management in a 

computer network environment is presented in  [10]. 

Furthermore in [1], [3] mobile agent system for 

T 
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monitoring and evaluation of activities of users in a 

computer network environment was designed.  

 

In this research, we opt to follow-up on the work of [1] 

and extend the work to other areas of Monitoring and 

Evaluation in a network environment; that is the 

development of a Mobile Agent for Monitoring and 

Evaluation of Security Applications in a Network 

Environment. 

 

The goal of this research is the application of a mobile 

agent system for monitoring and evaluation of security 

applications in a computer network. The Specific 

objectives are to design a Mobile Agent System: for 

monitoring and evaluating security applications in a 

network environment and capable of increasing the 

performance of the mobile agent by reducing the size of 

the agent, which will be acceptable to all hosts.  

 

2. Review of Related Literature 
 

In this section, reviewed literature related to Mobile 

Agent and Network management and security are as 

follows: Mobile Agents in [12],[13],[14],[15]. Network 

bandwidth in [16,[17],[18]. Security Management in a 

Network is presented in [19], [20], [21], [22] and [23]. 

Characteristics of Mobile Agents are as presented in 

[24], [25], [26], [27], [28], [29], and [30]. Network 

monitoring systems in [31], [32].  Network 

management and monitoring in [33], [34], [35]. 

 

3. Architecture of the Mobile Agent 

System 
 

The architecture of a mobile system adopted in this 

research consists of two types of agents namely: the 

static agents, otherwise referred to as Server agents, and 

the mobile agent referred to as Agent Monitor, together 

with their underlying software and hardware 

infrastructure. On the other hand, the architecture of the 

mobile agent system can also be categorized as 

comprising of backend and frontend engines. The 

backend engine comprises of the server machine and 

nodes that are considered to be static. The frontend is 

the software-based interface, which creates the 

environment for creating and launching the mobile 

agent and is dynamic in nature. The architecture of the 

mobile agent is as conceptualized in (Figure 1). The 

platform for the take-off of the Agent Monitor at the 

server host and the platform for its landing at the target 

workstations are their respective operating systems. At 

the server host, the Agent Monitor is created and 

equipped with the code, data, and other necessary 

parameters and dispatched to the target workstations in 

the network. The Agent Monitor then navigate 

autonomously through the network from the server end 

and interact with the host operating system of the target 

workstations, and it's utility programs as it processes the 

desired information. The Agent Monitor moves from 

one workstation to another while carrying along 

intermediate results. The results obtained by the mobile 

agent after successful visits to a set of target 

workstations are transferred to the server, which is 

displayed on its screen or printed out for the purpose of 

external analysis, interpretation, policy formulation and 

decision making by the Network System Administrator. 

The design of the Agent Monitor has three major 

components namely: Inputs: the input to the Agent 

Monitor is the target machine identity, Agent Monitor, 

and Output report. In the monitoring of security 

applications, there are two main issues to resolve. One, 

a system that has to monitor the Security Applications 

on workstations in the network, and two, a system that 

has to report back to wherever the request is made. 

Hence, we have the static agents (server agents) and the 

mobile agent (agent monitor). The two agents are 

fussed to design the system. 

 

4. The Mathematical Model  
 

The security application on any computer system is of   

immeasurable importance. The focus of this research is  

security application in the computer network  

Environment. The safety of data and hardware relies on  

its performance. When a computer is started, the  

operating system will run a number of processes, 

security  Applications inclusive it’s to ascertain the 

security level  of the machine as far as malicious items 

are concerned.  In LAN environment, the issue becomes 

more  problematic. But, these applications may face 

some  problems in the performance. The problems may 

relate  to the agent size. The mobile agent size may 

increase during a journey. Some hosts may reject to 

receive the mobile agent in case it has a large size. 

Also, a mobility of the agent consumes more time and 

increases the network traffic. This model is an approach 

that reduces the mobile agent size during its journey. As 

a result of reducing the agent size, the performance will 

be improved, and the agent will be more accepted by 

the hosts. The main idea behind of this approach is to 

remove  some unwanted parts from the agent load (L). 

 

As presented in [36], if the MA starts from home, the  

home node is represented by Bh and the migration can 

be represented as: 

 

I = {Bh, +, n1, n2, 3,……nm}…………..…………….(1) 

 

where Bh is the home node and n1 (I ≥1) is the ith
 node 

to be visited in the network. We define Ij as the 

migration of MA and when the number of nodes to be 

visited is large (m), the number of MA needed to visit 

the network is denoted by N Assume that the length of 

the state information (bytes) is Bs and this is constant 

throughout the agent lifespan. Then, initial load Bh of 

MA from home to the first target node is calculated as: 
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                         Bh = Bc + dh + Bs
……..…….… ….... (2) 

A schematic configuration of the basic structure of a 

node that has a database of the security application, a 

controller and an output MA of reduced size is 

illustrated in (Figure 2). 

 

The load after collecting information on security 

applications on the first target and the removal of its 

unwanted contents by the controller attached to the  

 

 

node through regression, whereby reducing its load is 

Bh1. And  

 

the new load Bh1 of MA from home to the first target 

node is; 

  Bh1 = Bc + dh1+Bs…………………………....  (3) 

 

The load of Migration to the next node is; 
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 Fig. 1 Architecture of the Mobile Agent 
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  Bh2 = Bc + dh2+Bs………………..………..… (4) 

 

With this model, the load at each node is further 

reduced because of the effect of the controller, hence a 

migration from nk to nk+1 with K = 1, 2 ..,……………m-1 

has a network load of: 

                      Bm1 = Bc + dm1+Bs +  




1

1

m

k

kd   ……..  (5) 

 

         

 

        Input                                              Output 

         Bh                                                      Bh1 

 

     
Database of Security  
        Applications                   Controller 

  
Fig. 2    Schematic configuration of the basic structure of a 

                                     node with Controller 

 

The load when the Agent returns home (Mobile Agent 

base) is given by: 

                      Bf = dh + Bs +


m

k

kd
1

  ………….…. (6) 

The sizes of the MA load in the visited nodes are  

represented by Bh1≤ Bh2≤Bh3…..≤Bhm………………….……...(7) 

Let the load of the output of the first node be denoted as  

Bh1, which is smaller than the load of the Second 

output Bh2; Bh2 is smaller than the load of the third 

output  

Bh3 and Bh3 ≤ the load of the last Node Bhm 

 

4.1 Performance Tool of the Mobile Agent 

The main goal of this model is to increase the 

performance of the mobile agent. After the mobile 

Agent completes a part of its journey; this model can 

reduce a mobile agent size by removing some unwanted 

parts from its body. Consequent on when a mobile 

agent data is reduced, automatically the mobility of the 

agent consumes less time. Also, the mobile agent size 

will make it acceptable to all the hosts. As defined 

earlier, the mobile agent comprises of several 

components. These components represent tasks at each 

place. After the agent completes a part of its tasks 

during a journey, some of its components are not useful 

for the rest of its journey [37].  Therefore, these 

components are overhead to the mobile  agent. 

 

 

 

4.2 Migration Process of the Model 
 

Mobility allows the transfer or migration of a mobile 

agent to another host, as well as the resumption of 

execution at the new host [38], [39]. In this Model, the 

Agent is launched (serialized) from the Mobile Agent 

Base to the next available node, when it reached the 

node, the agent will be deserialised and collects 

information about security applications on the node, the 

agent will move to the attached controller where all its 

unwanted items will be removed. This process will 

reduce the size of the agent. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Mobile Agent Migration Process 
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The agent will proceed to the next node collects the 

same information then passed through the controller 

attached to it. The controller will also remove its 

unwanted contents to reduce the size of the agent. This 

process will continue till it reaches the last node. At the 

completion of its journey, the size of the agent will 

become smaller. With the reduced size, the performance 

of the mobile agent will increase. Also, the agent will 

be able to visit any node because of its size. The flow of 

the migration Process of the model presented in (Figure 

3). 
 

5. Implementation of the Model 

The local area network (LAN) environment of the 

Federal Polytechnic, Ede was used for the 

implementation of the model. The LAN was tested 

without the model (non-protected) and with the model 

(protected). For experimentation of the model 15 nodes 

were used and the Mobile Agent base (Home node). 

WINDOW NT is used as the operating platform for the 

implementation of the mobile agent system and 

Microsoft access is used as the backend software for the 

implementation of the mobile agent. Front-end 

Software used is C-SHARP. However, the choice of C-

SHARP (C#) is presented in [40], [41], [42], and [43]. 

Several choices are available for mobile Agent mobility 

software which includes: Java, Telescript, Obliq, Agent 

Tcl, and C-sharp (C#). For the purpose of this research 

work, C-sharp is adopted as the mobility software. Its 

features are as presented in [44], [45], [46] and [47]. 

 

5.1 Performance Evaluation of the Model 
 

The implementation of this model is in a protected 

environment.   When the agent visits a node, it will 

collect the information on security applications and then  

visit the controller component attached to it. The 

controller will remove all the unwanted items from the 

database; this will lead to a reduction in the size of the 

Mobile Agent. Passing of this process from node to 

node will give a reduced average load during the 

migration of the mobile agent in a protected 

environment than in a non-protected environment. The 

model was tested in protected and non-protected 

environments with 15 nodes and the host. 

 

5.1.1 Verification of the model in a non-

protected environment 
 

During the first experiment (Exp 1), the agent visits the  

nodes without the controller. In the second Experiment  

(Exp.2), the agent, visits the nodes with a controller. 

The results are as follows: The mobile agent base 

creates a mobile agent. The agent will visit Node1, 

Node2, Node3, Node4, Node5,…..Node15 to collect 
information about security applications in each of them. 

After Completing the migration, the agent returns to 

home. In (Table 1) the mobile agent size during the 

journey is presented while a corresponding graph is in 

(Figure 4). 

 

5.1.2 Verification of the model in a protected 

environment 

The mobile agent base creates a mobile agent. The 

agent will visit Node1, Node2, Node3, 

Node4,Node5,…,Node15 to gather information about 
security applications in each of them. After Completing 

the migration, thea gent returns to home. In (Table 2) 

the mobile agent size during the journey is presented 

while a corresponding graph is in (Figure 5). 
 

Table 1: Mobile Agent size in a non-protected environment 

 

 

 

 

 

 

                                

 

 

 

 

 

 

 

 

 

Fig. 4 Verification of the Model in a non-protected Environment 

Nodes Load 

Home 7710 

1 7300 

2 6885 

3 6475 

4 6065 

5 5650 

6 5235 

7 4825 

8 4410 

9 3995 

10 3585 

11 3170 

12 2755 

13 2345 

14 1940 

15 1530 

Average 4616 
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Table 2: Mobile Agent size in a protected environment 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5 Verification of the Model in a Protected Environment 

6. Analysis of the Results 

6.1 Non-protected environment 

During its entire migration process the size of the 

mobile agent in the non-protected environment (Exp.1),  

increased by 1244 bytes (16%); as presented in (Table  

1). Its average size during the journey is 8330.1 bytes. 

The chart for this experiment is in (Figure 4). 

6.2 Protected environment 

In the protected environment, the size of the mobile 

agent (Exp.2), increased by 6180 bytes (80.2%); as 

presented in (Table 2). The average size of the mobile 

agent during the migration is 4616 bytes. This increase 

is because of the inclusion of the controller in the 

model. The chart for this experiment is in (Figure 5). 

 

6.3 Comparison of Non-protected and Protected 

Environments 

A comparison of the Non-protected and Protected 

Environments (Figure 6) shows that the performance of 

mobile agent is better in the protected environment than 

the non-protected environment.    

 

Fig. 6 Comparison of Non-protected and Protected 

                  Environments 

 

7. Conclusion  
 

In this research, we have presented how the 

performance of mobile agent can be increased. The 

major idea behind the model is to reduce the size of the 

mobile agent. The model allows the mobile agents to 

visit all the available places during the migration. 

During migration, some nodes may refuse the mobile 

agents because their sizes are large and not acceptable 

to store them. The model can help in this situation. Two 

experiments have been performed and according to the 

result, the model proved its efficiency in reducing the 

mobile agent size. 

 

The process of monitoring security application on 

servers and workstations in a network is one of the 

tedious tasks of the network administrator. A software 

agent can be dispatched from a server machine to any 

Nodes Load 

Home 7710 

1 7789 

2 7874 

3 7954 

4 8034 

5 8119 

6 8204 

7 8289 

8 8374 

9 8485 

10 8539 

11 8624 

12 8709 

13 8794 

14 8874 

15 8954 

Average 8330.1 
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workstation on the network to monitor security 

applications available without the network 

administrator physically moving from one system to 

another. The mobile agent system for monitoring 

security application in a network environment is utility 

software that would enable the network administrator to 

monitor the security application on all machines in the 

network. 

 

An architecture comprising of backend engine (server 

and workstations) and frontend engine (mobile agent) 

which serves as the software-based interface was 

proposed. The platforms for the takeoff of the mobile 

agent at the source and its landing at target destinations 

are the respective operating system. A mathematical 

model proposed enables the agent to migrate to a new 

node carrying all its code, data, and information on 

security applications passing through the controller. 

 

Analysis from the comparison shows that the mobile 

agent model performs better in a protected environment 

than the non-protected environment. The scope of this 

research is limited in the sense that, it has concentrated 

on network software tools monitoring an aspect of 

network management system using a mobile agent. 

However, one of the limitations of the research work is 

that it is only one out of the five identified components 

forming network management system has been studied. 

Only the security application availability section of the 

performance management has been implemented.  

This model can be implemented in more existing 

mobile agent systems using the assumptions for their 

consideration. Also, more research is still necessary for 

the agent-based implementation of the other network 

management modules that includes; Fault-tolerant 

management, Accounting, management, and 

Configuration management.  
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