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Abstract - Education is one of the most important pillars of real future planning. Online learning is embraced and adopted by many
schools, universities, and firms worldwide to deliver education, training, certification, and even higher degrees. Blockchain is a
promising new technology and a trending information revolution that has imposed itself on various areas of life. According to the
Harvard Business Review (HBR), blockchain is a software architecture concept, whose transactions enjoy the following characteristics.
First, they are recorded in a distributed ledger (denoted C1 henceforward). Second, they are permanent and cannot be edited (C2). Third,
they are verifiable (C3). This research paper aims to design and develop a framework model for an educational environment that is
effective and defect-free. It focuses on handling well-recognized defects in the delivery of materials to students, and assessing them. The
research paper suggests the application of blockchain in e-learning, integrating aspects of Learning Management System (LMS) and
University Management System (UMS), in which blockchain acts as safeguarded distributed repository. This allows students to obtain
information quickly and with high privacy and transparency. This can be achieved by designing a triad of material bank, question bank
and assessment bank. The three banks take advantage of C1, C2 and C3, allowing for the distributed verification of certifications
everywhere, and keeping certifications themselves un-manipulated. The proposed framework shows how to develop a private blockchain
in PHP and Google Firebase. Gossip protocol can model large-scale distributed systems. The proposed framework takes into account
quality Assurance. Therefore, the application of the proposed framework will lead to advancement in e-learning. For evaluating the
effectiveness of the proposed e-learning framework, Kirkpatrick’s model is adopted. It was proven that the proposed framework is
scalable.
Keywords - Blockchain, E-Learning, E-Learning Framework, LMS, UMS, Quality Assurance.
problem is tackled by more technical papers providing
hands-on on practicalities of the nascent technology. This
research paper aims to design and develop a framework
model for an educational environment that is effective and
defect-free. It focuses on handling well-recognized defects
in the delivery of materials to students, and assessing them.

1. Introduction

E

ducation, in particular, is one of the most important
pillars of future planning [1]. It plays a vital role in
knowledge production and distribution [2]. Online
learning is embraced and adopted by many schools,
universities, and firms worldwide to deliver education,
training, certification, and even higher degrees [3].
According to Forbes, the global market of online learning
is expected to reach $325 billion by 2025, based on
estimation of the past achievement of $ 107 Billion (2015)
[4].

The focus of this paper is to present a tailored e-learning
framework based on a lite implementation of blockchain.
The paper quickly reviews blockchain and attempts of
applying it in online-learning in the following section,
before proposing, implementing, evaluating and
concluding the proposed framework in subsequent sections.

Blockchain is a new technology and a revolution [5] that
has imposed itself on various areas of life [6].
Even there are many books providing guidance to
blockchain such as [7], it is notoriously hard to understand
leading to a recent book that subtitled it as "The
Technology That Nobody Understands" [8].
The problem of lacking full comprehension of this
technology is an obstacle facing its optimal use. This

2. Literature Survey
Blockchain is a template for a novel economy as
mentioned in [9] such as Bitcon. According to the Harvard
Business Review (HBR), it is a software architecture
concept, whose transactions enjoy the following
characteristics [10]. First, they are recorded in a distributed
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Ethereum and Hyperledger technologies are the main
frameworks to develop blockchain-based solutions;
however the authors choose to build the blockchain
infrastructure from scratch, based on [20], for many
reasons. First reason is to build a tailored solution that is
compatible with a legacy exam management system
temporarily hosted on the website of one of the authors.
Second reason is to build a lite blockchain without all
facilities of Ethereum or Hyperledger. The same
argumentation answers why not building upon available
LMSs. Different LMS like Canvas LMS and Moodle offer
robust integration and solutions that address the same
issues addressed by this paper. The paper presents a
compatible solution with a legacy exam management
system based on a lite blockchain implementation.

ledger (Let us denote it C1 henceforward). Second, they
are permanent and cannot be edited (C2). Third, they are
verifiable (C3).
This technology is investigated for both challenges and
opportunities as presented in e-learning conference [11].
The nascent technology is proposed for e-learning
environments [12], with an honorable mention go to
EduCTX solution [13]. However all of the aforementioned
proposals, and others, do not go beyond identity
management [14,15] This follows the success of
blockchain in managing medical records[16,17].
Recently, blockchain is employed in learning analytics [18]
and in smart learning environment [19].
Although, there are rare solutions that effectively employ
the nascent technology in the core of exam life cycle, this
paper is considered as a proposal to handle this issue.

Student

Teacher/Admin

Enter/access

3. Research Methodology
This paper suggests the application of blockchain in elearning, integrating aspects of Learning Management
System (LMS) and University Management System (UMS),
in which blockchain acts as safeguarded distributed
repository, as shown in Fig. 1.

Enter/access

Login Form

Redirect

Redirect

Student Portal

As shown in Figure 1, it allows all students to obtain
information quickly and with high privacy and
transparency.

Take exam

The framework is based on designing a triad of material
bank, question bank and assessment bank. The three banks
take advantage of HBR C1, C2 and C3, allowing for the
distributed verification of certifications everywhere, and
keeping certifications themselves un-manipulated.

Exam
Taking
Take exam

The teacher's journey, shown in red arrows in Figure 1,
starts with consulting the Intended-Learning-Outcomes
(ILOs) before creating the exam. Then, the exam is stored
in the question bank. The student journey, shown in yellow
arrows in Fig. 1, starts with login form to the portal. The
student can access materials or exams created by the
teachers. Assessments are stored properly in the
assessment bank.
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Research in blockchain application is exploring the
employment of smart contracts; however this paper focuses
only on the use of blockchain as a distributed storage
system.
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Fig. 1 Proposed E-learning Framework
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creation Time, data, difficulty, and nonce attributes. The
core operation is to check for validity by comparing hashes.
By default and initially after creation, it is guaranteed the
emptiness of the wallet of the new user. Genesis block is the
very first block. It corresponds to a first transaction from the

The rest of this section elaborates on practicalities of
developing private blockchain in PHP and Google
Firebase; thus it may be useful for newcomer developers.
First, it should be noted that the nascent technology is not
intended to solve all problems in the world. It is suitable

Fig.2

E-learning Partners Relationships

Fig. 3 Blockchain Class Diagram

university to the enrolling of a student. It could be created
with a given amount of Effort-Coins. The student pays some
of those Effort-Coins as expenses to attempt an exam. To
avoid double-spend problem, blocks are hashed, stored and
validated as shown next.
There is a global variable is the configuration file called
USED_HASH_ALGORITHM which is set to sha256.To
validate a block, PHP code in fig. 4 is used. It checks that
indices and hashes are correct. The admin set a DifficultyLevel global variable in the configuration file. Based on that
variable the leading numbers of zeros in generated hashes,
a.k.a Nonce, is determined to ensure Proof-of-Work.

only to certain use-cases that it fits. Just imagine that we
are developing special digital money, but instead of storing
balances, we are going to store transactions that carry
scores regarding achievements of students in exams.
Fig. 2 shows a rough class diagram showing relationships
among e-learning partners. The University has many
courses, each of which is assigned at least one teacher. A
teacher can create and assess exams.
Fig. 3 shows the class diagram. It distinguishes radically
between a block and a node. A Node class is composed of a
Miner and a Peer-To-Peer-Server.
A Miner has Blockchain which in turn is composed of many
Blocks. Each of them has index, hash, previous-hash,

Gossip Protocol, as shown in Fig. 5, lends itself into internode communication [21], as traditional communication
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protocols may not be suitable to gain consensus over
decentralized networks.

Initially, hop_count is zero. A hop is a transition from one

node to another. In an infinite loop, wait a certain amount
of time, then select a peer, and check if the state is either
pulling or pushing.
If the state is pushing, a descriptor is calculated based on
the address and current hop_count. Then merge the
descriptor with the current view. Finally, send the result
of the merge to the selected peer. If not pushing, then
return an empty set to the selected peer.
If the state is pulling, get the view of the selected peer,
then increase hop_count based on that peer view. Then
merge the peer view with the current view. Finally, select
and update current view based on the result of the merge
to the peer view.

Fig. 4 Validating Blocks

The database is created using Google Firebase. Fig. 7 and
Fig. 8 show material and score instances respectively.

Fig. 5 Gossip Protocol Example

Gossip protocol can model large-scale distributed systems
[22]. Fig. 6 shows implementation of gossip protocol in
action.
hop_count ← 0
Φ is empty set
Infinite loop
Wait a certain amount of time
peer ← PeerSelection( )
if PUSHING then
descriptor ← (address, hop_count)
temp ← view ∪ { descriptor }
send temp to peer
else
send Φ to peer
if PULLING then
get viewpeer from peer
viewpeer ←IncreaseHops (viewpeer)
temp ← viewpeer ∪ view
view ← ViewSelection(temp)

Fig. 7 Material Instance

Fig. 6 Implementation of Gossip Protocol in action [22]

Fig. 8 Score Instance
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Fig. 9 Conceptual Model

Fig. 9 shows conceptual model. Firebase is callable by web,
mobile or Python applications, as shown in Appendix A. The
Firebase
application
is
deployed
at
https://uaechain.firebaseapp.com/, However, a front-end
portal is temporarily hosted at the website of one of the
authors. The entry point is the login form as shown in Fig.
10.
For student you can test the system with the credentials
provided from Student Affairs Department. This loads the
student portal as shown in Fig. 11.

Fig. 11 Student Portal

4. Results
Table 1 shows the evolution of difficulty and Nonce. It is
generated using Python code shown in Appendix B. It shows
the capability the system to generate successful hashes for
higher values of difficulties in approximately zero time.
Table 1 indicates that the proposed framework is scalable to
larger values of difficulties.

Fig 10 Login Form
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TABLE 1 Evolution of Difficulty and Nonce

Difficulty

Nonce

Success Hash

1

0

2

2

4

3

8

9

ff8253ed10b5f
719d52a709a66
af8cd5e2054f7
02e675af4ca0c
ae70f0988634
22c608547e239
faf5c353e7ebd
204042760b938
91d1d0be9ab48
8d36c73c077b
0635f41cdb98c
6e73516f84fc8
8da19a13a3bac
6298dbfc0df51
70bac93ba4dd
1c1c105e65b47
142f028a8f93d
df3dabb926049
1bc6447473813
3ce5256cb3c1
0f7becfd3bcd1
a82e06663c971
76add89e7cae0
268de46f94e7e
11bc3863e148

16

25

5. Conclusion and Future Directions
This paper suggests the application of blockchain in elearning, integrating aspects of Learning Management
System (LMS) and University Management System (UMS),
in which blockchain acts as safeguarded distributed
repository.
This allows students to obtain information quickly and
with high privacy and transparency. This can be achieved
by designing a triad of material bank, question bank and
assessment bank. The proposed framework takes into
account quality standards. Therefore, the application of the
proposed framework will lead to advancement in elearning.

Time in
seconds
0.0000

0.0000

0.0000

One possible direction may be towards securing the gossip
protocol. This may be achieved by employing a recent
protocol called FireChain [24], or integrating other recent
security preserving methods such as [25] and [26]. Another
possible direction is enhancing the Exam-as-a-service.

0.0010

Appendix A: Python Code to Access Google Firebase
import firebase_admin
from firebase_admin import auth
from firebase_admin import credentials
from firebase_admin import db
# Initialize the default app
cred = credentials.Certificate('./uaechain-firebase-sdk.json')
default_app = firebase_admin.initialize_app(cred, {
'databaseURL': 'https://uaechain.firebaseio.com'})
ref = db.reference("students")#(app=default_app)
print(ref.get())

0.0000

Creating questions follows Intended Learning Outcomes
(ILOs) which means that the proposed framework adheres to
the basics of quality assurance standards.

Appendix B : Python Implementation of Proof-OfWork
import hashlib
import time
import sys
max_nonce = sys.maxsize
def POW(the_header, bits_of_difficulty):
difficulty_target = 2 ** (256 - bits_of_difficulty)
for n in xrange(max_nonce):
h = hashlib.sha256(str(the_header)+str(n)).hexdigest()
if long(h, 16) < difficulty_target:
print "Nonce %d" % n
print "Hash %s" % h
return (h,n)

Evaluating e-learning frameworks may be a difficult task.
For evaluating the effectiveness of the proposed e-learning
framework, Kirkpatrick’s model is adopted which has the
following four levels [23]:
1. Reaction – Is the course relevant, and worth time?
2. Learning – Does the course increase knowledge/skill?
3. Behavioral Change – Is there a change in behavior
based on the learning?
4. Business impact – Is there a tangible value after
learning?
A simple questionnaire is designed based on Kirkpatrick’s
model. Then, it was delivered to 345 students. The
response was 100%, 95%, and 87% and 73% to the four
levels respectively

.
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